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The Insurance Center for Insurance Policy and Research
National Association of Insurance Commissioners

January 15, 2014 
The Honorable Penny Pritzker 
Secretary 
U.S. Department of Commerce 
1401 Constitution Ave., NW 
Washington, D.C. 20230 

Dear Secretary Pritzker: 
We write on behalf of the National Association of Insurance Commissioners (NAIC) regarding the provision included in the Bipartisan Budget Act of 20131 directing the Department of Commerce to restrict access to the Social Security Administration’s Death Master File (DMF) to only certified persons and to develop a certification program to facilitate such access. As the Department works to implement this provision, we want to highlight some critical insurance regulatory matters for consideration and encourage the prompt development of a certification system. 
1 Sec. 203 of H.J. Res. 59 
2 Alabama, Kentucky, Maryland, Montana, Nevada, New Mexico, New York, North Dakota, and Vermont. 
The NAIC is the U.S. standard-setting and regulatory support organization created and governed by the chief insurance regulators from the 50 states, the District of Columbia and five U.S. territories. Through the NAIC, state insurance regulators establish standards and best practices, conduct peer review, and coordinate their regulatory oversight. NAIC members, together with the central resources of the NAIC, form the national system of state-based insurance regulation in the U.S. 
One of the fundamental tenets of our state-based insurance regulatory system is the protection of insurance policyholders. While Congress’s restrictions on access to the DMF are important privacy protections to prevent fraud and identity theft, we believe the law should be implemented in a manner that balances those privacy protections with policyholder protections that have been enacted in state law or regulation or otherwise implicated in settlements among certain states and certain life insurers. 
Life insurers have a legitimate business purpose for DMF information. Life insurers are able to use the DMF to identify deceased policyholders, which enables them to attempt to notify beneficiaries of policy proceeds that can be a great benefit to grieving families in a time of uncertainty. Several recent state laws and regulations require life insurers to check their lists of in-force life insurance policies and retained asset accounts against the DMF and notify beneficiaries of the existence of identified policies and the need to submit a claim. For example, nine states2 have enacted laws requiring life insurers to consult the DMF for cross-reference purposes at specified intervals. In addition, several state insurance regulators, coordinating through the NAIC, are currently investigating the country’s top life and annuity insurers and many states have adopted multistate settlements with certain life insurers, which require insurers to access and cross-reference the DMF on a monthly or quarterly basis. 2 

Consequently, life insurers will need prompt and uninterrupted access to the DMF in order to be compliant. We greatly appreciate the Department’s decision to maintain uninterrupted access to the DMF until the formal certification program is established. As the certification program is developed, we strongly urge the Department to ensure that the new program is not overly burdensome to life insurers such that it would effectively act as a bar to their access to the DMF, thereby undermining an important policyholder protection. 
We look forward to coordinating with the Department to ensure a smooth transition period and a prompt development of a certification process to ensure that state insurance regulators can continue to advance critical consumer protection efforts. Should you wish to discuss this matter, please do not hesitate to contact Ethan Sonnichsen, Director of Government Relations, at (202) 471-3980 or Mark Sagat, Counsel and Manager, Financial Policy and Legislation, at (202) 471-3987. 
Thank you for your consideration. 
Sincerely, 
Commissioner Adam Hamm Commissioner Monica Lindeen 
NAIC President and NAIC President-Elect 
North Dakota Insurance Commissioner Montana Office of the Commissioner 
Of Securities and Insurance 
Commissioner Michael F. Consedine Commissioner Sharon P. Clark 
NAIC Vice President NAIC Secretary-Treasurer Commissioner Commissioner Pennsylvania Department of Insurance Kentucky Department of Insurance 
The Honorable Ben Nelson 
Chief Executive Officer, NAIC 
cc: Carolyn W. Colvin, Acting Commissioner, Social Security Administration


=======================================================================

Re: RFI for Certification Program for Access to the Death Master File
Goldson, Michael [mgoldson@nycers.org]
Sent:  Sat 3/1/2014 6:22 PM
To:  John Hounsell

John,
 
The following is submitted in response to the request for information referenced below.
 
The certification program is intended to ensure the confidentiality, security, and appropriate use of the Death Master File (DMF) data.  To that end, the program will ensure that users of DMF data are thoroughly vetted before they can be given access to the data. Given these facts, it would then be reasonable to allow ALL death data, (including State data that had been restricted effective November 1, 2011), to be disseminated to these “trusted” users. Since the DMF data would no longer be available to the public at large, there would be no need to limit the data set.  Certified users under this program could be restricted to large governmental and industrial entities, and could be subject to rigorous certification standards.
 
When the November 1st 2011 change was made to exclude certain State records from the DMF, it significantly increased the risk to certain entities that were using the DMF to detect deaths.  Those organizations that make payments to individuals over their lifetimes that had relied on the DMF for information on when to stop those payments became more likely to make erroneous payouts after the death of a recipient. Restoration of the data to the pre-11/1/11 levels would go a long way to mitigate this risk.
 
 
Regards,
Michael A. Goldson
Director, Finance
New York City Employees Retirement System
335 Adams Street  Suite 2300
Brooklyn, New York  11201-3724
(347)643-3522


=======================================================================

DMF
DJMcMannis [djmcmannis@cox.net]
Sent:  Sun 3/2/2014 5:43 PM
To:  John Hounsell

John,

I do not understand the limiting of information or the need for the Certification program.

It seems that a law requiring every company, bank, etc accepting a new account application should be required to check the name and SS# against the DMF.  Information released to everyone through the DMF would become entirely unUSEable for identity theft because anytime somebody tried to use it, it would immediately be caught as fraudulent and the user could be arrested.  Making it MORE accessible and requiring that it be checked before an account is opened, etc., seems to be the simplest and most effective approach.

As a genealogist, the DMF is invaluable.  Through obituaries and other means the death date, location, and mother's maiden name can often be obtained; but when that information is missing the DMF is the only way to help track an individual and his ancestors/descendents.  Family researchers are very worried about losing access to SSDI/DMF.

Thank you,

Darren
Darren J. McMannis
PO Box 387
North Newton KS  67117
djmcmannis@cox.net
(Board Member: Kansas Council of Genealogical Societies Inc.)
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K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 1 COMMENTS ON PROPOSED COMMERCE DEPARTMENT DEATH MASTER FILE EARLY ACCESS CERTIFICATION PROGRAM: 
I. INTRODUCTION: 
Per its Request for Information regarding the Certification Program for Access to the Death Master File, 1 the National Technical Information Service (NTIS) of the Department of Commerce has requested information from the public to implement a Certification Program for early access to the Social Security Death Master File (DMF), 2 as mandated by the Bipartisan Budget Act of 2013. 3 This Commentary is submitted accordingly. 
1 This Commentary is based upon an advance copy of the Request for Information, publicly distributed prior to official publication in the Federal Register. NTIS, Request for Information and Advance Notice of Public Meeting, Docket No. 140205103-4103-01 (25 February 2014), <http://www.ntis.gov/pdf/DMF-RFI-signed.pdf>. 
2 The Death Master File is commercially purveyed via the Internet as the Social Security Death Index (SSDI). The terms DMF and SSDI are often used interchangeably in the common parlance. 
3 Bipartisan Budget Act of 2013, Pub. L. 113-67, § 203, 127 Stat. 1165, 1177 (26 December 2013), <http://beta.congress.gov/113/plaws/publ67/PLAW-113publ67.pdf>, hereinafter sometimes referred to as "BBA § 203." 
4 IAJGS International Conference on Jewish Genealogy, Boston, 4 - 9 August 2013 <http://www.iajgs2013.org>. 
II. COMMENTATOR'S BACKGROUND & CONTACT INFORMATION: 
Background: The Commentator, Kenneth H. Ryesky, Esq., is a member of the Bars of New York, New Jersey and Pennsylvania, and is an Adjunct Assistant Professor, Department of Accounting and Information Systems, Queens College of the City University of New York, where he teaches courses in Business Law and in Taxation. Prior to entering into the private practice of law, Mr. Ryesky served as an Attorney with the Internal Revenue Service ("IRS"), Manhattan District; before that, he served as an Analyst for the Department of Defense whose duties included the on-site review of defense contractors' purchasing systems for Contracting Officer approval/nonapproval. 
Mr. Ryesky has submitted comments to the IRS, and to various Congressional committees, regarding the uses and misuses of SSNs. He presented a program involving the Social Security Death Master File (DMF) at a genealogy conference in Boston in 2013. 4 K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 2 

Contact information: Kenneth H. Ryesky, Esq., Department of Accounting & Information Systems, 215 Powdermaker Hall, Queens College CUNY, 65-30 Kissena Boulevard, Flushing, NY 11367. Telephone 718/997-5070 (vox), 718/997-5079 (fax). E-mail: kenneth.ryesky@qc.cuny.edu or khresq@sprintmail.com. 
Disclaimer: Though the Commentator has conferred with other concerned groups and individuals regarding the matter at hand, this Commentary reflects the Commentator's personal views, and does not necessarily represent the official position of any person, entity, organization or institution with which the Commentator is or has been associated, employed or retained. 
III. THE INSTANT RULEMAKING PROCEEDING: 
As further detailed in various widely-publicized reports and Congressional hearing testimony, the information contained in the DMF has been abused quite egregiously by identity thieves in their tax fraud schemes, and all the more egregiously by the IRS itself on account of the IRS's failure to use the DMF to prevent the aforementioned tax fraud schemes. In an attempt to address the problem, Congress has embargoed the general right of public access to the DMF, but, recognizing that the DMF, when properly used, can actually prevent tax fraud and have other beneficial purposes, Congress has tasked the Department of Commerce to develop a program to facilitate a program of early access to the DMF for individuals who have a need for such access. The Department of Commerce has accordingly initiated this rulemaking proceeding. 
IV. THE COMMENTATOR'S USE OF THE DMF: 
The Commentator's personal use of the DMF is mostly for personal genealogy research, but the Commentator has occasion from time to time which necessitates his genealogy research skills, including the use of the DMF. These include identifying and locating missing heirs in probate matters over which the Commentator has professional cognizance in his law practice. 5 Such professional use would constitute "a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty." 6 
5 As in other states, New York, where the Commentator lives and practices law, requires family history and kinship charts and/or affidavits in probate and estate administration proceedings. 22 N.Y.C.R.R. § 207.16; see also Matter of Rothwell, 189 Misc. 2d 191, 193 - 194, 730 N.Y.S.2d 664, 665 - 666 (Surr. Ct., Dutchess Co. 2001). 
6 BBA § 203(b)(2)(A)(ii). K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 3 

V. RETAINING ASSISTANCE: THE "SHERPA" MODEL: 
It is a familiar and everyday common experience that one having a desire or obligation to perform a task or duty will retain, more often than not for valuable consideration, another individual to perform the task or duty, where such retained individual possesses superior knowledge, abilities, qualifications, personal contacts, and or equipage to perform the task or duty more efficiently, more competently, and/or more acceptably than the client. Common examples include the retention of a lawyer in a legal matter, the retention by a taxpayer of a tax return preparer, 7 the engagement of a snowplow owner to clear snow from one's driveway, or the retention of a real estate broker to sell a house. Depending upon the situation, the retained expert may be called by various and sundry names, including but hardly limited to "Sherpa," "Doulos," "Hired gun," and, in one context of the Affordable Care Act, "Navigator." 8 
7 Even by IRS officials. See, e.g., Joy Vestal, "Newsmaker: Carol Landy," Newsday, Long Island, NY A-22 (11 April 1995) (quoting Carol Landy, Director of the Internal Revenue Service Center, Brookhaven (Holtsville), NY: "I don't do my own tax return. I'm afraid to make a mistake."); David Cay Johnston, "Need Tax Help? So Do the Experts in Washington," N.Y. Times, § 3, p.8, col. 2 (14 April 1996) (reporting that then Internal Revenue Commissioner Margaret Milner Richardson, a tax lawyer, uses professional help to prepare her income tax return); see also Daniel v. Commissioner, T.C. Memo 1997-328 (reciting that the taxpayer, an IRS collections supervisor, had enlisted the help of a subordinate (albeit a dysfunctional one) in preparing a personal income tax return which reported a casualty loss). 
8 42 U.S.C. § 18031(i). 
To the concern of many, the Navigators under the Affordable Care Act are not subjected to the background checks such as those inherent in the Certification Program contemplated in the instant rulemaking proceeding. See, e.g. House Committee on Oversight and Government Reform, "Risks of Fraud and Misinformation with ObamaCare Outreach Campaign: How Navigator and Assister Program Mismanagement Endangers Consumers" (18 September 2013), <http://oversight.house.gov/wp-content/uploads/2013/09/Republican-Staff-Report-on-Navigators.pdf>; ObamaCare Guides Could Be Felons, Investor's Business Daily, 8 November 2013, p. A14; Jillian Kay Melchior, "Convicted Terrorist Worked as Obamacare Navigator in Illinois," National Review Online, <http://www.nationalreview.com/article/372065/convicted-terrorist-worked-obamacare-navigator-illinois-jillian-kay-melchior> (26 February 2014). 
9 Streetbrains.Com, LLC, v. Lyris, Inc., 2011 U.S. Dist. LEXIS 41757 (S.D.N.Y. 2011). 
10 BBA § 203(b)(2)(A)(ii). 
The retention of such an expert is often legally required. A limited liability company entity, for example, must appear in federal court under the representation of a duly admitted attorney, 9 and visitors to the Holy City of Jerusalem may not drive their rental automobiles into the walled Old City, but must retain the services of a taxi driver or a licensed tour guide ("madrikh") who has been pre-approved and credentialed to drive his or her motor vehicle through the Old City entrance gate. 
One may have "a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty" which makes early access to information in the DMF appropriate,10 K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 4 

11 N.D. Cent. Code, § 38-18.1-06(6)(c). 
12 See, e.g. Department of Justice, Office of Public Affairs, "Georgia Tax Return Preparer Pleads Guilty to Stolen Identity Refund Fraud Crimes" (Tax Division, Release No. 12-1020, 17 August 2012) <http://www.justice.gov/opa/pr/2012/August/12-tax-1020.html>. 
13 BBA § 203 is part of Title II of the Act, which is captioned "Prevention of Fraud, Waste, and Abuse." 
but under circumstances where the retention of qualified assistance is appropriate, desirable, expeditious, and/or sound business and/or legal judgment. 
The Final Regulations need to facilitate the "Sherpa" model under the appropriate circumstances. It would be neither appropriate, desirable, expeditious, nor sound business judgment for an executor of an estate, who is under a duty to identify and locate the decedent's heirs, to personally qualify for early DMF access if he or she has only one or two decedents' estates to administer; but it would be highly appropriate, desirable, expeditious, and prudent for an executor so situated to retain the aid and expertise of one who is qualified to access the DMF. Similarly, the holder of a single small North Dakota mineral interest which is about to lapse, who is under the duty to identify and give notice to the property owners, 11 would be foolish and imprudent to undergo the personal qualification process to access the DMF, but on the contrary, would be quite well advised to retain the services of a qualified professional. 
One further benefit of the "Sherpa" model would be that under some circumstances, sensitive information, including but not limited to a decedent's Social Security Number, could be used by the qualified professional to the extent needed, but sanitized from the documents and information provided by the qualified professional to the client who retains him or her. This would obviously foreclose many potential breaches of security and misuses of DMF information (though the qualified professionals themselves would need to be kept honest.12). 
In such regard, it must be borne in mind that while the legislation giving rise the instant rulemaking proceeding was budgetary in nature, and while some revenue for the government from the DMF early access qualification program was envisioned, the matter of securing the data in the DMF cannot be viewed as anything less than a pressing and primary consideration behind the DMF restriction and early access provisions, in light of the trauma wreaked upon millions of Americans by identity thieves. Requiring, in the name of maximizing fee collections, the one-time or two-time early DMF accessor to run the early access qualification gauntlet instead of retaining qualified professional assistance would clearly be at odds with Congressional intent. 13 
VI. CERTIFICATION BY ESTABLISHED PROFESSIONAL BODIES: 
Various professions are regulated by governmental bodies, and/or have organized and established private governing bodies, which grant certification and other credentials to practice K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 5 

in the profession. Governmental administrative agencies often accept such certifications as credentials for various governmental approvals. 
The Internal Revenue Service, for example, allows Attorneys at Law, Certified Public Accountants, and Enrolled Actuaries who are in good standing as such to represent clients in practice before it. 14 State Contract Managers in Texas may qualify for the position by substituting certain nationally recognized certifications for the successful completion of Texas Procurement and Support Services's (TPASS) required training courses. 15 
14 Treas. Reg. § 601.502(b); Treasury Department Circular No. 230, § 10.3. 
Amongst the taxation community, the Internal Revenue Code is frequently cited as "I.R.C." instead of "26 U.S.C.," and regulations issued by the Treasury Department pursuant to the Internal Revenue Code are frequently cited as "Treas. Reg." instead of "26 C.F.R." Similarly, though Circular 230 is codified at 31 C.F.R. part 10, the more common citation convention on the taxation planet is "Circular 230" or "Circular No. 230" instead of "31 C.F.R." 
15 State of Texas, Window on State Government, State Purchasing, Equivalent Training, <http://window.texas.gov/procurement/prog/training-cert/cmt/training/copy_of_equivalenttraining>. 
16 BBA § 203(b)(1)(B). 
17 I.R.C. § 7601(a); Treas. Reg. § 301.7601-1. 
18 48 C.F.R. subparts 44.3 and 244.3; see also K. H. Ryesky, "Government Reviews of Contractor Purchasing Systems", Military Business Review, March/April 1987, p. 16. <https://drive.google.com/file/d/0B1NeqTrEJoniMHlWVzFnblo3Qlk/edit?usp=sharing> 
To the extent that a certification in a particular profession appropriately addresses attributes of ethics and confidentiality, the Department should accept such professional certifications as valid credentials for its own certification program. 
VII. AUDITS UNDER THE CERTIFICATION PROGRAM: 
The Certification Program is required to provide for "periodic and unscheduled audits of certified persons to determine the compliance by such certified persons with the requirements of the program." 16 This aspect of the Program is analogous to audits and reviews conducted by other governmental agencies, including but not limited to the IRS 17 and the Department of Defense. 18 Much of the body of experience from the interactions between the government and the private sector in the conduct of such audits and reviews can be applied to the crafting and conduct of audit principles and procedures under the Certification Program. 
A. Construction of Phrase "periodic and unscheduled audits": 
The phrase "periodic and unscheduled" in the statute is potentially susceptible to diverse meanings, and prerequisitely needs to be construed in order to craft any Certification Program under the rulemaking proceeding. K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 6 

Statutes are to be construed to "give effect to every word, phrase, and clause in a statute and avoid a construction that renders nugatory or surplussage any part of a statute." 19 Had Congress intended that every audit under the prospective Certification Program be in the nature of an unannounced "surprise visit" then it could have used the adjective phrase "periodic unscheduled" and avoided the use of the conjunction "and" between the words. This is especially so because the terms "periodic" and "unscheduled" can be used in the disjunctive sense. 20 
19 Grantham v. Cory, 2012 U.S. Dist. LEXIS 108840 at *7 (D. Nev. 2012); Patterson v. Scutt, 2009 U.S. Dist. LEXIS 121442 at *48 (E.D. Mich., 2009) (quoting Mason v. City of Menominee, 282 Mich. App. 525, 528, 766 N.W.2d 888, 891 (2009)), magistrate's findings adopted 2009 U.S. Dist. LEXIS 121437 (E.D. Mich. 2009). 
20 See, e.g. McGee v. Stotts, 1993 U.S. Dist. LEXIS 6094 at *3 (D. Kans. 1993) ("Plaintiffs' complaint centers on how custody classification changes were made in both periodic and unscheduled custody classification reviews."). 
21 See, e.g. Clinchfield R. Co. v. Lynch, 605 F. Supp. 1005, 1985 U.S. Dist. LEXIS 21496 (E.D.N.C. 1985), aff'd 784 F.2d 545 (4th Cir. 1986); see also Internal Revenue Manual, § 6.511.1.8.6 ("Desk Audits"); Internal Revenue Manual, §4.75.11 ("On Site Examination Guidelines"). 
Moreover, the term "audit" is susceptible to diverse meanings; indeed, audits of taxpayers performed by the IRS can take the form of a "desk audit" by the IRS agent from his or her office, or a "field audit" involving an actual visitation to the taxpayer's office or other facility. 21 
While unannounced surprise visits by governmental authorities does have its place in law enforcement, and should not be totally foreclosed in the Certification Program to be established, the potential for abuse is obviously significant if all audits under the Certification Program were to be conducted on an unannounced and surprise basis. This, too, is a reason to construe the statute in the disjunctive. 
The phrase "periodic and unscheduled audits," then, must be construed in the disjunctive, with the intent that audits typically be planned and scheduled in advance, while reserving the possibility under the appropriate controlled limited circumstances for the Department of Commerce to conduct surprise unannounced visits. 
B. Cooperation and Interaction in the Audit Process: 
While the auditor/auditee relationship does entail an inherent adversarial element, the Commerce Department and the auditee are all stakeholders in the broader purposes of fraud prevention and/or the facilitation of commercial transactions in the economy, just as the Department of Defense and the Defense contractor are stakeholders in a system to provide the military with needed goods and services. In enacting the statute, Congress has implicitly recognized that effective fraud prevention requires cooperation between the government and K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 7 K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program 
Page 8 
Congress has crafted the statute to facilitate the IRS's compliance for early access to the DMF by specifically setting the requirements it has mandated upon the IRS itself 26 as the qualifying standard for the Certification Program. 27 
26 I.R.C. § 6103(p)(4). 
27 BBA §§ 203(b)(2)(B) and 203(b)(2)(C). 
28 Unfortunately, even some of the IRS's own personnel have been known to misappropriate personal information of the taxpayers. See, e.g., U.S. Attorney's Office, Eastern Dist. of California, News Release: "Former IRS Employee Pleads Guilty to Claiming More than $1,745,000 in False Tax Returns" (21 January 2014) <http://www.justice.gov/usao/cae/news/docs/2014/2014_01/01-21-14Hernandez.html>; U.S. Attorney's Office, Middle Dist. of Tennessee, News Release: "Former IRS Employee Sentenced to Two Years in Prison for Identity Theft and Filing False Tax Returns" (15 August 2012). <http://www.justice.gov/usao/tnm/pressReleases/2012/8-15-12.html>; U.S. Dept. of Justice, Tax Division, News Release 12-193: "Former IRS Employee from Texas Sentenced to Nearly Nine Years in Prison on Theft of Government Property and Aggravated Identity Theft Convictions" (10 February 2012) <http://www.justice.gov/tax/2012/txdv12193.htm>. 
Quis custodiet ipsos custodes? 
29 See, e.g. United States v. Brown, 548 F.2d 1194 (5th Cir. 1977); Ardito v. Dept. of Treasury, 2014 U.S. Dist. LEXIS 12931 (D. Mass. 2014); Stone v. Commissioner, T.C. Memo 1998-314; McDonald v. Commissioner, T.C. Memo 1996-87; see also [Matter of Anonymous, Defense Office of Hearings & 
In such regard, it must be remembered that while the IRS is required to comply with such statutory standards, the Department of Commerce may not qualify the IRS for early access if the Department of Commerce finds that the IRS is in significant violation of those standards.28 Moreover, the instant Certification Program has no basis for according the IRS any special favored treatment in relieving the IRS of the burden of Commerce Department audits; the audits conducted upon the IRS must be done according to the same standards as those conducted upon other entities. 
IX. CONCLUSION: 
The Department of Commerce has been tasked to establish, implement and administer a Certification Program for early access to the DMF. The Department needs to do so in a credible and competent matter, which must include transparency of process (without neglecting the need to protect confidential information), evenhanded administration, and due regard and respect for the for the legitimate and bona fide needs of the constituencies that will need early access. The Department should make itself open and approachable to the relevant industry and trade groups, and give heed to their concerns. 
The Department of Commerce currently stands well postured to so address the task. Imprimis, it is not engaged in the universally despised function of tax collection, and the audit of a person or entity granted early DMF access would not imperil clients of such person or entity with a tax audit, as would be the case if the IRS were the agency conducting the audit. 29 Of no K. H. Ryesky Request for Information Response, NTIS DMF Early Access Program Page 9 

Appeals, ISCR Case No. 07-05336 (August 26, 2008) (reciting that all tax returns prepared by applicant's tax preparer were audited by the IRS.). 
30 <http://dmf.ntis.gov>. 
less moment is the fact that as this Commentary is written less than three months following the enactment of the BBA, the Department of Commerce has already conducted the rulemaking process in a reasonably transparent manner by keeping currently updated a dedicated webpage on the project, 30 naming a point of contact for the project, scheduling an open public hearing, maintaining an e-mail list for updates (such updates having included an advance copy of the Request for Information prior to publication of the notice in the Federal Register), and otherwise reaching out to the American public. The Department needs to continue to conduct the process in a manner to warrant public confidence and credibility. 
2 March 2014 
Respectfully submitted, 
Kenneth H. Ryesky


=======================================================================

SSDI Restrictrions
Barbara [wbarr18136@aol.com]
Sent:  Mon 3/3/2014 1:08 PM
To:  John Hounsell

While I very much appreciate the concerns recommending restricted access to SSDI records, such access should remain public record essential information. Certainly it should be available to family members  looking for information on relatives. Sometimes it is the only way to find out one is not alone in the world. That sounds emotional but can be significant on many levels. 

Thank you. 

Barbara Barrett


=======================================================================

Comments Regarding Certification Program for Access to the Death Master File
Whittaker, Bob (LABOR) [bob.whittaker@ky.gov]
Sent:  Mon 3/3/2014 1:10 PM
To:  John Hounsell

Mr. Hounsell,

I administer Kentucky’s workers’ compensation funds (special fund and coal workers’ pneumoconiosis fund).  The funds have workers’ compensation income benefit liability to approximately 9,000 beneficiaries, of which about 6,000 are in active pay status at any one time.   In fiscal year 2012-2013, we paid nearly $63,000,000  to about 6,000 beneficiaries (nearly 13,000 payments per month).  Almost all payments are made periodically (i.e., a weekly rate paid biweekly).   Since 2001, we have had a subscription for the Death Master File (DMF) to allow us to cross-match our list of payments against the DMF to prevent payment of benefits to deceased beneficiaries.   In fact, the DMF is the only effective tool available to us to detect unreported beneficiary death.  That being the case, we object to any program changes which do not allow for uninterrupted access to DMF during the certification process.   If our access is limited during the certification process, we will be vulnerable to overpayment whenever we fail to receive notice of beneficiary death.   To prevent that risk, it is suggested that uninterrupted access to the entire DMF continue for persons (including governmental agencies) who have an obvious legitimate business purpose and need for the information, during the certification process. 

If you have questions concerning my comments, please let me know.


Bob Whittaker, Director
Division of Workers' Compensation Funds
Kentucky Labor Cabinet
502-564-3083


=======================================================================


[image: image003]THE BERWYN GROUP, INC.
Mortality Verification and Locator Services
March 3, 2014
Mr. John Hounsell
NTIS, 5301 Shawnee Road
Alexandria, VA 22312
Via email: jhounsell@ntis.gov
A SOC 2 Compliant Company
Re: Request for Information (RFI) regarding the establishment by
the National Technical Information Service (NTIS) of the new
certification program for persons who seek access to the Social
Security Administration's Public Death Master File (DMF)
This letter shall serve as a response by The Berwyn Group, Inc. ("Berwyn Group") to the
Request for Information (RFI) from the public regarding the establishment by the National
Technical Information Service (NTIS) of the new certification program for persons who seek
access to the Social Security Administration's Public Death Master File (DMF) as required by
Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. No. 113-67) ("Act"). In its Request for
Information, the NTIS seeks to understand how persons would characterize the basis for their
use of DMF information as it relates to the certification criteria of Section 203. In addition, NTIS
seeks to understand how persons who seek certification would comply with the requirements
set forth under Section 203 to safeguard DMF information.
In order to understand how Berwyn Group uses the information contained in DMF, it would be
helpful to understand the functions Berwyn Group performs as a third party administrator on
behalf of its customers that require it to have continual access to the DMF. Berwyn Group
services a wide range of industries including, major corporations, banks, financial institutions,
insurance companies, unions, public and municipal employee retirement systems, medical
institutions and universities. Berwyn Group assists these clients by conducting regular mortality
verification (death audits) and address verification (locator services) of clients' pension files,
insured's, beneficiaries, annuitants as well as audits or analysis of any large data base that is
utilized to send insurance claims payments, unclaimed property distributions, pension, IRA and
401(k) distributions, insurance policies, annual funding notices and other important benefits,
pension and insurance documents to individuals. These services are designed to:
• Prevent fraud by avoiding sending checks to retirees or beneficiaries who are deceased;
• Prevent Identity Theft by not sending important financial, pension and insurance documents
to unintended recipients and beneficiaries;
• Identify insured's, annuitant's or beneficiaries who are deceased, but have not filed a claim
for proceeds;
23215 Commerce Park Dr, Suite 215; Beachwood, OH 44122-5843
Tel: (216)765-8818 Fax: {216)765-8B27 Ema.il: felix@berwyngroup.com Website: www. berwyngroup.com
All Trade Mark, T1rade Name, Service Mark, and Logo referenced here·in !belong to The Berwyn Group, Unc.
Berwyn Responseto RFI 030114 1
• Correct inaccuracies in client files;
• Prevent paying medical premiums for retirees and/or spouses who are deceased;
• Improve plan financial viability by reducing erroneous payments;
• Locate beneficiaries of deceased retirees/term vested participants to ensure compliance with
federal regulations;
• Satisfy auditors that client records are correct and in order; and
• Assist with compliance with a multitude of State and Federal laws regarding pension
administration and unclaimed funds;
In order to conduct its business, Berwyn Group electronically compares client records against
its proprietary Master Death Database comprised of millions of deceased individuals compiled
from numerous sources. Berwyn Group files are updated weekly and contain records from the
Social Security Administration (SSA) DMF via NTIS, state and federal agencies, and its own
proprietary death data. In order to perform these important functions, continued and regular
access to the DMF is required.
Berwyn Group routinely has access to "non-public personal information files." The information
within these files is protected by the Gramm-Leach-Biiley Act ("GLBA"), 15 U.S.C. § 6801, et seq.
and the Fair Credit Reporting Act, 15 U.S.C. § 1681 et seq.) and for certain clients by the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA") and the Health Information
Technology for Economic and Clinical Health Act ("HITECH").
Section 203 of the Act requires that in order to be certified under the program that each
certified organization have systems, facilities, and procedures in place to safeguard such
information, and experience in maintaining the confidentiality, security, and appropriate use of
such information, pursuant to requirements similar to the requirements of section 6103(p)(4)
of the Internal Revenue Code of 1986 (IRC). The Health Insurance Portability and Accountability
Act of 1996 ("HIPAA") and the Health Information Technology for Economic and Clinical Health
Act ("HITECH") also require recipient's to maintain the confidentiality of non-public personal
information. In order to comply with the various state and federal statutes that require
confidentiality, Berwyn Group maintains a comprehensive system of physical and logical
controls designed to keep the personal and confidential data of its customers safe while it is in
the care and control of the Berwyn Group. The Berwyn Group also maintains a written Security
Plan with procedures, guidelines and standards and updates this security plan and its protocols
on a regular basis. The contents of Berwyn Group's Security Plan are proprietary and
confidential, and accordingly will not be disclosed in this Request for Information. However, in
order to assess the scope of Berwyn Group's written Security Plan, the Table of Contents of its
plan is enclosed as Exhibit "1". The Berwyn Group voluntarily subjects its practices to an
Independent Service Auditors Report and is SOC II compliant. A copy of the auditors' report
letter from our last SOC II audit is enclosed as Exhibit "2".
Access to the DMF is required by State Statutes regarding unclaimed funds in approximately
twenty (20) states. See Exhibit "3" enclosed. In addition, certain states require the
implementation of procedures to identify deceased individuals in their insurance pools (where
claims have not been previously filed) and investigate and locate beneficiaries with respect to
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death benefits under these life insurance policies. For example, New York State Department of
Financial Services Insurance Regulation 200, 11 NYCRR226 (enclosed as Exhibit "4") requires the
implementation of procedures to investigate and locate beneficiaries with respect to death
benefits under life insurance policies for unreported claims. In addition, numerous states have
entered into agreements with insurance companies that require specified procedures to
identify deceased policyholders on a proactive basis and to investigate and locate beneficiaries
with respect to death benefits under life insurance policies, annuities and other insurance
products. The Global Resolution Agreement between thirty six {36) states and John Hancock
Life Insurance Company is enclosed as Exhibit "5". The compliance with this agreement
requires access and use of the DMF. Berwyn Group assists over 60 insurance companies (and
our insurance company client list continues to grow) in complying with this and similar
agreements.
In performing these functions, Berwyn Group is also required by law to make certain that the
client companies and individuals for whom it works with, and with whom it shares information
with, have a legal right to access this data. Many states have legislation governing standard
for protection of personal information. For example, Effective March 1, 2010, the
Commonwealth of Massachusetts established new requirements designed to adopt and
implement the maximum feasible measures needed to ensure the security, confidentiality and
integrity of Personal Information, as defined in MG.L. c. 93H and M.G.L. c. 66A, including access
to systems containing such information or data, and as implemented by 201 CMR 17.00. See
Commonwealth of Massachusetts, Standards for the Protection of Personal Information of
Residents ofthe Commonwealth, 201 CMR 17.00 enclosed as Exhibit "6".
As a part of Berwyn Group's responsibilities under these statutes, it is required to document
that it has made every reasonable effort to verify the permissible purpose, and permissible use.
Permissible purposes include preventing fraud. Making certain that clients have the correct
address information on its files for vested participants ensures that beneficiary checks are not
cashed by unintended recipients. Further, correct address information ensures that confidential
information (ssn's, account numbers, account balances, etc.) does not fall into the hands of
someone who could use this information to defraud. Finally, providing correct addresses and
personal information where none exists helps prevent wrongful claims against fund assets.
Preventing fraud is the permissible purpose that Berwyn Group operates under on behalf of its
clients.
Permissible use includes all the normal things that a fund administrator would do with this
data: identifying deceased individuals, locating and contacting beneficiaries of deceased
individuals, contacting vested participants, updating records, etc. Permissible use does not
include using this data for marketing purposes, selling or transferring this data to organizations
(either external or internal to the client company) for the purpose of marketing products, or
using the data for employment purposes.
Fees and Penalties: NTIS is soliciting information on the fees and penalties mandated under
Section 203. Section 203 mandates the charge of fees to cover, but not to exceed, all costs
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associated with evaluating applications for certification and auditing, inspecting, and
monitoring certified persons under the program. It would be beneficial to participants in the
program to have a one-time application process, with annual fees to cover the cost of
participating in the program. The application should include the usual questions such as a
description of the business, years in business, location, contact person, a narrative explanation
of the legitimate fraud prevention interest or legitimate business purpose interest requirement
of the Act. The application should also include a summary of the applicants systems, facilities,
and procedures utilized to safeguard DMF information provided under the Act, including audit,
inspection and monitoring procedures.
Death Master File Information: NTIS is soliciting comments on the term "Death Master File,"
as that term is defined in Section 203: "information on the name, social security account
number, date of birth, and date of death of deceased individuals maintained by the
Commissioner of Social Security. In particular, NTIS is seeking to understand whether persons
currently accessing the DMF, or those who might wish to access the DMF in the future, need
access to all the types of information included within the definition ofthat term in order to
make use of DMF information. For the purposes required by Berwyn Group, it is important to
obtain all of the information contained in the file. The reason for this is that any database of
information contains files that are incomplete or contain errors. A review of Exhibit 2 of the
Global Resolution Agreement enclosed as Exhibit "5" illustrates the application of incomplete or
incorrect data and why all information is important to be provided. For example, in order to
identify an individual there are rules for identifying death matches. These rules serve as a
guideline when incorrect or incomplete information is provided. For example, the DMF lists a
decedent with a first name of Tom, but a social security record with a first name of Thomas.
For example, a typo in the date of birth of an individual with the name of James Jones; is it the
James Jones born in 1924 or 1942?, or the Jim Jones born in 1924. The identification process
requires looking at nick names, metaphones ("Buddy or Buddie"), and interchanged names such
as Albert E. Gilbert or Earl A. Gilbert. Dates, Social_ Security Numbers, and addresses frequently
contain errors. In order to identify a deceased individual, exact matches are always best, but
fuzzy logic must be often utilized to make a determination of the identity of the decedent. The
DMF is not without error. As a consequence, the more information provided, the more likely it
is to make a determination if the deceased individual is the individual in the database being
audited. Further, in an effort to assist our clients in locating the beneficiaries of deceased
individuals, having the location of the persons last residence is considered vitally important.
Most beneficiaries either currently share the last residence or have shared that residence in the
past. This information would greatly assist in reducing fraud and identity theft.
Very Truly Yours;
THE BERWYN GROUP, INC.
Felix F. Federowicz, President
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LIFE INSURANCE COUNCIL OF NEW YORK, INC.
551 Fifth Avenue - 29th Fl.
New York, New York 10176
Tel: (212) 986-6181
Direct: (212) 739-7525
Fax: (212) 986-6795
tworkman@licouy.org
THOMAS E. WORKMAN
President & Chief Executive Officer
March 3, 2014
The Honorable Penny Pritzker
Secretary
U.S. Department of Commerce
1401 Constitution Avenue, NW
Washington, D.C. 22312
Re: Certification Program for Access to the Death Master File
Dear Secretary Pritzker:
. On behalf of the Life Insurance Council of New York, Inc.1, I write in relation to Section
203 of the Bipartisan Budget Act ("BBA") of 2013, which, in addition to restricting access to the
Social Security Administration's Death Master File ("DMF"), requires the Secretary of
Commerce to establish a certification program under which persons may obtain access to the
DMF.
Life insurance companies operating in New York State are required by law and
regulation to use the DMF to cross check the records of deaths reported in the DMF against
their administrative records to determine whether any covered insureds have died. On
confirming the death of an insured, life insurers are required to locate and pay any policy
proceeds or other benefits due on the death of the insured to his or her beneficiaries.
In addition, insurers have obligations under annuity contracts to pay agreed benefits to
contract holders while they are alive. On the death of the contract holder, benefit payments
either cease or are converted based on the contract provisions. Insurers have historically used
the DMF as a fraud prevention mechanism to determine whether annuitants have died, so that
benefits can be terminated or converted as necessary.
The Superintendent of the New York State Department of Financial Services ("DFS"),
Benjamin M. Lawsky, has filed a letter, dated January 22, 2014, urging the Department of
Commerce "to ensure that life insurers operating in the state in conformance with New York law
shall continue to have unimpeded access to the DMF." For the foregoing regulatory compliance
and fraud prevention reasons we join the Superintendent in respectfully urging that, in the
development and implementation of the certification program required by Section 203 of the
BBA, arrangements be made for uninterrupted access to the DMF by life insurers in New York
State and indeed, nationally.
1 The Life Insurance Council of New York, Inc. (L1CONY) is the state trade association representing the
life insurance industry doing business in New York, with 71 life insurance member companies providing
the vast majority of annuities and life, disability income, and long term care insurance benefits to New
Yorkers.
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I. Regulatory Compliance in New York Requires Access to the DMF
In July of 2011, the DFS issued a request that required all authorized life insurers in New
York State to cross check their administrative records on life insurance policies, annuity
contracts and retained asset accounts against the DMF to determine whether there were any
benefits that were due and payable. Insurers were also required to locate and pay the
beneficiaries of such unclaimed benefits identified by the cross checks.
Since then, New York law (New York Insurance Law §3240, Unclaimed Benefits) and
regulation (Regulation 200, Unclaimed Life Insurance Benefits and Policy Identification, 11
NYCRR 226) have codified the practice of requiring life insurers to conduct periodic cross
checks of their administrative records against the DMF to ensure that all due and payable
benefits are paid to the beneficiaries of deceased insureds. Life insurers authorized in New
York that are seeking to be in full compliance with New York law and regulation, have a
legitimate business purpose for uninterrupted and unhindered access to the DMF.
While we make no comment on how the certification program should be constructed, we
observe that life insurers do have a legitimate business purpose for accessing the DMF. We
would note that many life insurers rely on third-party vendors to perform the cross checks
required by New York State law and related functions in support of the life insurance business.
We believe that such vendors should be eligible for certification when servicing life insurers and
others with a legitimate business purpose for accessing the DMF. Accordingly, access to the
DMF should be assured for life insurers as well as those who provide supporting and related
services to life insurers. We believe that life insurers should be granted automatic access given
their compliance and business obligations.
II. Fraud Prevention Requires Access to the DMF
Annuity contracts guarantee a stream of income to the annuitant for life, or at least for a
fixed period. On the death of the annuitant, payments from the insurer terminate or are
converted to a death benefit or payments to other beneficiaries. During the normal course of
business, an insurer would expect to be notified of the death of the annuitant and so terminate
the periodic benefit payments. In some instances, however, and for various reasons, the
insurer is not notified. Thus, benefit payments continue to be remitted to the deceased
annuitant's account or address, and it is very difficult to recover such payments when the
annuitant's death is discovered.
Insurers have an obligation to their customers to maintain reasonable prices for the
protection and financial security they provide. Fraud drives up the cost of these products. It is
therefore incumbent on life insurers to develop and maintain fraud prevention systems that
would eliminate or minimize payment of benefits outside the terms of the respective contracts.
One way that insurers attempt fraud prevention in the case of annuity benefits beyond the death
of the annuitant, is by cross-checking annuity records against the DMF. Where it is discovered
that an annuitant is deceased, benefit payments are terminated or arrangements are made to
convert the benefits as appropriate.
Successfully identifying and terminating annuity payments that are no longer due is an
important aspect of fraud prevention and by extension a cost containment tool for insurance
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products. Access to the most current record of deaths as provided by the DMF will assist
insurers in satisfying the obligations of their contracts.
III. Life Insurers Need Uninterrupted Access to the DMF
We understand the certification program will require some time to be established. In the
interim, we propose that life insurers, and third-party vendors contracted by life insurers for
cross-checking compliance purposes, be allowed uninterrupted access to all records during the
period the certification program is being established.
In the event that access to the DMF is interrupted or hindered, we believe that the
completeness and accuracy of any cross checks done against a less than up-to-date DMF will
be compromised. There is the real possibility that insureds may have died but were not
included in an older version of the DMF, resulting in benefits not being paid to beneficiaries that
do not approach insurers. The possibility of families not receiving benefit payments in a timely
manner is exactly the circumstance the New York law and regulation are attempting to prevent.
Uninterrupted access to the DMF will not only assist insurers and related third-party
vendors in regulatory compliance by having access to the most current edition of the DMF, it will
also ensure that members of the public that may not be aware of their entitlement to policy
benefits, receive those benefits in a timely manner. Indeed, Superintendent Lawsky in his letter
asked "that in developing a certification process for access to the DMF, Commerce ensure that
life insurers operating in New York (and elsewhere, where appropriate) continue to have access
to the DMF in an uninterrupted fashion."
IV. Conclusion
In conclusion, L1CONY joins with Superintendent Lawsky of the DFS in respectfully
urging the Department of Commerce to ensure that New York's life insurers continue to have
uninterrupted access to the DMF directly and through third-party vendors who provide services
to life insurers.
I am available to further discuss these issues at your convenience.


Thomas E. Workman

cc: John W. Hounsell
Business and Industry Specialist
National Technical Information Service
Howard Shelanski
Administrator
Office of Information and Regulatory Affairs, OMB

=======================================================================

Certification Program for Technical Access to Death Master File
Bruce Hulme [brucehulme@yahoo.com]
Sent:  Tue 3/4/2014 11:07 PM
To:  John Hounsell

March 4, 2014
National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312
Re:      Certification Program for Technical Access to the Death Master
            Request for Information [Docket Number: 140205103-4103-01]
            Statement of Investigative & Security Professionals for Legislative Action

I write on behalf of Investigative & Security Professionals for Legislative Action (ISPLA) as director of government affairs. ISPLA represents the interests of the 60,000 State licensed private investigators in the U.S. as well as some of the largest contract security firms. Presently the private investigative and security sectors are close to three times the size of public law enforcement. The major part of this comment concerns the reasons State licensed private investigators should be allowed continued access to the Death Master File. It should provide sufficient information in answering questions 1 through 5 in the Request for Information by the NTIS.
The Death Master File has been an important investigative tool used for many purposes by different entities, including but not limited to those enumerated in the March 3, 2014 Federal Register below:   
"It is used by pension funds, insurance organizations, Federal, State and Local government entities and others responsible for verifying deceased person(s) in support of fulfillment of benefits to their beneficiaries. By methodically running financial, credit, payment and other applications against the Death Master File, the financial community, insurance companies, security firms and State and local governments are better able to identify and prevent identity fraud, and identify customers who are deceased.  Other current users include clinicians and medical researchers tracking former patients and study subjects, law enforcement and genealogists."
                                   
Private investigators are omitted from the above stated user list. ISPLA hopes to rectify this omission.

Bear in mind that in many states, licensed private investigators also serve in a quasi-law enforcement investigative and security role, the relevance of which has been heightened in the post 9/11 era. Licensed private investigators are vetted, have to pass written examinations, undergo state and federal criminal background checks, are insured and bonded, and for the most part receive ongoing continuing education and training. They are an integral part of the Justice system and have a key role in ensuring public safety.
 
Congress in its wisdom recognized the need of State licensed private investigators and security firms to have access to States’ department of motor vehicle records when it provided them an exception in the Drivers Privacy Protection Act of 1994. Regarding Identity Theft and fraud prevention, the private sector has been investigating and working to protect the public in these important issues long before law enforcement seriously undertook such missions. Government investigation and prosecution in this area has been limited due to a lack of funding and an inadequate allocation of trained human resources. Most of the prosecution of these crimes has been undertaken by the private sector with State licensed private investigators, corporate in-house investigators and certified fraud examiners gathering evidence to turn over to criminal prosecutors, or to attorneys to proceed with civil litigation. Thus, the DMF serves not only the purposes mentioned in the Federal Register.
 
There are also legitimate reasons to access the Death Master File within the three-year period of an individual’s death other than solely fraud prevention, exercising a fiduciary duty or a fulfilling a legitimate business interest pursuant to a law, governmental rule or regulation. The DMF provides leads to help solve other crimes, such as the concealment of ill-gotten gains and helps light a path to their recovery. 
 
State licensed private investigators and for that matter attorneys and genealogists, require timely access to the DMF in order to provide heir-ship documents and probate court evidence, determine the location and availability of potential witnesses, and search for missing heirs.  Private investigators, and others, of course, need to be able to differentiate between subjects for many purposes, including court proceedings. Denying current access to Social Security numbers in the DMF limits the ability to differentiate the thousands of individuals having similar names and identical birth dates.
 
Several years ago another investigative and security trade association, of which I’m a life member, past president and former legislative director, submitted written testimony to the Subcommittee on Social Security opposing legislation that would restrict access to the DMF. In response to congressional concern that Social Security number information obtained from the DMF is used to facilitate identity theft, the association stated:
 
The SSDI (Social Security Death Index) is one of the strongest tools in the arsenal used to fight identity theft. When we conduct background checks, due diligence or investigate fraud, the SSDI reveals instantly if someone is using the Social Security number of a deceased individual. It is the best defense we have against the misuse of the identity of deceased persons. A proper use of the SSDI should lead directly to the arrest of identity thieves.
 
Certification is appropriate for State licensed investigators, admitted attorneys, certified fraud examiners and legitimate genealogists. Much of the reports prepared by State licensed private investigators are confidential attorney work product and privileged. Their contents are protected and secured. Licensed private investigators and certified fraud examiners should be granted certification and are qualified to comply with Section 203 Restriction On Access To The Death Master File as follows:                                    
 
 (b) CERTIFICATION PROGRAM.- 
 
(1) IN GENERAL.-The Secretary of Commerce shall establish a program- (A) to certify persons who are eligible to access the information described in subsection (a) contained on the Death Master File, and  (B) to perform periodic and unscheduled audits of certified persons to determine the compliance by such certified persons with the requirements of the program.
 
 
(2) CERTIFICATION.-A person shall not be certified under the program established under paragraph (1) unless such person certifies that access to the information described in subsection (a) is appropriate because such person- 
 
(A) has- 
(i) a legitimate fraud prevention interest, or
(ii) a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty, and 
 
(B) has systems, facilities, and procedures in place to safeguard such information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements similar to the requirements of section 6103(p)(4) of the Internal Revenue Code of 1986, and 
 
(C) agrees to satisfy the requirements of such section 6103(p)(4) as if such section applied to such person. 
 
(3) FEES.- 
 
(A)  IN GENERAL.-The Secretary of Commerce shall establish under section 9701 of title 3, United States Code, a program for the charge of fees sufficient to cover (but not to exceed) all costs associated with evaluating applications for certification and auditing, inspecting, and monitoring certified persons under the program. Any fees so collected shall be deposited and credited as offsetting collections to the accounts from which such costs are paid.
 
 
Regarding NTIS Request for Information questions 6 though 18, notwithstanding the daily accounts in the media of security breaches occurring in the financial services and retail industries, medical and educational facilities, and the government, there are no reported breaches of SSN and other personal identifying information acquired by State licensed private investigators. Protection of such data at a minimum is maintained by private investigators through secure computer systems accessing data, vetted personnel, locked file cabinets and locked premises when offices are closed. These procedures are maintained whether the offices are located in a commercial building or in the home office at the licensed private investigator’s residence. Access to database information such as the DMF is generally limited to the license holder or qualified corporate officer or partner if a State licensed investigative agency, or to a single vetted and trusted employee. 
 
Not all information acquired during the course of conducting an investigation is necessarily furnished to the clients of private investigators. Unless required by a court the SSN, more often than not, is redacted from the report. Some state regulatory agencies require that private investigators retain their investigative files for three years before being destroyed. An exception regarding file destruction is the requirement that a case file pertaining to ongoing litigation be preserved until final adjudication. State licensed private investigators in various aspects of their work fall under the DPPA, GLBA, FCRA and the FTC’s Section 5 Deceptive Practices Act. 

State licensed private investigators would not welcome implementation of a DMF system that redacts one or more of the name, social security account number, date of birth, and date of death of the deceased individual. Such implementation would drastically reduce the beneficial aspects of this critical tool of State licensed private investigators. The potential sanction of a $1,000 fine for each improper disclosure or misuse of DMF information, not to exceed up to $250,000 in any calendar year, as well as additional penalties if willful or intentional should serve as reason enough for one obtaining full access to the DMF to properly use and protect the information obtained.  
 
In addition, the NTIS notional DMF Certification Form circulated at today’s public hearing when finalized and duly executed by a State licensed private investigator or certified fraud examiner, attesting to such, should be sufficient criteria for full access to the DMF. While ISPLA understands that FOIA will no longer be applicable to DMF information access, we are concerned that only the needs of subscriber based customers are to be addressed. We believe there still should be a manner in which individual or “ad hoc” access is proscribed with the use of a duly executed DMF Certification Form for a legitimate fraud prevention interest, or a legitimate business purpose pursuant to a law, government rule, regulation, or fiduciary duty.       
 
Please know ISPLA members and I are prepared to assist in any way we can, the NTIS in final rule-making and its implementation of the certification program mandated under Section 203 before the closing date of March 26. I helped draft a provision of the federal Drivers’ Privacy Protection Act of 1994, with respect to obtaining access for State licensed private investigators and security firms. I testified before the Federal Trade Commission on behalf of the private investigation industry’s position on consumer information privacy. My participation helped create the record that formed the basis of the FTC’s analysis of computer database services. I testified before Congressional committee hearings including the House Committee on Banking and Financial Services on Identity Theft and Gramm-Leach-Bliley Act Implementation and the House Committee on Ways and Means with respect to privacy issues and the Social Security Number. My testimony helped preserve private investigators’ continued access to “credit headers.” I am also the long-standing private investigative industry representative to the board of the International Association of Security and Investigative Regulators, which is an organization of state government regulatory agencies in the U.S., Canada and the United Arab Emirates.  That association has also submitted resolutions to Congress in support of State licensed, regulated, vetted and trained private investigators retaining full access to the SSN and other personally identifiable information.
 
Respectfully submitted,
 
 
Bruce H. Hulme, CFE
Director of Government Affairs
Investigative & Security Professionals for Legislative Action
P.O. BOX 112
Purdys, NY 10578
Tel: (212) 962-4054 
Email: brucehulme@yahoo.com 
Website: Investigative & Security Professionals for Legislative Action website
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NEW YORK STATE
DEPARTMENTof
FINANCIAL SERVICES
Andrew M. Cuomo
Governor
March 5, 2014
John Hounsell
National Technical Information Service
U.S. Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Dear Mr. Hounsell:
Benjamin M. Lawsky
Superintendent
I write in response to the Request for Information issued by the National Technical
Information Service, which has been charged by the U.S. Department of Commerce
("Commerce") with implementing Section 203 of the Bipartisan Budget Act ("BBA") of 2013
(Pub. L. No. 113-67). Section 203 generally restricts access to the Social Security
Administration's Death Master File ("DMF"), but directs Commerce to develop a certification
program that enables persons who meet specified criteria to continue to have access to the DMF.
Because the State ofNew York - following an investigation by the Cuomo
Administration's Department of Financial Services ("DFS") that returned more than $1.15
billion in unpaid life insurance benefits to consumers nationwide - has laws and regulations that
require life insurers to perform regular and frequent checks against the DMF to pay death
benefits to persons named as beneficiaries under life insurance policies, New York has a vital
interest in ensuring that insurers will continue to have access to the DMF under any rules or
regulations regarding certification that Commerce develops.
1. New York Law Requires Life Insurers to Access the DMF Regularly
Under New York law (see N. Y. Ins. Law § 3240), life insurers operating in the state must
access the DMF on a regular basis in order to check whether, in certain instances, they should
pay life insurance benefits to named beneficiaries. Indeed, New York has been at the forefront
nationally in assuring that beneficiaries named under life insurance policies receive insurance
benefits payments for which they are eligible.
In early 2011, under the direction of Governor Andrew M. Cuomo, New York undertook
an investigation that found that life insurers used the DMF "asymmetrically" - namely, many
insurers regularly accessed the DMF in order to promptly cease making annuity payments to
individuals, but most insurers were not similarly accessing the DMF to determine whether death
benefits under life insurance policies should be paid to beneficiaries.
Given those findings, DFS instructed life insurers operating in New York to perform
cross-checks against the DMF (or any other database or service at least as comprehensive) to
identify life insurance policies for which no claims had been made, and to locate beneficiaries
eligible to receive payments. As a result of that exercise, life insurers paid to more than 113,000
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beneficiaries nationwide approximately $1.15 billion in benefits; nearly 26,000 New Yorkers
alone received about $386 million in the aggregate. I The earliest year of death for which a
benefit was paid was 1960, and whereas the largest single payment was more than $2.5 million,
the payments tended to average about $5,000 for individual life insurance policies.
To ensure that eligible beneficiaries receive on a prospective basis life insurance benefits
to which they may be entitled, DFS in 2012 adopted a regulation, commonly known as
"Regulation 200", that requires life insurers to perform checks against the DMF no less
frequently than quarterly. In 2012, the New York legislature passed a bill, which Governor
Cuomo signed into law with an effective date of June 15,2013, that enshrined in statute the same
cross-check requirement.
Thus, for more than eighteen months, life insurers operating in New York have been
under a legal obligation, first established by regulation and now by both regulation and statute, to
access the DMF, no less than quarterly, in order to locate and pay life insurance benefits to
eligible beneficiaries.
2. Life Insurers Operating in New York Meet the Factors Set Forth in the BBA for
Obtaining Certification to Access the DMF
Life insurers operating in New York meet each of the basic criteria set forth in the BBA
for certification. The BBA instructs the Secretary of Commerce to limit access to the DMF for a
three-year period following a person's death, unless the party seeking access to the DMF is
certified under a program established by the Secretary.
The BBA sets forth minimal qualifications for certification. Specifically, a party may
certify that access is "appropriate" where, in pertinent part, the party has (l) "a legitimate
business purpose [for access] pursuant to a law, governmental rule, regulation, or fiduciary duty"
and (2) "systems, facilities, and procedures in place to safeguard such information ...."
As discussed above, life insurers operating in New York unquestionably have a
"legitimate business purpose pursuant to" New York law to check the DMF no less frequently
than quarterly. And, in conformance with the requirements of both federal and state lawincluding
11 NYCRR 420 (which relates to the privacy of consumer financial and health
information) and 11 NYCRR 421 (which sets forth standards for safeguarding customer
information) -life insurers operating in New York have systems and procedures in place to
safeguard information obtained from accessing the DMF.
Given this circumstance, we ask that in developing a certification process for access to
the DMF, Commerce ensure that life insurers operating in New York (and elsewhere, where
appropriate) continue to have access to the DMF in an uninterrupted fashion. Any rule or
regulation that limits the ability of life insurers operating in New York to access the DMF could
hinder families from receiving the life insurance benefits for which they are eligible, as well as
prevent life insurers from stopping payment on annuities that no longer need to be paid.
I These figures include monies escheated to state treasuries in instances where beneficiaries could not be located.
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3. Conclusion
For the foregoing reasons, New York respectfully urges Commerce, in establishing a
certification program for access to the DMF, to ensure that life insurers operating in the state in
conformance with New York law shall continue to have unimpeded access to the DMF. Thank
you for your consideration, and please also call on us if you have any questions or require any
further information.

Sincerely,

Benjamin M. Lawsky -
Superintendent of Financial Services
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Certification Request
Sheila Benedict [sheila93460@gmail.com]
Sent:  Fri 3/7/2014 5:53 PM
To:  John Hounsell

Hello,

I am writing as a member of the Council for the Advancement of Forensic Genealogy (CAFG), the Association of Professional Genealogists (APG), the California State Genealogical Alliance (CSGA), and numerous other historical and genealogical associations. All told, the members of these groups total in the thousands and most, if not all will be severely impacted by Section 203 of P.L. 113-67, the Bipartisan Budget Agreement. As a forensic genealogist, my work is with contemporary issues and the three year restriction will have a very negative impact on my ability to serve my clients, many of whom are legal professionals.  
 
In addition, the three year restriction places a costly, and unnecessary impact on government agencies, the military, courts, and other public entities that rely upon professional genealogists, such as myself, that work under contract, to perform vital research in the public interest. Until Section 203 is repealed, we request that several thousand of my colleagues that work as forensic genealogists be certified by the Secretary of Commerce to perform essential services utilizing the Death Master File. 

The forensic genealogist's important work includes, but is not limited to assisting the Department of Defense to locate heirs for the repatriation of war remains,  assisting county coroners in the identification of unclaimed persons, working with attorneys in locating missing and unknown heirs involving estates, trusts, real estate quiet title actions, oil and gas and mineral rights, and other similar needs,  tracing and tracking heritable medical conditions where finding distant cousins can facilitate early treatment and possibly preventing a premature death,  repatriating  stolen art and artifacts, and  Identifying Native American blood quantum to determine eligibility for tribal benefits.
 
As a professional that works as an independent contractor, my income will be severe impacted, because of my inability to perform those contractual arrangements that require the confidential use of the Death Master File. As forensic genealogists, we not only work with the legal community, some of us also contract with federal, state, and local governments, courts, and others. In my case, my clients also include an archive where I must maintain both old and contemporary records. As regards to the Death Master File, there has been a number of occasions where contemporary data has been needed to complete a file on pioneer families in the area. If, all of us, as legitimate users are denied access, there will be a huge economic loss to a wide variety of industries and small users, the possibility of an increase in fraud is apparent.
 
For these reasons, I am requesting certification as I have a legitimate, confidential use of the data contained in the Death Master File. I have a business purpose and fiduciary duty for the use of these records and follow the law, governmental rule, and regulations. My procedures are to keep the records in a safe environment and when using the information contained in the Death Master File, only those certified or are members of the legal community, who respect the fiduciary requirements of the profession, will be given any data need to complete the research. If working for a private party, none of the information in the file will be given to them but will be used to locate those files that are public record only.
 
I am considered a small business person, therefore excessive fees that might be imposed for certification would have a serious financial impact. However, I would certainly be willing to pay if a reasonable certification fee is required annually.
 
Legislation to restrict access to the Death Master File had been under consideration in both the Senate and House of Representatives for several years; however, it is my understanding that information about the extent of fraudulent tax refunds involving the deceased was just released in September 2013 by the Treasury Inspector General Tax Administration (TIGTA). The report allegedly states that information from the TIGTA report for 2011 shows less than 2% of all fraudulent tax refunds involved identity theft of deceased persons. If this is accurately reported, I believe tax fraud from identity theft of the deceased can be more appropriately solved by the implementation of additional filters and improved procedures by the IRS. Once these procedures are in place Section 203 should be repealed. 
 
As per the Bipartisan Budget Agreement, access to the Death Master File is scheduled to close on 26 March 2014. However, after listening to the NTIS public hearing on 4 March 2014, it is apparent that the Department of Commerce will need more than 90 days to implement the certification program that is needed by many industries who use the DMF including financial institutions, life insurers, medical, and academic researchers. For that reason, I respectfully request the DMF remain open until the certification program has been implemented. 
 
Genealogists, especially forensic genealogists like me, need access to the Death Master File because it is the only national database of deceased individuals. Each state keeps death records; however, many of them unnecessarily close them for fifty or more years, which make my work in the archive and as a forensic genealogist difficult at best. People no longer live in the same place for generations and often die in a different state than which they were born. With access to the Death Master File, which provides the name of the deceased, date of birth, date of death, place of death, and state in which the social security number was issued, it provides the necessary data to obtain a death certificate and/or obituary for the individual. An obituary provides information on living relatives necessary for much of the forensic work. All of these combined data help researchers ascertain whether the death record is for the same individual they are researching. This aspect is especially important when researching people with common names.

Respectfully submitted,
Sheila Benedict
 
Sheila Benedict, Archivist/Researcher/Forensic Genealogist
Benedict Research Services
2189 Creekside Drive. Solvang, CA 93463 USA
805-729-7607
Email: sheila93460@gmail.com
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American Economic Association
Committee on Government Relations
March 7, 2014 
John W. Hounsell 
Business and Industry Specialist 
Office of Product and Program Management 
National Technical Information Service 
Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
Dear Mr. Hounsell: 
We write in response to the Request for Information from the public by the National Technical Information Service regarding the establishment and implementation of a certification program for access to the Death Master File (DMF). We are providing our views of Section 203 of the Bipartisan Budget Act of 2013 which directs the Secretary of Commerce to establish a certification program under which programs may obtain immediate access to the publicly available Death Master File (DMF). This states that only those with “a legitimate fraud prevention or a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty” can qualify for timely access to DMF data. Others would be required to wait for at least three years beyond the date of an individual’s death. 
Federal scientists, grantees, and contractors carry out their research under existing laws, governmental rules, regulations and fiduciary responsibilities. Some of these important research projects require access to DMF information on the name, social security number, date of birth, and date of death of deceased individuals. We urge you to establish a certification program that makes it clear that this research is eligible for timely certification as long as it meets the standards for safeguarding the DMF data. 
The DMF data is highly valuable for many legitimate research purposes, and its use adheres to strict data security and privacy protection standards. Two highly influential longitudinal surveys used by economists, the Health and Retirement Study (HRS) and the Panel Study of Income Dynamics (PSID), (funded by the National Institutes of Health and National Science Foundation) rely on the DMF data to confirm the death of study participants. Other federal grantees rely on DMF data to conduct research on a number of Page 2

topics, including the causes and effects of mortality and the impact of advance care planning on end-of-life care. There is no good alternative source of current information on mortality available to researchers. Further, it should be noted that no behavioral or social science researcher has ever been accused of misusing DMF data. 
Researchers also need continued access to DMF to carry out timely research on important issues including the effect of government policies, economic conditions, and other factors on mortality. For example, the key provisions of the Affordable Care Act are currently being phased in and yet there is no clear evidence on how the Affordable Care Act’s expansion of insurance coverage will affect mortality. Some researchers have found significant reductions in mortality of children, young adults, and the elderly, while others have not found such effects. The President’s Council of Economic Advisers, in its 2009 report titled “The Economic Case for Health Care Reform,” cited mortality reductions as a key benefit of expanding health insurance coverage. 
Real-time research that allows researchers to assess whether, and in which geographic areas, and for which medical conditions health outcomes changed, would lead to a far better scientific understanding of this legislation. Similarly, the death data would allow researchers to assess the effect of delivery system reforms such as bundled payments and changes to the Medicare program such as the filling of the Part D donut hole. 
This is just one example of the importance of establishing a certification program that recognizes that research by federal scientists, grantees, and contractors has a “legitimate business purpose” and should have timely access to DMF data. Reduced access to DMF data will have adverse effects on the quality and timeliness of important research. 
Thank you for giving us the opportunity to comment on the certification program for access to the publicly available DMF. Please feel free to contact us if you have any questions or would like additional information. 
Jonathan S. Skinner, Chair 
James O. Freedman Presidential Professor 
Dartmouth College 
Other Members of the AEA Committee on Government Relations: 
Katherine Baicker (Harvard School of Public Health) 
Maureen L. Cropper (University of Maryland) 
Mark G. Duggan (University of Pennsylvania) 
John C. Haltiwanger (University of Maryland) 
Maurine A. Haver ( Haver Analytic) 
Susan N. Houseman, (W.E. Upjohn Institute for Employment Research) Page 3 
Anne O. Krueger (Johns Hopkins University) 
David I. Laibson (Harvard University) 
Charles R. Plott (California Institute of Technology) 
Phillip L. Swagel (University of Maryland) 
John B. Taylor (Stanford University) 
1701 K STREET N.W., SUITE 1150/ WASHINGTON, DC 20006 
PHONE: 571-499-7338 FAX: 202-842-2788 
EMAIL: dan.newlon@aeapubs.org 
WEB: http://www.vanderbilt.edu/AEA/Govt_Relations/index.htm

=======================================================================


Section 203 of P.L. 113-67
Leslie Lawson [Leslie@LawsonResearch.net]
Sent:  Sat 3/8/2014 4:54 PM
To:  John Hounsell

Mr. Hounsell,

I am a forensic genealogist who uses the DMF frequently. My job is to find heirs to estates. Using the DMF I get a death date (and a place). From this I'm able to begin the search for an obituary to locate the living family members I need to notify. The DMF is of critical use in my work. I've also helped on military repatriation cases. We use the DMF for the same purposes. As we work our way through the generations we will access the DMF many times to bring our family lines forward in time. Again, this database is critical in our ability to be successful.  

The information that will be accessed can be kept safe. If I need to print the document, it will only be supplied to the attorney of record. If I don't need to print it, it will be kept in a secure online file. To be clear, I want to see the social security number. When I am certified, and access the DMF retrieving a number, I also need to have the Social Security release the SS5 WITHOUT redacting the parents names. Many times when doing military repatriation, this document is key is knowing we are following the right family group.


If current legitimate users of the DMF are denied access, there will be an increase in fraud since many small users will no longer have access to the Death Master File which prevents fraud. 

Genealogists need access to the DMF because it is the only national database of deceased individuals. Although death records are kept by each state, in many states those death records are unnecessarily closed for fifty or more years. We now live in a very mobile society and people often live and die in a different state than where they were born. Access to the DMF provides the name of the deceased, date of birth, date of death, place of death, and state in which the social security number was issued which provides the necessary information to obtain a death certificate and/or obituary for the individual. The obituary provides information on living relatives which is necessary for much of the forensic work. These combined facts help researchers identify if it is the death record for the same individual they are researching, which is necessary when researching people with common names. 

I am currently the President of the Council for the Advancement of Forensic Genealogy. We are a very advanced group of forensic genealogists. I would want every member of my group to have access to the DMF. If you wish to learn more about this organization, visit the site here: Council for the Advancement of Forensic Genealogy website

Regards,


-- 
Leslie Brinkley Lawson
Forensic Genealogist
5180 SW 198th Ave., Aloha, OR 97007
503-649-6679 or 503-848-3614 fax
Lawson Research Services, LLC; http://www.lawsonresearch.net
Facebook: http://www.facebook.com/LawsonResearch
Twitter: @llawson3967
Member: President CAFG; APG, Oregon Chapter; GSG; NGS
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///ACLI Financial Security... forf life.
DIRK KEMPTHORNE
President & Chief Executive Officer
March 10,2014
Mr. John Hounsell
Program Manager
National Technical Information Service
U.S. Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Dear Mr. Hounsell,
The American Council of Life Insurers (ACLI) is writing regarding the establishment and implementation of the certification program for access to the Death Master File (DMF), required under Section 203 of the Bipartisan Budget Act of 2013. We understand the goal of limiting public access to the DMF to deter fraud and identity theft. At the same time, we appreciate Section 203's recognition of the need for continued access to the file by users with legitimate business and fraud prevention purposes. However, we are very concerned by the possibility that information in the DMF that is requested within 3 years of an individual's death may be made unavailable to the public effective March 26, 2014. Accordingly, the ACLI strongly urges the National Technical Information Service (NTIS) and the Office of Management and Budget (OMB) to work together to ensure uninterrupted and prompt access to the DMF by users with legitimate business and fraud prevention purposes, such as life insurers and third parties that work for them, and develop an interim certification process, as necessary, to ensure such uninterrupted prompt access.
The ACLI is a Washington D.C. based trade association with approximately 300 member companies
operating in the United States and abroad. ACLI advocates in federal, state, and international forums for public policy that supports the industry marketplace and the 75 million American families that rely on life insurers' products for financial and retirement security. ACLI members offer life insurance, annuities, retirement plans, long-term care and disability income insurance and reinsurance, representing 90% of industry assets and premiums. The life insurance industry pays out $1.5 biilion every day through payments from life insurance, annuities, iong-term care insurance, disability income insurance, and deposit funds used for retirement.
Life insurers use information in the DMF for many legitimate business and fraud prevention purposes, including:
• To determine if an insured under a life insurance policy has died and if so, inform potential
beneficiaries who may be unaware they may be entitled to life insurance proceeds and assist
them in commencing the claims process;
• To determine if an insured under a long-term care or disabiiity income insurance policy has died
and if so, refund unearned premiums or pay certain benefits;
American Council of Life Insurers
101 Constitution Avenue, NW, Washington, DC 20001-2133
(202) 624·2400 t acllconferences@acli.com
www.acli.com
John Hounsell
March 7, 2014
• To comply with state unclaimed property laws and settlement agreements that require an insurer
to compare information in the DMF against the insurer's databases to find deceased insureds
and locate and inform beneficiaries that they may be entitled to benefits;
• To detect and prevent fraud in the payment of annuity or life, disability income, or long-term care
insurance benefits after an annuitant or insured has died;
• To validate that the Social Security Number (SSN) provided by an applicant for an annuity or
insurance policy has not been assigned to a person listed on the DMF, to comply with the USA
PATRIOT Act, Customer Identification Program, and Bank Secrecy Act requirements to prevent
and detect money laundering and terrorist activities;
• To validate that the SSN provided by an applicant for an annuity or insurance policy has not been
assigned to a person listed on the DMF to prevent underwriting fraud;
• To determine if annuity or life, disability income, or long-term care insurance benefits have been
paid in error; and
• To perform mortality, biometric, and other studies, and conduct research vitally important to the
life insurance industry.
The activities described above are sometimes performed by a life insurer in-house. At other times, these
activities are performed by a third party that is acting for a life insurer.
Any interruption in access to up-to-date information in the DMF could compromise the performance of
the activities described above. It could hinder the timely payment of life insurance benefits to eligible
families sought under state unclaimed property laws and settlement agreements and significantly
jeopardize life insurers' ability to protect against fraudulent or erroneous payment of claims and fraud in
the issuance of new insurance policies.
Since 2009, state insurance and unclaimed property authorities have required insurance companies to
rely upon DMF comparisons to insurance records to determine whether life insurance benefits might be
due and payable. Nine states have enacted statutes requiring insurers to use the DMF since 2011.i At
this time, 10 state legislatures are actively considering the enactment of similar requirements.ii Since
2011, 13 insurance companies (representing about 55% of premium collected from all insurance policy
owners) have entered regulatory settlements with state officials from thirty states.
In addition to the above, any interruption in life insurers' access to the DMF will almost certainly create a
chaotic legal situation, giving rise to tremendous confusion and uncertainty as to life insurers' legal
obligations under the state unclaimed property laws and settlement agreements. It would also give rise
to confusion and uncertainty as to what actions life insurers should take with respect to the elaborate
processes, developed to meet their obligations under the state laws and settlement agreements, to
which they have devoted significant resources.
The ACLI is not aware of any reasonable alternative file or database to the DMF.
In view of all of the above, ACLI again strongly urges the NTIS and the OMB to make every effort to
ensure uninterrupted, prompt access to the DMF by persons with legitimate business and fraud
prevention purposes, particularly life insurers and third parties that work for them for these purposes.
ACLI also strongly urges development of an interim certification process as necessary to ensure such
access.
2
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We appreciate and thank you for the opportunity to submit this letter and your consideration of our
comments. We would be glad to answer any questions.
Sincerely,
DIRK KEMPTHORNE
CC:
Mr. Howard Shelanski, Administrator, Office of Information and Regulatory Affairs, Office of Management
and Budget
Ms. Geovette Washington, General Counsel and Policy Advisor, Office of Management and Budget
Attachments:
1/15/14 NAIC letter to the Honorable Penny Pritzker
3/7/14 NCOll letter to Mr. Howard Shelanski, Administrator, Office of Information and Regulatory
Affairs, Office of Management and Budget and Ms. Geovette Washington, General Counsel and Policy
Advisor, Office of Management and Budget
3/5/14 New York State Department of Financial Services letter to Mr. John Hounsell, National Technical
Information Service
; The states which have enacted new laws requiring insurance companies to use the Death Master File on an ongoing
basis are Alabama, Kentucky, Maryland, Montana, Nevada, New Mexico, New York, North Dakota, and Vermont.
;; Georgia, Indiana, Iowa, Massachusetts, Mississippi, Missouri, Oklahoma, Pennsylvania, Rhode Island and Tennessee
are considering legislation.
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NCO I L
March 7, 2014
Howard Shelanski
Administrator, Office of Information and Regulatory Affairs (OIRA)
Geovette Washington
General Counsel and Policy Advisor
Office of Management and Budget (OMB)
Eisenhower Office Building
1650 Pennsylvania Ave, NW
Washington, DC 20503
Mr. Shelanski and Mr. Washington:
PRESIDENT: Rep. Greg Wren, AL
PRESIDENT-ELECT: Sen. Nell Breslin, NY
VICE PRESIDENT: Sen. Travis Holdman, IN
SECRETARY: Rep. Steve Riggs, KY
TREASURER: Sen. Jason Rapert, AR
As President of the National Conference of Insurance legislators (NCOll), I would like to again stress the
critical need for insurer access to the Social Security Death Master File (DMF). I write on behalf of NCOll in
response to an OMB directive to the Department of Commerce (DOC), stemming from the Budget Act of
2013, to restrict commercial access to the DMF.
While we understand, as state legislators, the need to protect our citizens from fraud and identity theft, we
again-as in our numerous letters to Congress in the past few years (attached)-assert that continued
access to the DMF is vital to ensure that life insurers can identify deceased policyholders and notify
beneficiaries of policy proceeds. Recognizing the need to ensure proper and timely distribution of life
insurance benefits, NCOll in 2011 developed a Model Unclaimed Life Insurance Benefits Act ("the NCOll
model").
In the brief legislative time since its adoption, the NCOll model has been enacted in some form in nine
states-Alabama, Kentucky, Maryland, Montana, New Mexico, New York, Nevada, North Dakota, and
Vermont-and is pending in nine additional states to date. It, as well as other state laws and regulations,
mandates that life insurers regularly check in-force policies against the DMF and make efforts to locate any
beneficiaries to whom benefits may be owed.
Life insurers need timely and continuous access to the DMF. Without access, it would be impossible for
insurance companies to go about their daily business and comply with state regulations, such as those
based on the NCOll model, as well as global unclaimed property and insurance settlements.
We were encouraged to learn that OMB is supportive of a National Technical Information Services (NTIS)
interim certification process for commercial users of the DMF while it develops the final certification process
required by the Bipartisan Budget Act of 2013. NCOll hopes that OMB and NTIS will recognize that
continued access to the DMF on the part of life insurers is an essential consumer protection in a growing
number of states.
NCOll appreciates the opportunity to bring our model act to your attention. For more information, please
feel free to contact the NCOll National Office at 518-687-0178.
Sincerely,
Rep. Greg Wren, Al
NCOIl President
EXIl:CUTIVE PIRII!;CTOR: SUSAN F. NO!,....N NATIONAL. OFFICE' 385 JORDAN ROAD. TROY, NY 12190; TEL., 518-1587-0178, FAI(, 518_1587·0401 WEBSITIl:: WWW.NCDIL.ORG
l!:-MAIL: INFO_NeOIL,ORG WASHINGTON OFFICE: 601 PENNSYLVANIA AVENUE, NW, SUITE liIOO, SOUTH BUILDING, WASHINGTON, DC 20004: TEL, 202-220-3014: FAX, 202_330-5004
Benjamin M. Lawsky
Superintendent
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Peggy R. Hudson
Senior Vice President, Government Affairs
Direct Marketing Association, 1120 Avenue of the Americas, New York, NY 10036-5624
VIA EMAIL
March 10, 2014
John Hounsell
National Technical Information Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Re: Request for Information, National Technical Information Service, U.S.
Department of Commerce, Docket No: 140205103-4103-01
Dear Mr. Hounsell,
The Direct Marketing Association (“DMA”) submits these preliminary comments in
response to the National Technical Information Service’s (“NTIS”) Request for Information
regarding the establishment and implementation of a certification program for access to the
Death Master File (“DMF”). These preliminary comments respond specifically to the call for
information about the effect that an interruption in DMF access would have on businesses and
the economy. The DMA asserts that any interruption in DMF access would cause immediate
hardships for American families, increases in the rate of fraud committed against businesses and
consumers, and harm to the economy.
The DMA (www.thedma.org) is the world’s largest trade association dedicated to
advancing and protecting responsible data-driven marketing. Founded in 1917, DMA represents
thousands of companies and nonprofit organizations that use and support data-driven marketing
practices and techniques. DMA provides the data-driven marketing economy a voice to shape
policy and public opinion, the connections to grow members’ businesses and the tools to ensure
full compliance with ethical and best practices as well as professional development.
Marketing is an essential ingredient of the United States economy. A recent study
undertaken by Professors John Deighton of Harvard Business School and Peter Johnson of
Columbia University indicates that the data-driven marketing economy provided $156 billion in
revenue to the U.S. economy in 2012 alone, and fueled more than 675,000 jobs across the
country.1
Businesses create this value through the delivery of materials and information about
products and services to consumers. For many years, DMA members have relied on access to
1 Deighton, John and Johnson, Peter, The Value of Data: Consequences for Insight, Innovation & Efficiency in the
U.S. Economy, 7 (2013), available at http://ddminstitute.thedma.org/#valueofdata (hereinafter “The Value of Data”).
Peggy R. Hudson
Senior Vice President, Government Affairs
Direct Marketing Association, 1120 Avenue of the Americas, New York, NY 10036-5624
the DMF to accomplish a variety of vital business purposes. For example, DMA members
screen lists to ensure the safe delivery of financial offers and fundraising solicitations—to
prevent the materials from falling into the wrong hands. They also seek to avoid creating
familial hardships by screening marketing lists that might otherwise result in marketing materials
being addressed and sent to deceased family members. Many of these responsibilities fall upon
the list brokers and managers undertaking marketing campaigns on behalf of their clients—they
undertake the fiduciary duty to comply with marketing laws and the DMA’s Guidelines for
Ethical Business Practice,2 a decades-old self-regulatory regime praised by the Congress,
Federal Trade Commission, and state consumer protection agencies nationwide.
Shutting off access to the DMF for carrying out these purposes would cause immediate,
harmful consequences to businesses and consumers, and would severely impact economic
performance.
We note also that many DMA members rely on third party service providers as channels
of distribution for DMF information. These providers incorporate the DMF into tools that
businesses can use to carry out screening, identification, authentication, and other important
business purposes. Moreover, we note that there is no other file or central repository of death
record information that can be substituted to achieve what the DMF enables our members to do.
We thank you for the opportunity to provide these preliminary comments, and look
forward to providing a complete response to the Request for Information in the coming days.
Sincerely,
Peggy Hudson
Senior Vice President, Government Affairs
Direct Marketing Association
2 Direct Marketing Association, Guidelines for Ethical Business Practice (2014), available at http://thedma.org/wpcontent/
uploads/DMA_Guidelines_January_2014.pdf
Direct Marketing Association, 1120 Avenue of the Americas, New York, NY 10036-5624
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March 11, 2014
The Honorable Penny Pritzker
Secretary of the U.S. Department of Commerce
1401 Constitution Ave., NW
Washington, D.C. 20230
Dear Madam Secretary:
The National Association of State Treasurers (“NAST”) is a bipartisan association that is
comprised of all state treasurers, or state finance officials with comparable responsibilities,
from the United States, its commonwealths, territories and the District of Columbia. We
appreciate the opportunity to provide comments with respect to the establishment and
implementation by the Department of Commerce (the “Department”) of a certification
program for access to the Death Master File (“DMF”) in response to Section 203 of the
Bipartisan Budget Act of 2013.
Access to the DMF by state agencies is necessary for the states to perform a number of vital
tasks, including prevention of fraud. For example, state agencies may utilize information
from the DMF to prevent fraudulent payments from being made under state pension plans
and to ensure that other state-sponsored benefits are not improperly kept in force for
deceased individuals. Additionally, information from the DMF is utilized in connection with
the identification of unclaimed property and the reunification of such property with its
rightful owners. For example, over the last few years, treasurers and other state finance
officials who have responsibility for the implementation and administration of state
unclaimed property laws have utilized information from the DMF in order to identify over $1
billion in unclaimed death benefits that have now either been paid to beneficiaries or
remitted to state unclaimed property departments. Without access to the DMF, death
benefits due under these policies — which number in the hundreds of thousands or more —
would remain unpaid and unescheated.
In passing Section 203 of the Bipartisan Budget Act of 2013 Act, members of the Senate
explicitly acknowledged the need for state treasurers and financial officials to have continued
access to the DMF in the furtherance of important public purposes. Moreover, there is no
other source of death information comparable to the DMF that is available to the states to
assist them in accomplishing these important tasks. For the foregoing reasons, NAST
strongly endorses the Department’s plan to allow for an interim certification process that will
ensure uninterrupted access to the DMF until the formal certification program is
implemented. Finally, NAST believes that the rulemaking process must take into account
concerns of legitimate users to develop a certification program that balances the important
need of ensuring that DMF information in not utilized for any improper purpose with the
equally important need of ensuring that DMF information remains available to the states and
their agents and service providers.
Sincerely,
Richard Ellis
President, National Association of State Treasurers
Utah State Treasurer

Secretariat: National Association of State Treasurers, c/o The Council of State Governments 2760 Research Park Drive, P.O. Box 11910, Lexington, KY 40578-1910 Tel: (859) 244-8150  Fax: (859) 244-8053  Email: naupa@csg.org  www.unclaimed.org 
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March 11, 2014 
The Honorable Penny Pritzker 
Secretary of the U.S. Department of Commerce 
1401 Constitution Ave., NW 
Washington, D.C. 20230 
VIA EMAIL 
Dear Madam Secretary: 
The National Association of Unclaimed Property Administrators (NAUPA) provides the following comments with respect to the establishment and implementation by the Department of Commerce (the “Department”) of a certification program for access to the Social Security Administration’s Death Master File (the “DMF”), as called for by Section 203 of the Bipartisan Budget Act of 2013. 
NAUPA is a nonprofit organization affiliated with the National Association of State Treasurers and the Council of State Governments. Members represent all the states and the District of Columbia. NAUPA’s mission is to “promote and strengthen … interstate cooperation in order to enhance states return of unclaimed property to rightful owners.” In carrying out NAUPA’s stated purpose, the DMF is a vital tool utilized by NAUPA state affiliate unclaimed property administrators and their agents and service providers, both in the identification of unclaimed property and in the process of returning unclaimed property to its rightful owners. NAUPA believes it is imperative that any certification process that is put in place ensures the uninterrupted use of the DMF for these important purposes. 
The DMF may be used to identify unclaimed property in a variety of circumstances. In particular, over the past several years, many NAUPA member states, working with their auditor agents, have undertaken initiatives to identify unclaimed death benefits under policies of life insurance. The states undertook these efforts after learning that, for a number of reasons, beneficiaries under policies of life insurance were often unaware that their loved ones had purchased life insurance during their lifetimes, resulting in the benefits going unclaimed long after the insured had died. These on-going initiatives have resulted in the payment of well over $1 billion to beneficiaries and/or state unclaimed property departments. 1

Use of the DMF has been integral to the identification of these unclaimed benefits. Without access to the DMF, death benefits due under hundreds of thousands or more of life insurance policies across this country would have remained unpaid and unescheated. 
In addition to the work being done at the direction of NAUPA’s members, many life insurance companies are now obligated by statute or regulatory agreement to utilize the DMF to identify deceased insureds with in-force policies so that they may attempt to locate and pay the beneficiaries under such policies. In this regard, state insurance regulators, coordinating through the National Association of Insurance Commissioners, have entered into multi-state resolution agreements with insurance companies responsible for over 50% of in-force life insurance policies in the United States. These agreements require that the companies perform monthly or quarterly comparisons of their in-force policies against the DMF. Additionally, a growing number of states have recently enacted legislation requiring insurance companies to perform the same sort of DMF comparisons. This on-going use of the DMF by insurance companies allows for prompt notification to individuals who may not be aware of their entitlement to benefits, thereby significantly reducing the likelihood that any benefits they are due will become unclaimed property in the future. 
In addition to assisting in the identification of unclaimed property, the DMF is also utilized by NAUPA members to aid in the process of returning unclaimed property to its owner after it has been remitted to the state. In this regard, virtually every state uses an external database, such as LexisNexis Accurint or Thompson Reuters Clear, which includes information from the DMF. The states rely on this information to assist them in verifying when the owner of unclaimed property is deceased, determining who is entitled to claim the property, and avoiding paying fraudulent claims. In addition, DMF information is utilized by many states in connection with their outreach efforts to contact potential owners of unclaimed property. 
As indicated by the foregoing, the DMF is a critical tool utilized by NAUPA member states in furtherance of their mission of ensuring protection of unclaimed funds (and the payment of those funds to legitimate owners). Moreover, there is no other comparable source of death information that NAUPA member states could use as a substitute in the event the DMF were to become unavailable. Indeed the need for states and their agents to continue to have access to the DMF was explicitly recognized in colloquies on the floor of the Senate at the time of passage of Section 203 by a number of Senators, including Senators Nelson, Blumenthal and Murphy.1 Accordingly, NAUPA fully supports and commends the Department’s announced plan to provide for an interim certification process that will allow for uninterrupted access to the DMF until the formal certification process is established. 
1 For example, after explicitly recognizing use of the DMF by state treasurers and controllers for important purposes, Senator Murphy stated, “I am pleased to join you in urging the Social Security Administration and the Commerce Department to both work closely with key stakeholders during the transition period and to use the flexibility we believe they already possess to ensure uninterrupted legitimate access to the Death Master File.” 159 Cong. Rec. S8947 (daily ed. Dec. 18, 2013) (statement of Sen. Murphy). 2

As the ruling making process moves forward, NAUPA believes it is imperative that the Department balance the important need to protect against misuse of DMF information and the important need for the states to have access to DMF information. In this regard, NAUPA believes that the scope of legitimate users must clearly encompass both the states themselves, as well as the third party agents and service providers that assist the states in accomplishing their important mission on behalf of their citizens. Further, NAUPA believes that the certification process must be sufficiently rigorous to prevent fraud and identify theft without being so burdensome as to prevent legitimate users from being able to access the DMF or provide the information to the states. NAUPA looks forward to continuing to provide input to the Department to ensure that these important goals are met. 
Sincerely, 
Walter Graham 
President and Chief of Unclaimed Property, Florida Department of Financial Services

=======================================================================
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Reed Elsevier 1150 18th St. NW Telephone: 202.857.8253 steven.emmert@reedelsevier.com Inc. Washington, DC 20036 Fax: 202.857.8254 www.reedelsevier.com 
March 11, 2014 
Mr. John Hounsell 
National Technical Information Service 
5301 Shawnee Road 
Alexandria, VA 22312 
Submitted via email to jhounsell@ntis.gov 
RE: Request for Information, National Technical Information Service, U.S. Department of Commerce, Docket Number: [140205103-4103-01] 
Dear Mr. Hounsell: 
On behalf of Reed Elsevier Inc. and LexisNexis I would like to comment on the need for an interim certification program to ensure that there is no disruption in access and use of the Death Master File (DMF) while the certification program is finalized and implemented. Under Section 203(f) of the Act, Section 203 takes effect 90 days after the date of the enactment, December 26, 2013. In the absence of an interim certification process, current users could lose access to updates to the DMF data after March 26. Reed Elsevier and LexisNexis believe that it would be a mistake for NTIS to allow March 26 to pass without implementation of an interim certification program that allows for continued access to updates to the DMF, for existing, qualified users, until such time as a final rule implementing the certification process goes into effect. 
Failure to obtain DMF updates will compromise the effectiveness of many fraud prevention tools currently in the market, placing consumers, businesses, and government agencies and programs at risk of becoming victims of identity theft and fraud. Based upon our clients’ uses of LexisNexis products that incorporate DMF data, we provide below a partial list of examples of programs that will be compromised by the loss of DMF data and provide additional information about the magnitude of potential economic harm. This list is far from exhaustive and it is almost impossible to know the full economic impact that will result from the loss of the DMF data. 
Data from the DMF is a critical tool to prevent state income tax fraud. Information solutions provided by LexisNexis are helping states detect and prevent income tax refund fraud. Data from the DMF is a critical component of the information solutions provided to states to help combat tax fraud. The Georgia Department of Revenue has used LexisNexis information solutions containing data from the DMF along with other data to prevent more than $32 million in identity-based tax fraud losses in 2012 and 2013. Loss of access to the DMF will reduce the effectiveness of this fraud reduction program and will result in greater fraud losses by Georgia taxpayers. The State of Indiana has just instituted a similar program, preventing more than $1 million in identity-based fraud losses in the first month of the program. 
Data from the DMF is a critical tool in the prevention of fraud in credit granting. According to AARP, each year identity thieves use the SSN/identity of deceased people to open 2.5 million credit card accounts, loans or to obtain cell phones and other services. According to a 2013 Identity Fraud Report by Javelin Strategy and Research, the 2 

number of identity fraud incidents increased by one million more consumers over the past year, affecting 5.26% of U.S. adults, and the dollar amount stolen increased to $21 billion. This increase was driven by dramatic jumps in the two most severe fraud types, new account fraud (NAF) and account takeover fraud (ATF). The inability to access critical data from the DMF will further drive up the incidence of fraud and the number of victims in the United States. LexisNexis customers use the DMF to help identify deceased consumers and stop potentially fraudulent transactions. 
Data from the DMF is important in preventing social services fraud. LexisNexis is working with the Florida Department of Children and Families (DCF) to prevent fraud by confirming that beneficiaries are who they say they are before processing their benefit applications. To date, this effort has helped Florida DCF prevent more than $12 million in fraudulent payments including avoiding more than $1.7 million in payments to deceased persons. Data from the DMF is an important component of the information LexisNexis provides to states to help them detect and prevent social services fraud 
Access to DMF data is necessary for life insurance carriers to comply with state laws requiring searches for deceased individuals. Life insurance carriers are required by law in eight states to use the DMF data to search for deceased insureds. The states of Kentucky, Maryland, Alabama, New York, Montana, North Dakota, New Mexico, and Nevada have all passed regulations requiring life insurance carriers to perform regular searches of their in-force policies to determine whether an insured has died. Various additional states have pending legislation to adopt this same requirement in 2014. The inability to perform these searches could put life insurance carriers in jeopardy of being in non-compliance with these state regulations. In addition, many carriers have executed Regulatory Settlement Agreements with state DOIs and Departments of Revenue and are bound by those agreements to conduct similar searches or face sanctions or penalties. 
Eliminating access to the DMF could harm life insurance beneficiaries by delaying or eliminating benefits where the beneficiary is unaware of the existence of a policy. The lack of DMF data could potentially harm beneficiaries—especially those beneficiaries who may be unaware that their loved one even had insurance. Without the DMF data, the insurer can no longer proactively detect the death of an insured and be alerted to reach out to beneficiaries to pay claims, resulting in the delay or even loss of benefits by the beneficiaries. 
Lack of access to the DMF will expose life insurers to increased risk of identity fraud when onboarding new business. According to the Coalition Against Insurance Fraud, insurance fraud costs the industry $80 billion per year—costs which insurers, and ultimately consumers, pay. The inability to detect fraud early in the application process means further increases in life insurance fraud, thereby driving up costs for insurance companies and their consumers. Life insurers must properly verify that the identities of individuals applying for insurance to ensure they are real, and have not been fabricated or stolen from others, including deceased individuals. The loss of DMF data will hamper the ability of insurance companies to verify the ability of insurance companies to verify and validate identities and prevent ID theft and fraud. 
Lack of access to DMF data could impede claim investigations and delay prompt payment to life insurance beneficiaries. Life insurers have a duty to verify the death of an insured before paying a benefit. Life insurers are also governed by state Unfair Claim Settlement Practices Acts, which may assess substantial penalties for failure to promptly pay claims. Lack of access to updated records from the DMF place insurers at increased risk of suit or penalty for failure to promptly pay claims where the death of the insured cannot be readily and independently verified. 3 

Data from the DMF is crucial to scrubbing back-end collections, preventing efforts to collect from deceased individuals. Over 500 LexisNexis customers use our deceased notification service to scrub accounts of deceased consumers out of their regular collections queue. If collection agencies, collection law firms, debt buyers and first part collection departments are not able to identify deceased consumers, phone calls, letters, and legal actions will be directed to the consumer and will end up in the hands of their survivors. 
Data from the DMF is essential for auto and mortgage servicing. Events such as repossessions and foreclosures are normally suspended due to the death of a debtor. Data from the DMF is used to update repossession and foreclosure lists specifically to prevent repossession and foreclosure activity that would otherwise occur and that would potentially stress or distress the next-of-kin. Loss of updated data from the DMF will necessarily result in more families being confronted with repossession and foreclosure efforts than would otherwise occur. With the recent increase in reverse-mortgages for elderly persons, there are more elderly people than ever that have mortgage debt. 
Loss of access to updates of the DMF on March 26, 2014 will result in significant harm to consumers, businesses, and government agencies and programs. While it is difficult to calculate the true magnitude of these losses, losses will become greater with the passage of time and in many instances will not be recouped. Reed Elsevier and LexisNexis urge NTIS to adopt an interim certification process before March 26 in order to minimize these harms. 
Thank you for your attention to these matters. Please contact me if you have any questions. Reed Elsevier and LexisNexis intend to file additional comments on the RFI before the end of the comment period. 
Sincerely, 
Steven M. Emmert 
Senior Director, Government and Industry Affairs 
Reed Elsevier Inc.

=======================================================================


From: Emily Rosenberg [dogpeople@comcast.net] 
Sent: Wednesday, March 12, 2014 3:18 AM
To: John Hounsell
Subject: Genealogists need access to DMF
Genealogy professionals need access to the files for their work. I have been helped in resolving important issues because a genealogist was able to find information about my family from this kind of file.   According TIGTA (attached) , only 2% of identify thefts occur from records of the deceased. The DMF records should be made available to professionals with a credible need to access this valuable information not available through any other record system. 
 
E. A. Rosenberg in California


=======================================================================
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March 12, 2014 
VIA EMAIL: jhounsell@ntis.gov 
Mr. John Hounsell 
National Technical Information Service 
United States Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
Re: Death Master File – request for issuance of interim final rule 
[Docket Number: 140205103–4103–01] 
Dear Mr. Hounsell: 
On behalf of the Consumer Data Industry Association (“CDIA”), I am writing in response to the Request for Information (“RFI”) seeking comments from the public regarding the establishment by the National Technical Information Service (“NTIS”) of the new certification program for persons who seek access to the Social Security Administration’s Public Death Master File (“DMF”), as required by Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. 113–67) (“Act”). Authority to carry out Section 203 has been delegated by the Secretary of Commerce to NTIS. 
CDIA was founded in 1906 and is the international trade association that represents some 130 consumer data companies. CDIA members represent the nation’s leading institutions in credit reporting, mortgage reporting, check verification, fraud prevention, risk management, employment reporting, tenant screening and collection services. CDIA members provide businesses with the data and analytical tools necessary to manage risk and protect consumers. These data expand consumers’ access to a market which is innovative, safe and focused on their needs. CDIA member data is used in more than 9 billion transactions annually. 
While CDIA intends to file further comments in response to the RFI during the comment period, our purpose in this letter is to urge adoption of an interim final rule to ensure uninterrupted access to the DMF pending adoption of a final rule. This will allow an appropriate amount of 2 

time for a full consideration of comments received and the crafting of a successful certification program that is in the public interest. Following our comments below, we have provided suggested modifications to the Notional Certification Form – including a draft safe harbor mechanism – to aid in your preparation of an interim final rule that will preserve access to the DMF for all legitimate business purposes under the law. 
CDIA members’ use and redistribution of the DMF is consistent with new law and is vital for the protection of consumers. 
CDIA members currently access DMF information, and wish to be certified to continue accessing DMF information during the statutory three-calendar-year moratorium on disclosure. CDIA member uses of the DMF fall squarely within the statute’s permissible purposes, namely: 
(a) a legitimate fraud prevention interest; or 
(b) a legitimate business purpose pursuant to law, governmental rule, regulation, or fiduciary duty. 
CDIA members not only use the DMF in compliance with new law, but they already have safeguards in place to protect the security of the information. 
Equally important is the fact that CDIA’s members are the key channel of distribution for DMF in the U.S. economy. Consider just the example of the financial services sector: 

 There are 6,782 banks subject to Federal Deposit Insurance Corporation oversight.1 

1 http://www2.fdic.gov/IDASP/ 
2 http://www.cutimes.com/2012/11/29/ncua-number-of-credit-unions-decrease-but-q3-finan 

 More than 93 million consumers are members of more than 7000 credit unions, which in turn have more than 21,000 branches across the country.2 

Banks, credit unions and their customers almost universally depend on CDIA members for access to the DMF. 
The time available to establish the certification program is inadequate. 
Under Section 203(f) of the Act, Section 203 takes effect ninety (90) days after the date of the enactment, while Section 203(e) (the “FOIA” provision) takes effect upon enactment. The Bipartisan Budget Act of 2013 was signed and therefore enacted by the President on December 3 

26, 2013. Thus, the effective date for the overall requirements of Section 203 is March 26, 2014, only one week after the comment deadline for the RFI. NTIS has stated through the Federal Register notice that information gathered through this RFI will inform NTIS’s approach to the development of a certification program, which will be promulgated by NTIS by Notice and Comment Rulemaking. Clearly one week is not enough time to review RFI comments, promulgate a proposed rule, receive and review comments on that proposal, and finalize the certification rulemaking. 
CDIA believes that there is good cause for NTIS to issue an interim final rule. 
There is a critical need for uninterrupted access to the DMF, both while the certification program is being developed and while certification applications are pending. There is no substitute set of data that can replace the DMF. Thus if access is closed off, the private sector has no solution and the consequences, as discussed below, are severe and ultimately consumers are put at risk. 
As NTIS notes on its website, “[t]he Death Master File is an important tool which can be used by pension funds, insurance organizations, Federal, State and Local governments and others responsible for verifying deceased person(s) in support of fulfillment of benefits to their beneficiaries.” More than an important tool to help identify beneficiaries, the DMF is in some cases the only means for complying with legal requirements to identify those beneficiaries. And it is widely accepted that the DMF plays a key role in reducing fraud. Businesses rely on DMF information, often through CDIA members, to detect or prevent unauthorized transactions, and to verify and authenticate identities for those seeking new credit. As the NTIS stated in the RFI, “the DMF unquestionably plays an important role in preventing identity fraud….” 
Criminals will not wait months for the systems to be updated if access is cut off. Closing off access to the DMF will increase fraud, reduce compliance with state and Federal law, and harm the economy. Consider the following points: 

 85 million records of deaths reported to the SSA and included in the DMF from 1936 to present. Approximately 1 million new records are added each year. If even a few months are allowed to pass with access to DMF fraud tools blocked, playing catch-up could expose hundreds of thousands of families to the economic and emotional costs of identity theft when they are least able to focus on managing their affairs. 


 One member of the CDIA reports that, over a six-month period, its use of the DMF allows them to suppress 46 million prescreened offers of credit that would otherwise be delivered. 
4 

 Fraudsters look for newly deceased individuals because they hope to perpetrate crimes before records are updated. Thus, the loss of access to the newest data in the DMF is particularly harmful. The newest data is critical to preventing the majority of the criminal attempts and protecting surviving relatives, spouses, and partners. 


 The loss of a loved one is deeply personal for any consumer. While it may not be a financial harm, parents of a child who has died or a surviving spouse are ill equipped to handle repeated contacts tied to their loss. Use of DMF data prevents more than 29 million contacts from being sent to survivors. 


 Regarding fraud prevention products, one member of the CDIA reports that deceased indicators are triggered 1.85 million times per year. This is just one company’s experience. 


 On July 20, 2011 the Federal Trade Commission issued a final policy regarding collecting debts of the deceased.3 Loss of access to the DMF will impair important consumer protection efforts of federal law enforcement agencies and the private sector in this area. One CDIA member reports that annually they issue more than 850,000 deceased indicators to internal and third-party debt collection operations. 

3 http://www.ftc.gov/news-events/press-releases/2011/07/ftc-issues-final-policy-statement-collecting-debts-deceased 

 Federal laws and regulations require ongoing access to critical data sets such as the DMF in order to prevent fraud. A few examples include: 


o Red Flag Rules, which focus on identity theft prevention, issued by many federal agencies including the Office of the Comptroller of the Currency, the Securities and Exchange Commission and the Federal Trade Commission. A DMF trigger is an example of a “red flag” for a financial institution. 


o Section 326 of the USA Patriot Act establishes requirements for financial institutions to deploy a “customer identification program.” These programs make use of DMF data. 

An interim final rule is an appropriate tool for the circumstances. 
Other agencies have taken a similar step in issuing an interim final rule when faced with the need to address implementation difficulties. The Fair and Accurate Credit Transactions Act of 2003, for example, was implemented by the Board of Governors of the Federal Reserve System and the 5 

Federal Trade Commission in part through the issuance of an interim final rule that was later replaced with a final rule. While the effective date in the instance of the DMF restriction is clear, it is also clear that there is a compelling public interest in having a certification program up and running by that effective date. And the certification program depends on the rulemaking schedule of NTIS. 
Failure to have a certification program in place by the effective date will cause irreparable harm, and the balance of harms weighs in the favor of uninterrupted access to the DMF during the time necessary to complete a final rule and for a period of time after it is made final which is sufficient to recertify current users of DMF. CDIA believes that its members qualify for access and thus will be certified by the Secretary of Commerce once the certification procedures are in place. 
In the interest of facilitating an interim final rule that would work for the period required to complete the appropriate due diligence on a final rule, CDIA has included an attached document that suggests some modifications to the “notional DMF certification form,” including a safe harbor mechanism for establishing compliance with the statute during the rulemaking process. We hope you will find these suggestions useful and would be happy to discuss them at the appropriate time. 
Thank you for the opportunity to comment on the matters related to the DMF. 
Sincerely, 
Stuart K. Pratt 
President & CEO 
Consumer Data Industry Association 
Attachment: CDIA Proposed Modifications to NTIS Notional DMF Certification Form 6 

CDIA PROPOSED MODIFICATIONS 
NTIS NOTIONAL DMF CERTIFICATION FORM 
SUBMITTED: MARCH 12, 2014 

1. Redistribution: 

The draft NCF provided by NTIS requires the “undersigned” to certify a legitimate fraud prevention interest or legitimate business purpose pursuant to a law, rule etc. Because the statute clearly contemplates redistribution of the DMF (i.e. its disclosure provisions limit, but do not prohibit redistribution), the wording in the certification should reflect the statute’s intent to allow for redistribution and include language that permits redistributors to certify. 
To that end, we propose adding the following underlined phrase to the certification (prefatory clause, page 1): 
“The undersigned hereby certifies that access to the DMF is appropriate because the undersigned, or the persons to whom it discloses DMF information, has: … [A. … B. … C. …]” 
This change allows redistributors to access the DMF through the permissible purposes of their customers. As the direct subscribers to the DMF, with statutory responsibility placed upon them for the uses to which the information is made, redistributors are incentivized to ensure that the certifications about their customers’ end-uses are correct. 

2. Liability for Redistribution: 

With the above change in place, redistributors will be able to certify for access to the DMF. But without further changes, they will still face uncertainty as to the scope of end-uses permitted by the language of the NCF and could face liability for certifying, for example, that a retailer or state law enforcement agency customer has a legitimate business purpose pursuant to a law, only to find out that the Department of Commerce enforcement officials disagree that these purposes are legitimate. This dynamic would chill the use of the file for legitimate business purposes, frustrating the purpose of the statute. 
Therefore, we would propose that NTIS and OMB include in the text of the published IFR two “safe harbors” that describe the legal frameworks and other regimes that would constitute de facto compliance with the permissible purpose and security requirements during the pendency of the interim rule. The purpose would not be to set this in stone for the administration of the DMF program ad infinitum, but rather to set up a workable system for the duration of the rulemaking process. The inclusion of the text in the IFR (as opposed to in the certification form) would be to give maximum protection to redistributors (publication in the Fed. Reg.). As an alternative (or fallback position), these safe harbors could be included in the user interface for certification. 7   

A. Safe Harbor No. 1: Safe Harbor for determining that a recipient has a legitimate fraud prevention interest or a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty: 

For the purpose of the Interim Final Rule, a disseminator of DMF information is deemed compliant with the certification requirements of paragraphs A and B [legitimate fraud prevention interest, or legitimate business purpose pursuant to a law, government rule, regulation, or fiduciary duty] if the disseminator determines that: 
The recipient is subject to: 

- 15 USC §1681c (Fair Credit Reporting Act’s requirement that, to obtain consumer reports, recipients must use them only for certain enumerated purposes); 

- 15 USC §6801(a) (Gramm Leach Bliley Act’s privacy provisions requiring that users of nonpublic personal (financial) information be used only for certain enumerated purposes); 

- 18 USC §2721(a) (Driver’s Privacy Protection Act’s requirement that, to obtain and use personal information from state department of motor vehicle records, recipients must use the information only for certain enumerated purposes); 

- [insert others as appropriate, e.g., Fair Debt Collection Practices Act]; or 

The recipient is a member of: 

- The Direct Marketing Association (DMA), which mandates the responsible use of personal data for marketing purposes, including the duty of list brokers and managers undertaking marketing campaigns on behalf of their clients to use the data only for marketing purposes, in accordance with the DMA’s Guidelines for Ethical Business Practice. 


B. Safe Harbor No. 2: Safe Harbor for determining that a recipient meets requirements similar to the requirements of section 6103(p)(4) of the Internal revenue Code: 

For the purpose of the Interim Final Rule, a disseminator of DMF information is deemed compliant with the certification requirements of paragraph C [systems, facilities, and procedures…similar to the requirements of section 6103(p)4)] if the disseminator determines that the recipient is subject to: 

- 15 USC §6801(b) (Gramm Leach Bliley Act’s safeguards requirements for financial institutions) because they are a financial institution, or 
8 

- 15 USC §45 (data security requirements embodied in the prohibition against unfair and deceptive practices) because they do not fall in any of the carve outs to the FTC’s jurisdiction. 


=======================================================================

Experian
Lloyd J. Parker, Jr.
Group President
Credit Services
North America
475 Anton Boulevard
Costa Mesa, CA 92626
714.830.5240T
714.830.2920 F
Iloyd.parker@experian.com
John Hounsell
Program Manager
National Technical Infonnation Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Via Email
March 12,2014
Re: National Technical Infonnation Service, Department of Commerce, Request for Infonnation on
Certification Program for Access to the DMF, Docket Number: 140205103-4103-01

Dear Mr. Hounsell,
Experian provides these comments in response to the National Technical Infonnation Service's
("NTIS") Request for Infonnation ("RFI") regarding the establishment and implementation of a certification program for access to the Death Master File ("DMF"). Specifically, these comments address the possibility that on March 26,2014, access to the DMF could be discontinued, as suggested at the NTIS public meeting on March 4,2014. Experian takes this opportunity to stress the importance of ensuring that the safe delivery of financial offers, fundraising solicitations, and other marketing materials, as well as the redistribution of the DMF for such purposes, satisfies the legitimate fraud-prevention and business purposes requirement of the certification program, whether as part of the final rule or part of an interim process for access to the DMF for the duration of the rulemaking process.
A shut off in access to the DMF for companies like Experian and other similar end users and
redistributors could increase consumer fraud, reduce compliance with federal and state laws, and harm the economy. The DMF is a main source for deceased indicators used in credit reports, records used to authenticate identities and detect potential fraud, tools that are used to contact people with a debt in collection, and in the suppression of marketing solicitations. An interruption in or discontinuation of access to the DMF to accomplish these important business activities could result in dramatic increases in fraud and inflict widespread economic harm to businesses and consumers across the country.
Prescreen Offers of Credit
The DMF enables Experian, a nationwide credit reporting agency, to suppress over 46 million
prescreened offers of credit over a six month period that it would not be able to do otherwise. These are finn offers of credit that lenders extend to potential customers. Without DMF screening, an average ofmore than ten finn offers of credit would be sent to the home of a deceased individual in a year. If a disruption occurs on March 26 and Experian is not able to update its lists using information in the DMF, over the next six months
1
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there would be at least 750,000 credit reports that would not be updated, and nearly 2 million prescreen offers of credit extended to deceased persons that could potentially be subject to fraud and most certainly would be unwanted. Both lenders and survivors of the deceased strongly prefer to avoid these harms.
Suppression of Marketing Solicitations
In addition to prescreen offers of credit, there are many more marketing offers that are not generated
from the credit file. Removing deceased individuals from these marketing lists and databases greatly reduces the opportunity for committing fraud using the materials that are sent. Grieving family and friends should not have to worry about the potential fraud risk. Just last year alone, Experian's access to the DMF resulted in over 100 million fewer mail pieces from being sent to deceased persons. Even a six month disruption in access to the current information would result in many millions of offers that would be subject to potential fraud and present an unwelcome reminder to the loved ones of the deceased.
Debt Collection
Information from the DMF is used by our clients who collect consumer debts. Our clients depend on this information to be compliant with legal requirements and to avoid intruding upon a family in its time of grief. Typically, there are 800,000 records pulled in a year for a collection purpose that include an indicator that the person is deceased. A disruption of access to DMF information for redistributors such as Experian to deliver this function to clients would significantly reduce legal compliance and increase consumer harm.
Redistribution for Identity Authentication and Fraud Prevention
The DMF is a critical source of information for databases used to authenticate identities and to detect
and prevent fraud. These databases help businesses, non-profit organizations, and government agencies comply with a number of requirements. For instance, under the USA PATRIOT Act amendments to the Bank Secrecy Act, banks are required to comply with "know your customer" requirements by developing a Customer Identification Program; an identity-proofing tool helps them comply with those requirements. In addition, the Federal Trade Commission (FTC) and other federal agencies have the "Red Flags Rule" that require many businesses and organizations to implement an identity theft prevention program to designed to detect the "red flags" of identity theft in their day-to-day operations, take steps to prevent the crime, and mitigate its damage; identity-proofing and fraud fighting tools can help a business prevent fraud and comply with the rule. Government agencies often have to comply with regulations to know who is coming to them for services. DMF information is included in tools that prevent fraud and enable compliance with these and other requirements.
For information from the DMF as well as other information in these tools, Experian employs a dedicated team of compliance and security professionals to ensure the integrity of our processes.
Based on the experience of our clients with our fraud prevention tools, on average, deceased indicators were triggered approximately 1.4 million times a year. For our clients who use our identity authentication products, deceased indicators were triggered approximately 450,000 times a year. While not all of the deceased indicators were generated solely by information from the DMF, the DMF does generate well more than half of the indicators. At this time we can report that a six month interruption may cause at a minimum tens of thousands of cases of identity fraud that otherwise would have been preventable.
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Based on Experian's longstanding use of the DMF for its own and for clients' legitimate purposes, a
disruption in access to the current DMF would cause serious vulnerabilities for fraudsters to exploit and perpetrate fraud in the name of the recently deceased. Such an outcome would harm consumers and the organizations that rely upon these tools.
Finally, we wish to underscore that the DMF is a unique data source for which the market has no
serious substitute or alternative on the horizon. The information cannot be assembled or replicated through alternative means.
In conclusion, we reiterate the need to preserve access to the DMF for legitimate users during the
pendency of the rulemaking and to clarify that legitimate use under the interim process or final rule includes prescreening, marketing suppression, debt collection, and other uses discussed above, as well as accessing the DMF for redistribution of the information to carry out these activities.
Cc: Donald Hagen, Associate Director, Office of Product Management and Acquisition
Henry Wixon, Chief Counsel, National Institute of Standards and Technology

=======================================================================

Additional comments:  draft notional DMF certification form
Alane Dent [AlaneDent@acli.com]
Wed 3/12/2014 5:54 PM
To:  John Hounsell

Good afternoon John. Below, please find ACLI comments with regard to the draft notional DMF certification form. Please let us know if you have any questions or concerns. 

The ACLI is writing regarding the NTIS Notional DMF Certification Form (Notional Certification Form), distributed at the 3/4/14 public meeting regarding the NTIS RFI relating to the establishment of the certification program for access to the DMF.  We very much appreciate and thank NTIS for its efforts to ensure uninterrupted, prompt access to the DMF by users with legitimate business and fraud prevention purposes, such as life insurers and third parties that work for them.  We support development of an interim certification process as necessary to ensure such access.  However, we have some concerns relating to the Notional Certification Form as proposed. 

First, ACLI member companies are very concerned by the requirement to agree to satisfy the requirements of section 6103(p)(4) of the Internal Revenue Code of 1986 (IRC).   A number of the requirements of Section 6103(p)(4), that is focused on government agencies’ handling of tax returns and information, would be very awkward, if even possible, for life insurers to meet.  Moreover, the imposition of the requirements of IRC section 6103(p)(4) is not necessary to achieve the objective of safeguarding DMF information obtained by life insurers.  Life insurers either already or plan to treat DMF information in the same manner as they treat customer information, and the security of life insurers’ customer information already is required to be protected under Title V of the Gramm Leach Bliley Act (GLBA). 

For reasons to be explained more fully in ACLI’s written response to the RFI, ACLI believes that the security requirements imposed under GLBA Title V and implementing regulations are similar to the requirements of IRC section 6103(p)(4).  Accordingly, we strongly urge NTIS to state that for purposes of certification, GLBA security requirements are similar to the requirements of IRC section 6103(p)(4) and that agreement to satisfy the GLBA security requirements is adequate and acceptable for certification. 

Second,  ACLI member companies are concerned that the phrase “a legitimate business purpose pursuant to a law, governmental rule, regulation or fiduciary rule” is not as clear as it might be.  Accordingly, ACLI strongly urges NTIS to clarify that legitimate business purpose includes:  (i) voluntary use of information in the DMF to determine if life insurance benefits are payable where neither a law nor or settlement agreement requires such use;  (ii) use of the DMF to comply with a law or regulation where such use is not required (for example, to check to be sure that the name and Social Security Number of an applicant for a new life insurance policy is not on the DMF, to meet obligations under the USA Patriot Act Customer Identification Program)  (iii) use or disclosure of DMF information to fulfill contractual or other legal obligations (such as the obligations imposed under state unclaimed property settlement agreements); and (iv) use or disclosure of DMF information in relation to another legitimate business purpose (such as disclosure of information in the DMF to a prospective beneficiary under a life insurance policy to inform the individual he or she may be entitled to benefits and related use of the information by the individual.)

We again thank you for NTIS’s efforts to ensure uninterrupted, prompt access to the DMF by users with legitimate business and fraud prevention purposes, such as life insurers and third parties that work for them and for your continued willingness to consider the views of our member companies.  We would be glad to answer any questions regarding the above, and look forward to continuing to work with you as establishment of the certification process moves forward.  


Roberta Meyer
American Council of Life Insurers | Financial Security...for Life.
Vice President & Associate General Counsel
(202) 624-2184 t  (866) 953-4096 f
robbiemeyer@acli.com
www.acli.com
101 Constitution Ave., NW, Suite 700
Washington, DC 20001-2133
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Submitted via email to jhounsell@ntis.gov 
March 12, 2014 
Mr. John Hounsell 
National Technical Information Service 
5301 Shawnee Road 
Alexandria, VA 22312 
RE: Request for DMF Interim Certification Program [RFI Docket Number: 140205103-4103-01] 
Dear Mr. Hounsell: 
Thank you for the opportunity to comment on the development of a certification program for access to the Death Master File (DMF). On behalf of the Software & Information Industry Association (SIIA) and our members, the purpose of this letter is to urge your consideration of an interim certification program—that covers the full length of the implementation period—to ensure that there is no disruption in access and use of the DMF while the certification program is being finalized. 
SIIA is the principal trade association for the software and digital information industries. With over 700 member companies, SIIA is the largest association of software and digital information publishers in the country. SIIA member companies are leading providers of, information services, data, and analytics to a wide range of customers, including state and federal government agencies, and entities across a variety of sectors of the economy. In many cases, these information services serve to improve risk analysis and prevent fraud, deception and identity theft. In providing these services, SIIA members draw information from a range of sources, including public records such as the DMF. 
In the absence of an interim certification process, current users, including SIIA member companies that provide critical information services, could lose access to updates to the DMF data after March 26th. For the reasons outlined below, we urge you to adopt an interim certification program that allows for continued access to updates to the DMF, for existing, qualified users, until such time as a final rule implementing the certification process goes into effect. 
SIIA members rely on data from the DMF as a critical component of information solutions that combat fraud, in both the public and private sector. Failure to obtain DMF updates will Software & Information Industry Association Page 2 of 2 

compromise the effectiveness of many fraud prevention tools currently in the market, placing consumers, businesses, and government agencies and programs at risk of becoming victims of identity theft and fraud. For instance, SIIA member companies provide information services that accomplish the following objectives: 

 State revenue departments combat tax fraud, 

 State social services offices for preventing social services fraud, 

 Credit card and financial services companies reduce fraud in the granting of credit, and 

 Life insurance companies identify fraud when onboarding new customers. 

The scale of fraud and identity theft across these areas is in the tens of millions of cases each year, costing U.S. businesses and citizens over a hundred billion dollars each year. The ability of companies to accurately identify deceased individuals for prevention of fraud is critical to preventing these efforts. 
Additionally, beyond the challenges of combating fraud, SIIA member companies also rely on access to DMF data to help insurance companies perform critical services and effectively process payments. Examples of how accurate, up-to-date data from the DMF is used in this area include the following: 

 Detection of the death of a deceased individual who is insured for the purposes of outreach to beneficiaries to pay claims in a timely manner, 

 Compliance with state laws requiring searches for deceased individuals, and 

 Assistance with claim investigations to enable prompt payment to life insurance beneficiaries. 

For these reasons stated above, loss of access to updates of the DMF on March 26, 2014 will result in significant harm to consumers, businesses, and government agencies around the country. While it is difficult to calculate the true economic impact of lost access to the DMF, the likely outcome is billions of dollars lost, with that figure growing with the passage of time for which access to critical data is not available. 
Thank you in advance for your consideration of this request. SIIA also intends to submit additional comments on the broader scope of the RFI prior to the end of the comment period next week. 
Sincerely yours, 
Ken Wasch 
President
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March 13, 2014
Mr. John Hounsell
National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312
Submitted via email to jhounsell@ntis.gov
RE: Request for Information, National Technical Information Service, U.S. Department of
Commerce, Docket Number: [140205103-4103-01]
Dear Mr. Hounsell:
As members of the Decedent Debt Coalition (DDC), a coalition of three of the largest debt
collection agencies that specialize in estate debt, we would like to comment on the irreparable
harm that will be caused to consumers, family members of the recently deceased, our businesses,
and our customers if access to the Death Master File (DMF) is denied while a certification
program is established and implemented.
As you know, Section 203(f) of the Bipartisan Budget Act of 2013 (Act), requires the
Department of Commerce to establish a certification program for those who wish to access the
DMF. DDC believes that the legislative intent of this provision was clear that access to the DMF
was not to be denied prior to the implementation of such a program. We understand, however,
that NTIS is now considering an interpretation of the Act that would deny access to the DMF as
of March 26, 2014 even though the required certification program will not be in place as of that
date. We urge NTIS to reject this interpretation and allow for continued access to the DMF as
was clearly intended by Congress.
In the event that NTIS concludes that the law requires certification as of March 26, 2014,
however, we would urge implementation of an interim certification program so that critical
access to the DMF can continue while the permanent certification program can be established
and implemented. If such an interim program is not established, it will lead to irreparable harm
not only to our businesses, but also to creditors and, most importantly to consumers. The DMF
is, by far, the most reliable source of information related to deaths in the United States and is a
crucial part of our efforts to engage in appropriate business practices and comply with applicable
laws.
In 2011, the Federal Trade Commission (“FTC”) in its Statement of Policy on decedent debt,
stressed the value to consumers, especially the relatives of those who have recently died, of
professional and responsible collection procedures in order to resolve the outstanding bills of a
2
decedent’s estate.1 Both the FTC and the Consumer Financial Protection Bureau have
consistently stressed the need to reduce and mitigate consumer complaints. A significant factor
in reducing complaints is accurate information related to the borrowers death.
For many reasons, decedent debt collection is a completely different process than traditional debt
collection. First, unlike traditional debt collection, which by definition involves a past due
account, most decedent accounts were not past due at the time of death, and there may be ample
estate assets to resolve the debt. Second, the person with whom the creditor or third-party
collector speaks about the debt is not the customer who incurred the debt, but rather the formal or
informal executor or administrator of the customer’s estate. Third, because the executor or
administrator is often a close family member of the decedent, there are unique human
sensitivities involved in decedent debt collection that are not present in traditional debt
collection. Finally, in the approximately 1/3 of all deaths in which an estate is formally
probated, there is an orderly process through which a creditor can make a claim on the estate
without ever contacting the relatives of the decedent.
The FTC recognized these differences and the importance of specialized collections, stating that
“[t]o understand consumer protection concerns related to collecting on decedents’ debts requires
knowledge not only of the FDCPA but of state probate and estate law as well.”2 Major creditors
also understand the importance of this specialized knowledge and therefore almost always
contract with collectors specializing in decedent collection.
Importantly, our clients don’t just rely on us to collect debt from estates, but also to identify
borrowers whom have died so that collections are properly handled by either estate specialists or
traditional collectors. Indeed, our creditor customers demand that, prior to any communication
with representatives of the estate, we must verify that the customer has indeed died and confirm
the date of death. Using the DMF, we are able to instantly verify death on approximately 80%
the accounts placed with our companies. As to the remaining accounts, because other sources of
death are less accurate and more time consuming to access, the most common method of
verification is a subsequent DMF update.
In short, without timely access to the DMF, verification of death would be difficult and, in some
cases, impossible. Creditors and collectors would seek out other sources to verify deaths but,
because such sources are less accurate, more errors would undoubtedly occur. For example, if
the death is not known, a traditional debt collector might simply call the phone number on the
account and ask for the borrower, which could very well result in an upsetting call with a
surviving spouse. Such unintended contacts with grieving relatives harm all parties involved.
The family is upset, the debt is less likely to be resolved, and the collector is more likely to be
subject to a complaint.
Another way in which denial of access to the DMF will harm consumers relates to the date of
death. In most cases, we and our creditor customers have agreed that, because the executor or
administrator is often a family member suffering a loss, contacts are not made until at least 21
1 Federal Trade Commission Statement of Policy Regarding Communications in Connection With the Collection of
Decedents’ Debts, 76 Fed. Reg. 44,915 (July 27, 2011) .
2 Id. at 44,916.
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days after death. The FTC, in its Statement of Policy, recognized that contacting a family
member too soon after death is a poor business practice and could even be illegal under certain
circumstances.3 As previously noted, the DMF is, by far, the most reliable source of information
on the date of death and is therefore crucial to our ability to engage in best business practices and
comply with the law.
The DMF also benefits consumers that have purchased payment protection plans, which
essentially function as insurance that can cover debts in the event that the borrower dies. The
issuers of such policies typically require proof of death by one of two methods: (1) a formal
death certificate; or (2) appearance on the DMF. As a result, DDC members who have access to
the DMF are often able to file payment protection claims on behalf of the estate and save the
executor or administrator the trouble of obtaining a death certificate and filling out paperwork.
Finally, the DMF is an important tool that estate creditors use to ensure that their legitimate
claims are not time-barred in a formal probate process. Probate laws vary by state and can even
vary by county. In some jurisdictions, probate laws do not require notice to creditors and include
short timelines to file claims. Particularly in such jurisdictions, the DMF is a critical tool for
creditors to be able to participle in the probate process. Indeed, many of these laws have been
written with the understanding that notice provisions and lengthy claims periods are not
necessary because access to the DMF facilitates the participation of creditors.
Loss of access to updates of the DMF on March 26, 2014 will not only result in significant harm
to our businesses, but also to consumers and creditors. We therefore urge NTIS to either allow
continued access to the DMF until a final rule regarding certification is implemented or adopt an
interim certification process before March 26 in order to minimize these harms.
Thank you for your attention to this important issue. Please contact Jonathan Grossman of Cozen
O’Connor at (202) 912-4866 if you have any questions.
Sincerely,
AscensionPoint Recovery Services, LLC
Estate Information Services, LLC
Phillips & Cohen Associates, Ltd.
3 Id. at 44,921.
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Response to the
NTIS Request for Information
Certification Program for Access to the Death Master File
by
American Research Bureau (ARB)
2386 East Heritage Way
Salt Lake City, UT 84109
801-484-8585
American Research Bureau (ARB) is a leading international probate research company established in
1935. The Death Master File is used extensively in our daily research.
The following numbered sections provide answers to the specific questions posed in the Request for Information.
Certification Program
1. ARB provides research and documentary evidence used in state courts to ensure there is no fraud or error in probate proceedings. DMF data is used in basic research to help identify deceased family members and for information that can be used to acquire documentary evidence. This is a legitimate fraud prevention interest in accessing DMF information.
2. ARB provides research and documentary evidence to state courts to ensure claims are in accordance with state laws of intestate succession. DMF data is used in basic research to help identify deceased family members and for information that can be used to acquire documentary evidence. This is a legitimate business purpose for access to DMF information pursuant to state laws.
3. N/A
4. N/A
5. N/A
6. DMF information is stored on a password protected server in a password protected database. The server is protected from the internet by a firewall. Backups are stored on encrypted tapes. Research staff access the data from password protected computers. Company policy prohibits use of the data for non-business purposes or sharing of the data with any third party.
7. The servers and desktop computers are monitored daily for indications of hacking attacks.
8. Our systems, facilities and procedures are voluntary.
9. We do not track how the information is used and do not allow sharing with third parties.
10. DMF data is very limited in comparison to Tax Returns and we are not a government agency, so section 6103 (p)(4) seems to apply only very generally. In a general sense, our systems, facilities and procedures safeguard DMF data in regard to items B, C, and D.
We do not currently do any reporting as per item E. Item F does not seem applicable to DMF data.
Item A is difficult to relate to our work. Unlike in tax situations, there is no specific request for a DMF record. DMF data is used in our initial research and provides identifying information that we use to seek additional documentation in public records. The DMF data by itself is not shared with anyone or used as evidence. It is simply information that leads to other research
We do not currently track individual searches of data. We have no method to tie individual searches to specific probate matters we are reviewing. It would be very difficult and burdensome to track individual searches for specific DMF records and why they are being searched.
11. We believe we are already in compliance except for item A of IRC 6103 (p)(4). To be certified we would begin tracking individual user logins to the search engine that accesses DMF data. We would retain a record of these logins for a period of 3 months or more as required. This would create a system of standardized records showing who accessed the DMF data and when they accessed it.
12. Our systems would be "similar" to 6103 (p) (4) because we would track users accessing the data. We would keep the data in a secure database on a secure server. We would restrict access only to employees that require access, and we would furnish upon request information about how we comply and who has access. We would not be identical to the requirements of section 6103 because we would not be destroying data after use and we would not be tracking individual requests for specific records.
13. Computer security procedures need to be followed in regard to restricting access to the data.
Company policies need to restrict the use of the data. 
14. The only law we are aware of is section 203 of the Bipartisan Budget Act of 2013. Other laws protecting privacy of individuals would not apply to the deceased persons in the DMF.
Fees and Penalties
15. It is difficult to answer regarding fees without knowing the approximate magnitude of the fees. A reasonable fee collected with the annual cost of the data would be acceptable. A reasonable one time fee would be acceptable.
16. We recommend that the certification process be for a company or a least a department. Trying to certify individual named employees would be overly burdensome. Company procedures and internal access rights would then be used to limit information to those qualified within the company.
Death Master File Information
17. Our current use of the DMF does include the name, social security number, date of birth, and date of death of deceased individuals.
18. In order to provide the most benefit in fraud prevention and compliance with laws of intestate succession, all pieces of information are valuable. Date of Birth, Date of Death, and Name are more important than the Social Security Number in our work. However, having the first five digits of the social would be helpful even if the last four were masked because the leading numbers can be used to determine where the person applied for a social security card which can be valuable in research.
Additional Comments
The DMF is valuable in preventing fraud because of it's nationwide scope, timeliness, and inclusion of birth date, death date, name, and social security number. There is no comparable source of death data.
Some states publish death indexes, but they are usually very delayed from the date of death and it is very difficult to acquire the data from multiple jurisdictions in multiple data formats.
The DMF is a great fraud prevention tool. We hope that as a certification program is developed, the goal is to allow all legitimate and lawful users access. If the IRS and other organizations made better use of the DMF, the opportunities for fraud would be greatly reduced. Improving the completeness of DMF data would also help prevent fraud. The loss of state supplied data a few years ago has already had a negative impact on our work.
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BETH E. GOLDMAN
Commissioner
Memorandum
To: John Hounsell, NTIS (jhounsell@nits.gov)
From: Ruth Boddie and Shelby Kohn, New York City Department of Finance
Date: 3/13/2014
Re: Comments for the Death Master Certification Program
We are writing on behalf of the New York City Department of Finance (DOF). DOF oversees tax benefits for more than 700,000 New York City residents. We have legitimate and vital uses for the Death Master File, which we reference on a daily basis to ensure eligible residents receive tax benefits.
The Death Master File serves as a primary tool for preventing fraud. We use the file to ensure the property owners applying for benefits are not using the identity of a deceased person. We also the data to fulfill audit requirements that instruct us to ensure we are not extending benefits to deceased individuals. Additionally, we use the data to regularly remove benefits when a beneficiary passes away.
A three-year delay on access to this information would put us at risk of distributing millions of dollars to ineligible citizens. In some cases, the statute of limitations will not allow us to retroactively remove benefits so there would be no way to retrieve the funds. It would also prevent us from transferring benefits to an eligible member of the household. These are low income households that rely on these benefits to maintain their standard of living.
The NYC Department of Finance is responsible for collecting and distributing more than $35 billion each year. We currently maintain extensive private information about New York City residents, including social security numbers, tax returns, birth certificates, passports, immigration status, marriage licenses, deeds, mortgage filings, etc. As such, we have extensive security measures in place to handle confidential, sensitive information and ensure, including requiring every to sign a secrecy agreement annually. We do not share this file with any third parties. We are confident that the information contained in the Death Master File will continue to be safeguarded.
As a public entity already adept at handling confidential information, we would like a less stringent certification process than private users.
Thank you for providing the opportunity to comment on the proposed certification program.
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Network Branded Prepaid Card Association
110 Chestnut Ridge Road, Suite 111
Montvale, NJ 07645-1706
201-746-0725
March 13, 2014
Sent via Email to jhounsell@ntis.gov
National Technical Information Service
U.S. Department of Commerce
Office of Postsecondary Education
5301 Shawnee Road
Alexandria, VA 22312
Re: Response to NTIS Request for Information Regarding Certification Program for
Access to the Death Master File
Dear Mr. Hounsell:
This letter is submitted on behalf of the Network Branded Prepaid Card Association
(“NBPCA”)1 in response to the Request for Information and Advance Notice of Public Meeting ("RFI") published by the National Technical Information Service, Department of Commerce ("NTIS") in the Federal Register on March 3, 2014. The RFI requests comments and information regarding the establishment and implementation of a certification program for access to the Death Master File ("DMF") by March 18, 2014. The NBPCA appreciates the opportunity to respond to the NTIS' invitation for written comments on this important topic.
The NBPCA respectfully requests that unrestricted access to the DMF continue during
both the development of a certification system for access to the DMF and the period in which applications for such certification are pending. The DMF system serves a vital role in preventing the issuing prepaid cards to fraudsters. This vital role stems from the practice of prepaid card issuers and program managers of accessing the DMF system before issuing a prepaid card, for the express purpose of preventing fraudsters from obtaining such cards. Thus, while the NBPCA is appreciative of the NTIS' clarification that unrestricted access to the DMF will be available pending the establishment of a certification program, the NBPCA urges the importance of retaining that unrestricted access while the applications for such certification are pending as well.
1 The NBPCA is a nonprofit, inter-industry trade association that supports the growth and success of
network branded prepaid cards and represents the common interests of the many participants in this new
and rapidly growing payments category. The NBPCA’s members include banks and financial institutions,
the major card networks, processors, program managers, marketing and incentive companies, card
distributors, payment industry consultants and law firms. The comments made in this letter do not
necessarily represent the position of all members of the NBPCA.
Network Branded Prepaid Card Association
110 Chestnut Ridge Road, Suite 111
Montvale, NJ 07645-1706
201-746-0725
The NBPCA further respectfully requests that the NTIS extend the comment period
beyond the provided for fifteen (15) days. The RFI requests comments on a variety of complex issues relating to the establishment of a certification program for access to the DMF. Such issues include information regarding existing or planned facilities, systems, and procedures to ensure the confidentiality of DMF information, as well as the monitoring of such facilities, systems, and procedures. Fifteen days is simply not long enough to answer fully all of the NTIS' questions and requests for comments. An extension of the comment period would thus assist the NBPCA in providing the NTIS with the most complete and accurate information possible in answering the questions posed by the RFI. Therefore, the NBPCA respectfully requests that the NTIS extend
the comment period by 60 days.
The NBPCA appreciates the opportunity to comment on this important subject and looks
forward to working with the NTIS to ensure continued access to the DMF for financial services companies in the prepaid card industry.
If you have any questions, please do not hesitate to contact me at (201) 746-0725.
Sincerely,
Kirsten Trusko, Executive Director, NBPCA
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601 E. Third Street. Little Rock. AR 72201
www.acxiom.com
March 13, 2014
via email: jhounsell@ntis.gov
Ms. John Hounsell
National Technical Information Service
Department of Commerce
Washington, D.C.
Re: Request for Uninterrupted Access to the Deathmaster File Pending
Certification Program
Dear Mr. Hounsell:
Acxiom Corporation has received a copy of the recent Request for Information
regarding the establishment and implementation of a certification program for
access to the Deathmaster File. It is our understanding that there have been
discussions that NTIS may shut off access to the Deathmaster File on March 26
until the certification program is in place. We write you to formally request that
NTIS and the Office of Management and Budget not shut off access to the
Deathmaster File, but instead, maintain the status quo, at least until the
certification program has been implemented.
As you may know, Acxiom provides information products and services to our
clients, which includes many of the top financial institutions and insurance
companies. Acxiom uses the Deathmaster file in several important ways. For
example, we use the Deathmaster File in our identity verification and fraud
prevention products. Some of our clients have a "know your customer" obligation
pursuant to the USA PATRIOT Act. Among other things, those clients submit a
consumer-supplied Social Security number to us to verify that the person is who
he claims to be. In the event of a match to the Deathmaster File, Acxiom will
provide a flag back to the client that it should take additional steps to verify the
consumer's identity. Shutting off access to the Deathmaster File prior to
implementation of the certification program, would prevent our clients from
complying with their legal obligations. It could also lead to substantial economic
losses due to fraud.
We also use the Deathmaster File as a marketing suppression service. Our
clients engage in direct marketing to attract new customers and retain current
ones. Prior to creation of a final solicitation file, (including prescreen lists for firm
offers of credit and insurance), we match the records to the Deathmaster File and
suppress/drop any matches. In addition to reducing the potential for fraud
associated with someone posing as the decedent, the suppression saves the
client money, as well as reduces emotional harm and irritation needlessly
inflicted on the decedent's family.
In short, Acxiom, and companies like us, must have uninterrupted access to the
Deathmaster File pending implementation of the certification program. As you
may have already determined, the Deathmaster File is unique in the data it
contains. Simply stated, there are no alternatives available that can serve as a
substitute.
In summary, Acxiom respectfully requests that NSIT and OMS maintain
uninterrupted access to the Deathmaster File pending implementation of the
planned certification program. Acxiom and its clients will suffer substantial harm
the Deatmaster File or a portion of the file become unavailable.
We hope these comments are helpful. Please contact me at
jordan.abbott@acxiom.com or (501) 342-0356, if you have any questions or need
further information.
Sincerely,
Jordan Abbott
Attorney
2

=======================================================================

Docket Number: 140205103–4103–01
Sheila Waddell [sheila.bw@hotmail.com]
Sent:  Thu 3/13/2014 8:40 PM
To:  John Hounsell

Mr. Hounsell,

Thank you for the opportunity to comment on the provisioning and certification of access to the DMF.  I feel that I have a material fraud prevention interest to the file, as the specific records of deceased individuals whom are related to me by lineal descent derive from my G/G grandfather's estate.  The estate is a legal entity as affirmed by the receipt of an IRS 147c Letter confirming the estate to be a material interest entity.  In researching the death records of the primary beneficiaries of the estate (children of my G/G grandfather), it is discovered that the social security numbers are not disclosed on the death certs.  Some of the death certs of the deceased children are not of public record.  The assets of the estate are held in trust by government agency fiduciaries, designated financial agents (financial institutions), municipalities and state instrumentalities.  I and a few family members (close relatives) have learned that there is a financial institution that retains the names and other sensitive information of deceased descendents within their internal records.  They also manage and share financial information belonging to current income beneficiaries with their affiliates and correspondent institutions via pooling and servicing agreements that allow them to borrow funds at a discount with the underlying securities that don't belong to them.  The collateral is being used unauthorized because the customers they have on record are deceased.  The estate was established well before the establishment of the Social Security Administration.  The last primary beneficiary was my great grandmother who expired in 1967 (Mary Sparks).  There has also been an inquiry made at the IRS RAIVS Unit in Ogden Utah with no responsive information. As a matter of fact, we encountered some hostility at our local office where two employees, upon the presentation of the IRS 147C Letter, stated that they weren't disclosing anything to us.  They also stated that we could've gotten the 147C letter "off the street."  Large financial institutions establish Delaware Trusts in order to bypass a recorded will and to avoid designating and opening accounts for the ultimate surviving owners.  The Dept. of Commerce has allowed the DMF to remain open in order to finance public corporations and promote dark financial markets.  There are 3 components of a trust; the grantor, trustee and the beneficiary.  Regulators and agency accountable officers have turned a blind eye to their obligations and ignored requests for authenticating an individual's identity.  At the same time they've been compromising the authentic identity of individuals unbeknownst to them; in public records maintained by their respective Secretaries of State, financial institutions, insurance companies, public utilities services and internet providers.  On a final note, I have been in search of the death certificate of my G/G grandfather and his spouse.  They did not have social security numbers. They had TINs.  Upon my visit to the financial institution (JPMC), it was learned that they hold accounts of my G/G grandfather within their Asset Management Division (oil/gas).  Bank of America is a correspondent for this division and also the largest private wealth bank.  It seems odd that a death certificate cannot be located in the resident state of the decedent's death.  The sensitive information of his primary beneficiaries are the "sub-trusts."  I can only comment on information that pertains to me.  The right to property (real or personal) is a constitutional right.  The closing of the DMF would be prudent of the appropriate authorities and proper for the routine use of the certified beneficiaries.  I am in the e-authentication process with the USDA NFC and it has been a major battle even after being in-person proofed.  It feels, almost, as if I don't exist.  I have created accounts with major government agencies; answered security questions, submitted fingerprints to NFC (Certification and Disbursing Office), filed a complaint with Office of Special Counsel, FHFA, SEC, OPM (Federal Investigative Services) and other agencies.  I am also a victim of mortgage fraud whereby I was left out of the mortgage loan processing because the counter-parties didn't want to have to adhere to the "Truth-In-Lending Act", "Truth-In-Savings Act,"  Fair Credit Reporting Act and Equal Credit Opportunity Act. I surmise that if I am on the mortgage deed of trust, the parties have use of my sensitive information (SS#).  I have also been confirmed by the IRS for the TIN/EIN matching program.   The fraud has got to cease and a sense of trust in our government resources has to be restored with the certification and access to those who have an entitlement and legal right.  

Thank you,
Sheila
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March 14, 2014 
John W. Hounsell 
Business and Industry Specialist 
Office of Product and Program Management 
National Technical Information Service 
Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
Dear Mr. Hounsell: 
I am writing in response to the Request for Information from the public by the National Technical Information Service regarding the establishment and implementation of a certification program for access to the Death Master File (DMF). Specifically, I am providing views of Section 203 of the Bipartisan Budget Act of 2013, which directs the Secretary of Commerce to establish a certification program under which programs may obtain immediate access to the publicly available Death Master File (DMF). This section states that only those with “a legitimate fraud prevention or a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty” can qualify for timely access to DMF data. Others would be required to wait for at least three years beyond the date of an individual’s death. 
The Panel Study of Income Dynamics is a longitudinal study that has followed a representative sample of households (and their children as they form separate households) since 1968. PSID receives support through grants from the National Science Foundation and National Institutes of Health. We rely upon data from the DMF to verify that respondents in the study have died. The longest running national household panel in the world, the PSID is widely recognized as a corner stone of the nation’s social science data infrastructure. More than 3,500 scientific publications have relied on PSID. Reduced access to DMF data could have adverse effects on the quality and timeliness of important research. 
I believe it is important to design the certification program to recognize that data collection efforts conducted under the auspices of federal grants, such as the Panel Study of Income Dynamics, have a “legitimate business purpose” and should have timely access to DMF data. I urge you to establish a certification program that makes it clear that this research is eligible for timely certification as long as it meets the standards for safeguarding the DMF data. 
Sincerely, 
Charles Brown 
Director, Panel Study of Income Dynamics


=======================================================================
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Reed Elsevier 1150 18th St. NW Telephone: 202.857.8253 steven.emmert@reedelsevier.com Inc. Washington, DC 20036 Fax: 202.857.8254 www.reedelsevier.com 
March 11, 2014 
Mr. John Hounsell 
National Technical Information Service 
5301 Shawnee Road 
Alexandria, VA 22312 
Submitted via email to jhounsell@ntis.gov 
RE: Request for Information, National Technical Information Service, U.S. Department of Commerce, Docket Number: [140205103-4103-01] 
Dear Mr. Hounsell: 
On behalf of Reed Elsevier Inc. and LexisNexis I would like to comment on the need for an interim certification program to ensure that there is no disruption in access and use of the Death Master File (DMF) while the certification program is finalized and implemented. Under Section 203(f) of the Act, Section 203 takes effect 90 days after the date of the enactment, December 26, 2013. In the absence of an interim certification process, current users could lose access to updates to the DMF data after March 26. Reed Elsevier and LexisNexis believe that it would be a mistake for NTIS to allow March 26 to pass without implementation of an interim certification program that allows for continued access to updates to the DMF, for existing, qualified users, until such time as a final rule implementing the certification process goes into effect. 
Failure to obtain DMF updates will compromise the effectiveness of many fraud prevention tools currently in the market, placing consumers, businesses, and government agencies and programs at risk of becoming victims of identity theft and fraud. Based upon our clients’ uses of LexisNexis products that incorporate DMF data, we provide below a partial list of examples of programs that will be compromised by the loss of DMF data and provide additional information about the magnitude of potential economic harm. This list is far from exhaustive and it is almost impossible to know the full economic impact that will result from the loss of the DMF data. 
Data from the DMF is a critical tool to prevent state income tax fraud. Information solutions provided by LexisNexis are helping states detect and prevent income tax refund fraud. Data from the DMF is a critical component of the information solutions provided to states to help combat tax fraud. The Georgia Department of Revenue has used LexisNexis information solutions containing data from the DMF along with other data to prevent more than $32 million in identity-based tax fraud losses in 2012 and 2013. Loss of access to the DMF will reduce the effectiveness of this fraud reduction program and will result in greater fraud losses by Georgia taxpayers. The State of Indiana has just instituted a similar program, preventing more than $1 million in identity-based fraud losses in the first month of the program. 
Data from the DMF is a critical tool in the prevention of fraud in credit granting. According to AARP, each year identity thieves use the SSN/identity of deceased people to open 2.5 million credit card accounts, loans or to obtain cell phones and other services. According to a 2013 Identity Fraud Report by Javelin Strategy and Research, the 2 

number of identity fraud incidents increased by one million more consumers over the past year, affecting 5.26% of U.S. adults, and the dollar amount stolen increased to $21 billion. This increase was driven by dramatic jumps in the two most severe fraud types, new account fraud (NAF) and account takeover fraud (ATF). The inability to access critical data from the DMF will further drive up the incidence of fraud and the number of victims in the United States. LexisNexis customers use the DMF to help identify deceased consumers and stop potentially fraudulent transactions. 
Data from the DMF is important in preventing social services fraud. LexisNexis is working with the Florida Department of Children and Families (DCF) to prevent fraud by confirming that beneficiaries are who they say they are before processing their benefit applications. To date, this effort has helped Florida DCF prevent more than $12 million in fraudulent payments including avoiding more than $1.7 million in payments to deceased persons. Data from the DMF is an important component of the information LexisNexis provides to states to help them detect and prevent social services fraud 
Access to DMF data is necessary for life insurance carriers to comply with state laws requiring searches for deceased individuals. Life insurance carriers are required by law in eight states to use the DMF data to search for deceased insureds. The states of Kentucky, Maryland, Alabama, New York, Montana, North Dakota, New Mexico, and Nevada have all passed regulations requiring life insurance carriers to perform regular searches of their in-force policies to determine whether an insured has died. Various additional states have pending legislation to adopt this same requirement in 2014. The inability to perform these searches could put life insurance carriers in jeopardy of being in non-compliance with these state regulations. In addition, many carriers have executed Regulatory Settlement Agreements with state DOIs and Departments of Revenue and are bound by those agreements to conduct similar searches or face sanctions or penalties. 
Eliminating access to the DMF could harm life insurance beneficiaries by delaying or eliminating benefits where the beneficiary is unaware of the existence of a policy. The lack of DMF data could potentially harm beneficiaries—especially those beneficiaries who may be unaware that their loved one even had insurance. Without the DMF data, the insurer can no longer proactively detect the death of an insured and be alerted to reach out to beneficiaries to pay claims, resulting in the delay or even loss of benefits by the beneficiaries. 
Lack of access to the DMF will expose life insurers to increased risk of identity fraud when onboarding new business. According to the Coalition Against Insurance Fraud, insurance fraud costs the industry $80 billion per year—costs which insurers, and ultimately consumers, pay. The inability to detect fraud early in the application process means further increases in life insurance fraud, thereby driving up costs for insurance companies and their consumers. Life insurers must properly verify that the identities of individuals applying for insurance to ensure they are real, and have not been fabricated or stolen from others, including deceased individuals. The loss of DMF data will hamper the ability of insurance companies to verify the ability of insurance companies to verify and validate identities and prevent ID theft and fraud. 
Lack of access to DMF data could impede claim investigations and delay prompt payment to life insurance beneficiaries. Life insurers have a duty to verify the death of an insured before paying a benefit. Life insurers are also governed by state Unfair Claim Settlement Practices Acts, which may assess substantial penalties for failure to promptly pay claims. Lack of access to updated records from the DMF place insurers at increased risk of suit or penalty for failure to promptly pay claims where the death of the insured cannot be readily and independently verified. 3 

Data from the DMF is crucial to scrubbing back-end collections, preventing efforts to collect from deceased individuals. Over 500 LexisNexis customers use our deceased notification service to scrub accounts of deceased consumers out of their regular collections queue. If collection agencies, collection law firms, debt buyers and first part collection departments are not able to identify deceased consumers, phone calls, letters, and legal actions will be directed to the consumer and will end up in the hands of their survivors. 
Data from the DMF is essential for auto and mortgage servicing. Events such as repossessions and foreclosures are normally suspended due to the death of a debtor. Data from the DMF is used to update repossession and foreclosure lists specifically to prevent repossession and foreclosure activity that would otherwise occur and that would potentially stress or distress the next-of-kin. Loss of updated data from the DMF will necessarily result in more families being confronted with repossession and foreclosure efforts than would otherwise occur. With the recent increase in reverse-mortgages for elderly persons, there are more elderly people than ever that have mortgage debt. 
Loss of access to updates of the DMF on March 26, 2014 will result in significant harm to consumers, businesses, and government agencies and programs. While it is difficult to calculate the true magnitude of these losses, losses will become greater with the passage of time and in many instances will not be recouped. Reed Elsevier and LexisNexis urge NTIS to adopt an interim certification process before March 26 in order to minimize these harms. 
Thank you for your attention to these matters. Please contact me if you have any questions. Reed Elsevier and LexisNexis intend to file additional comments on the RFI before the end of the comment period. 
Sincerely, 
Steven M. Emmert 
Senior Director, Government and Industry Affairs 
Reed Elsevier Inc.

=======================================================================
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Computer Services, Inc.
Regulatory Compliance Division
  

Request for Information – Certification for Death Master File

1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest.
Yes. As a provider of fraud prevention assistance software, we access the DMF to verify Social Security numbers and issuance information. We typically update our software on a monthly basis so that our customers verify against the most up-to-date information. This data is used to assist our customers in verifying the identity of a person currently or prior to potentially doing business with them.
2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law.

Our Customer Identification Program, also known as WatchDOG CIP, is software that assists our clients with performing the tasks to help ensure compliance when setting up new customer accounts, as well as maintaining compliance with existing customer accounts. This software was created to keep our customers compliant with the USA PATRIOT Act Section 326, the Fact Act’s Red Flag Rules and the Bank Secrecy Act; ensuring financial institutions verify customer identity, maintain records for the detection of criminal activity and develop an Identity Theft Prevention Program.

3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule.

N/A

4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation.

See #2.

5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty.

N/A

6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail.

A data protection policy exists (IS.CSI.35.07, GLBA Policy) for the organizational protection of data.  Systems and facilities are subject to Policies and Procedures including but not limited to Encryption Standards, Remote and Administrative Access Standards, and Security Authorization Standards and Policies. Staff members are all trained in the handling of confidential data.  In addition, an annual SOC 2 audit is performed by an independent 3rd party.

7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored.
Both internal audit and external audits are performed at regular intervals on our systems, facilities and procedures.
8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such.
These procedures are in place to meet GLBA as well as PCI requirements.
9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person.

1. DMF information is used as part of a check to see if a SSN input by our client was issued to a deceased person to aid our clients in complying with KYC practices.  
1. The SSN data in the DMF is never returned to the end user, just the deceased status is returned of the SSN input. It is not disclosed to a 3rd person or stored on our servers.
1. N/A

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements “similar” to the requirements of section 6103(p)(4) of the IRC.
CSI adheres to an established and documented GLBA and privacy policy in which all employees are trained on annually.  Access to employees handling the DMF is based on least privileged access.

11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to access DMF information.

N/A

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements “similar” to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be “similar” but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information.

N/A

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures?

N/A

14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations.

N/A

15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees?

We would prefer the imposition of a single, presumably larger, fee at the time of certification.

16. In order to become certified to have access to DMF information, how would you prevent disclosure if such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification?

In our case, we prevent disclosure to our clients by returning only an identity verification result to our clients based on information they input. We do not return or store the SSN number searched or specific details within the DMF.

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use.

Yes. All information stated above is required.

18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual’s death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded.

No, we would not find the DMF information useful with any excluded data. 


=======================================================================
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 International Association of 
Jewish Genealogical Societies (IAJGS) 
6052 Hackers Lane Agoura Hills, CA 91301 
818-889-6616 tel 818-991-8400 fax 
www.iajgs.org 
Mr. John W. Hounsell 
Business and Industry Specialist 
Office of Product and Program Management 
National Technical Information Service 
Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
March 17, 2014 
Re: Request for Information: Certification Program for Access to the Death Master File 
Dear Mr. Hounsell: 
Section 203 of the Bi-Partisan Budget Act (2013) directed the Secretary of Commerce to establish a certification program under which persons may obtain immediate access to the publicly available Death Master File (DMF). The National Technical Information Service (NTIS), an agency of the US Department of Commerce, requested comments on the establishment and implementation of a certification program for access to the DMF. The International Association of Jewish Genealogical Societies (IAJGS) is a stakeholder and therefore, this statement is accordingly submitted. 
The three-year restriction to public access to the DMF/Social Security Death Index (SSDI) imposed by the Bi-Partisan Budget Act places an onerous and costly burden on government agencies, the military, courts, and other public entities that rely upon professional genealogists, working under contract, to perform vital research in the public interest. During the NTIS hearing on March 3rd, many people who testified—not only those representing the genealogical community—mentioned the potential adverse financial implications for their industries –all adverse effects on US commerce. 
The IAJGS is concerned about the cost of the certification process that the Secretary may impose on individual practitioners of genealogy. We request that the fees be reasonable IAJGS Statement on DMF Page 2 March 17, 2014 

and take into consideration that genealogists are essentially solo practitioners. Accommodation in the fee schedule should be recognized for small businesses versus large corporations. 
Genealogists are generally solo practitioners, many of whom work out of their homes. We understand the need for strict security measures, but most homes do not have the same accoutrements for security that an office may have. We request that the Secretary consider the differences between those working in their homes rather than in large corporations. 
IAJGS requests that the Secretary take into consideration the differences in security measures required for those who are working with living persons’ Social Security Numbers (SSN’s) and those who work only with deceased persons’ SSNs (DMF). Genealogists work with the DMF, not the SSNs of the living. IAJGS is concerned that potential security audits may result in the failure to meet the same standards imposed on large businesses. 
The genealogical community condemns identity theft whether it is perpetrated against the living or the dead. Data breaches in business, government and medical arenas are the cause of identity theft, not genealogists.1 There has been, and continues to be dialogue, that the scourge of identity theft is perpetrated on the deceased. However, the most recent Treasury Inspector General for Tax Administration (TIGTA) report, dated September 20, 2013 and released on November 7, 2013 definitively shows that only two percent of the potential fraud on submitted 2011 tax returns were perpetrated on the deceased—meaning 98 percent of the potential fraud was perpetrated on the living.2 Restricting access to the Death Master File or its commercial version known as the Social Security Death Index (SSDI) will not reduce identity theft on the living. As recently as March 12, 2014, the US Department of Justice announced that US Attorney General Holder was a victim of identity theft. His personal information was taken from a public website, along with other individuals.3 The TIGTA report includes a chart showing the 2% vs. 98% variance and is attached to this statement. 
The increasing problem of identity theft continues to be a major concern of Congress—rightfully so. The Congressional efforts to reduce, if not eliminate, this scourge on the American public is applauded by the genealogical community. No words can adequately express the grief of parents who have discovered that their deceased child’s Social Security Number has been stolen and misused—it is for the parents going through the indescribable grief all over again. The Death Master File, if used appropriately, is a deterrent to identity theft—as stated on the NTIS’s own website.4 
The Social Security Death Index was developed specifically to assist in deterring fraud and assisting organizations in determining that they are providing their service to the correct individual. It is ironic that a system that is used to prevent identity theft (by permitting employers, financial organizations, insurance companies, pension funds, and others the ability to check names against those deceased as reported on the Death Master File), (http://www.ntis.gov/products/ssa-dmf/) is now considered to be—inappropriately—an instrument of identity theft. 
IAJGS also requests that the Secretary continue public access during the three-year embargo for the other data elements on the DMF—name, date of birth, date of death, state where SSN was obtained, state, county, city where last check was mailed, continue with full public access while the SSN be “hidden” from those who are not certified for immediate access. IAJGS Statement on DMF Page 3 March 17, 2014 

You may ask why genealogists require the SSNs of deceased individuals. Genealogists need access to the DMF because it is the only national database of deceased individuals. Although death records are kept by each state, in many states those death records are unnecessarily closed for fifty or more years. We now live in a very mobile society and people often live and die in a different state than where they were born. Access to the DMF provides the name of the deceased, date of birth, date of death, city, county, state and ZIP code where last Social Security check was mailed, and state in which the social security number was issued which provides the necessary information to obtain a death certificate and/or obituary for the individual. The obituary provides information on living relatives which is necessary for much of the forensic work. These combined facts help researchers identify if it is the death record for the same individual they are researching, which is necessary when researching people with common names. 
According to a study by Global Industry Analysts, which was reported by the Voice of America, there are more than 80 million professional and amateur genealogists around the world.5 We are asking the exception for only several thousand. Where there is a governmental need for professional genealogists serving as federal, state or local government contractors or for genealogists working with law firms to, but not limited to: 
a. Assisting the Department of Defense locate heirs for the repatriation of remains from 
previous wars. 
b. Assisting county coroners in the identification of unclaimed persons. 
c. Working with attorneys in locating missing and unknown heirs involving estates, trusts, 
real estate quiet title actions, oil and gas and mineral rights, and other similar needs. 
d. Tracing and tracking heritable medical conditions where finding distant cousins can 
facilitate early treatment and possibly preventing a premature death. 
e. Repatriating stolen art and artifacts. 
f. Identifying Native American blood quantum to determine eligibility for tribal benefits. 
And, 
g. Other entities, individual and organizations that the Secretary deems appropriate. 
Individuals who have been certified by the Board for Certification of Genealogists (BCG) and/or accredited by the International Commission for the Accreditation of Genealogists (ICAP-GEN),—both with rigorous standards and codes of conduct, fellows of the American Society of Genealogists (ASG), and members of the Association of Professional Genealogists (APG) who are heir researchers and forensic researchers who do client work that qualifies in one of the above-mentioned categories should be considered as having a “legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty” and therefore, should be granted access to the information contained in the Social Security Administration’s Death Master File pursuant to the regulations specified by the Department of Commerce. 
The categories listed above were selected after much discussion within the genealogical community through the Records Preservation and Access Committee (RPAC). IAJGS is a sponsoring member of RPAC.6 IAJGS Statement on DMF Page 4 March 17, 2014 

A brief reason for each of the categories: 
Department of Defense Repatriation of Remains 
There are literally tens of thousands of United States Veterans’ remains left unclaimed throughout the Nation. Sometimes decades pass while these remains are waiting to be 
identified as Veterans and given a proper military burial. Genealogists work with the military 
to locate relatives of soldiers who are still unaccounted for from past conflicts. By finding relatives, the military can identify soldiers using DNA, and notify the next of kin so the family can make burial decisions. While using DNA, the genealogists also need SSNs to help assure they are finding the correct person’s family.7 
Identification of Unclaimed Persons 
Some people are going to their graves with no family to claim them. Medical examiners and coroners' offices—frequently overstretched with burgeoning caseloads—need help in finding next of kin of the deceased. The deceased persons’ identities are known; it’s their next of kin that are unknown in these cases. 
Over 400 genealogists are now offering their volunteer services to help locate the next of kin for unclaimed bodies. The identities of these people are known, but the government agencies are not always able to find the families, so they are literally unclaimed. It is a national problem with which coroners must cope.8 
Land Titles for Mineral, Oil and Gas Deposits 
Virtually every state in our nation has some mineral, oil or gas deposits. When rights to these deposits have to be determined for estates it is critical to assure that the correct persons are found. The SSDI assists in determining the death of an heir and pointing contracting research genealogists to the needed obituary and cemetery information to identify next-of-kin and other potential heirs. Disputes regarding land title, mineral, gas and oil claims constitute a significant portion of the litigation in the United States. 
Settlement of Estates 
Some genealogists specialize in heir research, to assist law firms and family members determine legitimate heirs in inheritance issues, whether it be proper adjudication of wills, trusts and other inheritable documents. 
Tracing and Tracking Heritable Medical Conditions 
Genealogists use SSNs to appropriately identify records of people when tracing family medical history, especially if the person has a common name: Sara Cohen, Tom Jones, Jose Martinez, Mary Smith etc. The SSDI is one of the tools that helps confirm we have the correct “Tom Jones”. During the House Committee on Ways and Means, Subcommittee on Social Security hearing on February 2, 2012, Stuart Pratt, Chief Executive Officer of the Consumer Data Industry Association (CDIA), testified that CDIA had conducted a study and found some people with common names, i.e. Smith, also had the same last four digits on their Social Security number, validating why access to the complete Social Security number is necessary.9 IAJGS Statement on DMF Page 5 March 17, 2014 

Genealogists assist medical researchers, epidemiologists and pathologists in tracing family medical problems that are passed on from generation to generation. Information included in birth, marriage, and death records is critical to reconstructing families and tracing genetically inherited attributes in current family members. The SSN is essential to correlate vital record data with medical research cohorts to make certain that one is researching the correct person. Medical researchers often need to know how long their subjects live (ergo, their date of death); the DMF becomes relevant in longitudinal studies of large test populations. Increasing numbers of physicians are requesting that their patients provide a “medical family tree” in order to more quickly identify conditions common within the family. Information on three generations is the suggested minimum. The US Surgeon General includes preparing a family medical history as part of the American Family Health Initiative.10 
There are many genetically inherited diseases, but for the purposes of this statement, we will mention the BRCAI and BRCA2 genes’ mutations and breast and ovarian cancer. The following information is from the National Cancer Institute:11 
“A woman's risk of developing breast and/or ovarian cancer is greatly increased if she inherits a deleterious (harmful) BRCA1 or BRCA2 mutation. Men with these mutations also have an increased risk of breast cancer. Both men and women who have harmful BRCA1 or BRCA2 mutations may be at increased risk of other cancers. The likelihood that a breast and/or ovarian cancer is associated with a harmful mutation in BRCA1 or BRCA2 is highest in families with a history of multiple cases of breast cancer, cases of both breast and ovarian cancer, one or more family members with two primary cancers (original tumors that develop at different sites in the body), or an Ashkenazi (Central and Eastern European) Jewish background. 
Regardless, women who have a relative with a harmful BRCA1 or BRCA2 mutation and women who appear to be at increased risk of breast and/or ovarian cancer because of their family history (emphasis added) should consider genetic counseling to learn more about their potential risks and about BRCA1 and BRCA2 genetic tests. 
The likelihood of a harmful mutation in BRCA1 or BRCA2 is increased with certain familial patterns of cancer (emphasis added). These patterns include the following: 
For women of Ashkenazi Jewish descent: 
• any first-degree relative diagnosed with breast or ovarian cancer; and 
• two second-degree relatives on the same side of the family 
diagnosed with breast or ovarian cancer.” 
This form of breast cancer is something not unique to Ashkenazi Jews, as studies have demonstrated that this has also been found in the Hispanic communities in New Mexico and Colorado--who did not know they were descended from Sephardic Jews who had hidden their Jewish identity to survive the Inquisition in the 15th century. This is described in Jon Entine’s Abraham’s Children: Race, Identity and the DNA of the Chosen People, by the Smithsonian in their article, The Secret Jews of San Luis Valley, and The Wandering Gene and the Indian Princess: Race, Religion, and DNA.12 IAJGS Statement on DMF Page 6 March 17, 2014 

People who have had members of their families diagnosed with breast cancer need to know whether past family members may have also died from this disease, in order to determine if it is inherited. Both current and future generations need to have this information in order to make decisions about whether to prophylactically remove both breasts and ovaries (which can mean the difference between early detection and treatment versus possible early death). This is something both men and women need to be able to research--as either can be carrying the gene mutation. The SSDI is a critical tool in assuring researchers that the records they have located on possible ancestors are indeed the correct persons, especially when they have a common name. We use this as only one example of inherited diseases that require the ability to research ancestry using a SSN—regardless of ethnicity. 
Repatriation of Stolen Art 
Sixty-nine years after the end of World War II, we are still reading about looted art that is now being litigated to be returned to the rightful owners and their heirs. Again, this is an active business for some genealogists who specialize in determining that the heirs of those whose art was stolen belongs to them and should be returned. World War II is only one example—there are others but the concept is identical. 
Identifying Native American Blood Quantum to Determine Eligibility for Tribal Benefits 
Genealogists are involved with helping both Native American tribes and individuals who are claiming their Native American heritage to determine eligibility for tribal benefits. 
Genealogy is a Profession, Not “Just” a Hobby 
Genealogy is not “only” a hobby, but a recognized profession with professional forensic genealogists and some genealogists are already certified or accredited genealogists by national genealogical certification organizations. Forensic genealogists are specialists within the genealogical family. They are “finding the right people for the right reasons”. They research people over long periods of time. They understand “standards of proof” to document everything that is required to “prove” they found the “right” person. This is both negative and positive proof--documents that prove or disprove the person is the one they are looking for.13 “Accuracy is fundamental to genealogical research...they apply to all genealogical research”.14 These standards of proof are essential for all genealogists but are the “bible” for the professional genealogist to whom we are seeking certification by the Secretary of Commerce. 
Professional genealogists have legitimate professional and life-saving reasons to have immediate access to the DMF/SSDI; and for the reasons stated above, IAJGS respectfully encourages the Secretary of Commerce to certify these select categories of genealogists for immediate access to the Death Master File/Social Security Death Index. 
On behalf of the International Association of Jewish Genealogical Societies, we appreciate the opportunity to submit our comments, and for the occasion to bring to the Secretary of Commerce’s attention to the many services the genealogy community performs for local, state and federal government offices. We look forward to working with the Department of Commerce to find an accommodation that provides the aforementioned categories of genealogists with immediate access to the SSDI. IAJGS Statement on DMF Page 7 March 17, 2014 

The International Association of Jewish Genealogical Societies is the umbrella organization of 74 genealogical societies and Jewish historical societies worldwide whose approximately 10,000 members are actively researching their Jewish roots. We want to ensure that our members will be allowed continued and maximum access to the DMF/SSDI. The IAJGS was formed in 1988 to provide a common voice for issues of significance to its members and to advance our genealogical avocation. One of our primary objectives is to promote public access to genealogically relevant records. In 2014, we are holding our 34th consecutive annual International Conference on Jewish Genealogy (www.iajgs.org) 
Respectfully submitted, 
Jan Meisels Allen 
Chairperson, IAJGS Public Records Access Monitoring Committee 
(I may be reached at: jan@iajgs.org) 
Attachment 
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March 15, 2014
Sent via Email to jhounsell@ntis.gov 
National Technical Information Service
U.S. Department of Commerce
5301 Shawnee Road
Alexandria, VA  22312

We are proud to present the Department of Commerce, NIST, and NTIS with our response to their request for information regarding the Certification Program for Access to the SSDMF and the impact of Section 203(b)(2) of the Bipartisan Budget Act of 2013. 
Our company acts as an agent for over 3,000 clients across the country processing approximately 130,000,000 records every month against the “Death Master File” to prevent fraud, satisfy federal and state regulations, and stop over-payments. These records include pension participants, policy holders, trustees, 401K participants, and debt holders. Our customers rely on PBI's expertise and long-term experience to satisfy their fiduciary and contractual obligations. PBI has been utilizing the SSDMF since 1980 and built systems and applications that identify deaths for our customers around the country. From the beginning the SSDMF has been our largest, most accurate and timely source of death information. Our customers range from small union pensions to large Fortune 500 organizations. As an agent of these organizations our company has contracts in place with our customers to provide the best data available to prevent fraud and maintain financial stability and strength. This Act, which curtails access to the SSDMF for companies like ours, would result in substantial overpayments, greater exposure to fraud, and a huge financial fallout that many of our clients could not recover from easily, if at all.
Our company serves as an affordable, secure, and effective agent for clients in preventing fraud and millions of dollars in overpayments every month. Our company’s longevity in the industry, commitment to security, and technological expertise make complying with existing laws, regulations, and rules possible for thousands of our valued customers.
As a trusted agent for our clients PBI adheres to the same laws, regulations, and rules that govern them. These include Employee Retirement Income Security Act (ERISA) 29 U.S.C. §1104 (a)(1)(B), §1104 (a)(1)(A), HIPPA laws, HUD 4330.1, 13.33 at the Federal level. Furthermore, in the last two years state legislatures have been passing laws that compel Life Insurers to proactively sweep their policyholders’ data against the SSDMF or other service similar to ours. These laws have resulted in over $175,000,000 in benefits being paid out to beneficiaries that would otherwise have gone unclaimed. As a trusted agent for many of these organizations our company had the experience and technical abilities to provide these matching services that made it possible to deliver benefits to those entitled. The vast majority of these positive matches were a direct result of the SSDMF. These regulations require companies to utilize “fuzzy logic” algorithms. For some Life Insurers, to consider developing these algorithms internally, purchasing the SSDMF, and the relative cost of human capital make hiring a Third Party Vendor like us the prudent financial option. Below are the current laws, regulations, and rules passed or proposed by State Governments or governing bodies:
State of New York Insurance Regulation 200 “Unclaimed Life Insurance Benefits and Policy Identification” NY Ins. Law § 3240
Kentucky Rev. Code § 304.15-420 - KY BR 487, HB 135 
Florida’s Department of Financial Services (DFS administrative declaratory ruling on Fla. Stat. §§ 717.101, 717.117, 717.102(2), 627
Maryland Statute §16–118 -MD 
Montana Code Ann. § 70-8-801
New Mexico Stat. § 59A-16-7.1.
Alabama Code § 27-15-53
Vermont Stat. tit 27, § 1244a
Nevada AB 226
North Dakota Cent. Code, 26.1-55-02.
National Conference of Insurance Legislators (NCOIL) Model Unclaimed Life Insurance Benefits Act
Massachusetts HB 20
Rhode Island HB 7031
Pennsylvania HB 1937
Indiana SB 220
Oklahoma HB 3287
Mississippi HB 549
Georgia HB 920
Tennessee HB 2427, SB 2516
Iowa HF 2333
Louisiana HB 411

We have developed extensive Policies and Procedures to maintain the confidentiality, security, and appropriate use of the SSDMF information. All data at rest, including our databases are secured using the highest level of enterprise encryption. We utilize secure methods for file transfers and ensure sensitive data is never exposed. In keeping with our security Policies and Procedures, we perform internal security audits of systems and facilities, risk reviews with external consultants, and engage external audits of our data security procedures/safeguards.  Additionally, our clients regularly perform reviews of our data security, including on-site security evaluations/audits of our Policies and Procedures, as well as physical and logical security safeguards.
We have implemented an End-User Certification/Authorization process requiring all customers with access to SSDMF data to indicate their fraud prevention, legal requirement, or fiduciary duty and acceptable use of the SSDMF data. 
We voluntarily subject ourselves to system, facility, and procedure audits; however, this also becomes a requirement placed upon us by our clients who demand robust data security and are subject to laws including Sarbanes-Oxley, GLBA, HIPAA and HITECH. We would be willing to respond to all audit requests from NTIS or the Department of Commerce regarding our use, or our customers’ use of SSDMF data.  Our internal audit and risk assessment process monitors customer transactions and requires a re-certification that the searches were performed in accordance with our End User License Agreement as well as testament that the data was used for the sole purpose stated in their End-User agreement and was not used for any other purpose. Only clients with a legitimate business use for the data are permitted access. In order for an additional user to have access to our death database they must have management approval and will be assigned an individual user name and password.  
To the extent possible, given the obvious differences between tax return and SSDMF data,  our systems and facilities are secured in a manner “similar” and in the spirit of IRC 6103(p)(4).  Specifically, our systems and facilities are similar to IRC 6103(p)(4)(A-E) in that we log all requests and disclosures of SSDMF information, restrict access to systems and SSDMF data, physically secure data, and safeguard the confidentiality of data.  Subsection (F) does not appear to apply given that continual access to SSDMF data is necessary to facilitate ongoing reporting to our clients.  It is difficult to project a preference without knowing the fees.  But at minimum we would request an annual re-certification.
We would ask the Department of Commerce to allow uninterrupted access to the current elements provided by the SSDMF (SSN, Name, DOB, DOD) are vital and must continue to be released to certified users. All of that information is essential for our clients to positively identify a deceased individual to eliminate overpayments, prevent fraud, maintain current payment of benefits, and start the claims process to locate potential beneficiaries. Without these data points the amount of false positives would make the information useless and lead to additional fraudulent activities.
To put this into perspective; if the SSA itself could not use the DMF to stop payments to deceased retirees receiving monthly SSA checks, we estimate that overpayments would grow at a rate of more than $100 Million per month.  Within 3 months, total overpayments would amount to more than $500 Million, would reach $7.8 Billion in 1 year, and would reach $66 Billion within 3 years.   This excludes the additional payments that SSA makes for its Disability program, Pensions for Military and Postal Employees, and other Federal benefit programs such as Medicare and the PBGC.  
The public DMF has identified over 91,000 deceased individuals over the age of 65 during the month of January.  SSA’s own estimates state that “Nine out of ten individuals age 65 and older receive Social Security benefits”[footnoteRef:1].  If SSA was unable to utilize its own DMF to stop payments to these deceased retirees, SSA would make roughly $106 Million in overpayments in February[footnoteRef:2].  This number would grow by $106 Million each month so that by January 2015, SSA would be making $1.3 Billion dollars in overpayment each month; within 3 years, this would reach $3.8 Billion dollars in overpayments every single month.  [1:   “Social Security Basic Facts “ http://www.ssa.gov/pressoffice/basicfact.htm]  [2:  “SSI Monthly Statistics, January 2014” http://www.ssa.gov/policy/docs/statcomps/ssi_monthly/2014-01/index.html] 

These same effects will ripple through every State employee retirement system, private pension fund, and insurance company in the U.S. if these organizations or agents acting on behalf of these organizations are denied access to SSDMF data.  While quantifying the total effect would be impossible, it is nonetheless easy to see that it would be devastating to our economy and our already underfunded/bankrupt pension systems.
We would like to thank the Department of Commerce, NTIS and NIST for the opportunity to submit our response to their request for information. We ask that they allow unfettered access to the SSDMF while the certification process is determined and request that a “notional” certification is granted in the interim. It is critical to our continued performance of these vital services that we experience uninterrupted access to DMF information both while the certification program is being developed and while certification applications are pending.  One week of missed data will lead to millions of dollars in overpayments and a far greater potential for fraudulent activity. We look forward to working with the Department of Commerce in this matter.

Sincerely,
Sue McDonald
President 
Pension Benefit Information, Inc.


=======================================================================


Dlvlslon of Health Care Finance
Landon State Office Building
900 SW Jackson Street, Room 900-N
Topeka. KS 66612
March 17, 2014
National Technical Information Service
U.S. Department of Commerce
Attn: John Hounsell
5301 Shawnee Road
Alexandria, VA 22312
Departmcnt of Health &. Environment
Phone 785·296·3981
Fax: 785-296-4813
\vvvw. kdheks ,govfhcff

Re: Certification Program for Access to the Death Master File Request for Information
Submitted via electronic mail to jhounsell@ntis.gov

"Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described  in the Act? If so, explain in detail the basis of that interest."

Yes, the Medicaid State Agency is required to conduct Federal Database checks pursuant to 42 CFR 455.436 "The State Medicaid Agency must do all of the following: (a) Confirm the identity and determine the exclusion status of providers and any person with an ownership or control interest or who is an agent or managing employee of the provider through routine checks of Federal databases. (b) Check the Social Security Administration's Death Master File, the National Plan and Provider Enumeration System (NPPES), the List of Excluded Individuals/Entities (LElE), the Excluded Parties List System (EPLS), and any such other databases as the Secretary may prescribe". The Medicaid State Agency contracts with a fiscal agent to perform this  function when processing enrollments and re-enrollments for the fee-for-service program. The MedicaidState Agency contracts with Managed Care Organizations (MCOs) to perform this function when credentialing providers for the managed care program. Therefore, when establishing the types of entities or organizations that would be eligible for certification to access the Death Master File Information please ensure Medicaid State Agencies, Fiscal Agents, and MCOs are included.

"If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals?"

Yes, in order to be compliant with 42 CFR 455.436 the name, social security account number, date of birth, and date of death must be utilized to ensure the identity is properly confirmed and the exclusion status is appropriately determined.

Sincerely,
Krista Engel
Fraud / Utilization Review Manager
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Berwyn Group Business Process Background and Personally Identifiable Information 
The Berwyn Group is the industry leader in mortality verification and locator services and currently works with over 3,000 clients organizations ranging in size and scope.These include: insurance companies, private and public pension funds and 401(k) plans, the financial services and securities industries, and other organizations that have an interest in knowing the mortality of there pensioners, insureds, clients, etc. The Berwyn Groups specific expertise is in the performing death audits using our prorietary application and well developed matching algorithm. This has enabled us to provide highly accurate matches which reduces the the amout of false positives and significantly reduce ‘back end’ research time for our customers. 
Berwyn Group‘s operations is governed by use, non-disclosure and privacy obligations, as well as other terms and provisions of the Gramm-Leach-Bliley Act (GLB) (15 U.S.C. § 6801 et seq.), and by the Federal Fair Credit Reporting Act (FFCRA), (15 U.S.C. § 1681 et seq. The Non-Public Personal Information (NPPI) provided by Berwyn Group to its Customer is also governed the above regulations. Agreements underscoring the following must be in place prior to providing any service: 

• Berwyn Group and the Customer (organization that requests the service) will not use any Non-Public Personal Information, regardless of the source of the Data, for any purpose other than communication with its Pensioners, Vested Participants and Beneficiaries, recordkeeping, and record maintenance, 

• Will not sell, sublicense, or resell Non-Public Personal Information to any third party, 

• Will not use the Non-Public Personal Information for any unlawful purpose, 

• Will not use the Non-Public Personal Information for any purpose other than its own internal purposes, 

• Will not use the Non-Public Personal Information to identify or solicit potential customers for its products, or 

• Will not use Non-Public Personal Information for any purpose that would violate the privacy obligation policy and any other terms and provisions of the GLBA, and by the FFCRA. 

Berwyn Group’s relationships form a chain from the federal government, through our data vendors to us and then to our customers. Everyone within the chain has responsibilities as it relates to the protection of NPPI information. Berwyn Group’s customers provide employee/pensioner/retiree/policy holder data is NPPI and requires the same safeguards as the data information Berwyn Group’s analytical results return. 
Therefore, Berwyn Group, its data vendors as well as most of our customers have a credentialing process which includes completing paperwork and supplying supporting documentation to demonstrates a permissible use and purpose for the data; and that each party ‘s operations and systems comply with the intent of the regulations. Our data sources as well as our customers have their own internal procedures whereby they attempt to validate our attestations 23215 Commerce Park Dr, Suite 215; Beachwood, OH 44122-5843 Tel: (216)765-8818 Fax: (216)765-8827 Email: felix@berwyngroup.com Website: www.berwyngroup.com All Trade Mark, Trade Name, Service Mark, and Logo referenced herein belong to The Berwyn Group, Inc. 

for compliance with security and privacy protocols. This includes an onsite visit to validate our business legitimacy and audit of all operation processes for security and privacy controls. 
As our data sources and customers are regulated by laws (such as GLBA, FCRA, DPPA -Driver’s Privacy Protection Act, SOX -Sarbanes-Oxley Act, and Patriot’s Act) the requirements for protection of NPPI is mission critical. The paperwork and documentation that we are required to complete or provide include the following (depending on the party): 

1. Copy of our Agreement with end-user – i.e. service agreement/application that Berwyn Customers must complete before service can begin 

2. Completed master Service agreements that are comprehensive 

3. Authentication process used to validate that Berwyn Group’s end-user company is active and in good standing (e.g. business license) 

4. Completed security and privacy risk assessment to their IT risk management team 

5. Annual SOC 2 audit report – an external auditor’s validation of security and privacy risk controls in place that have been tested 

6. Signed certification forms to confirm that Berwyn Group has controls in place for security and privacy of non-public information. 

7. Name (s) of individuals from Berwyn Group who will be the Systems Administrator responsible for passwords, User ID etc. 

8. Respond to random audits with appropriate documentation and logs to demonstrate that information provided is used for permissible purpose under GLBA. 

As part of the process we must agree to the following policies and procedures: 

1. We must conduct Privacy and Security Awareness Training and Testing, at minimum annually. 

We must support right to audit all of our files as they relate to searches that we have made on behalf of our customers and that data resides in a secured environment– should an audit be requested. 

2. We must certify that Berwyn Group’s customers also have permissible use and purpose to data vendor. We do this by asking our customers to attest, in writing, that they will meet all the obligations under GLBA and FCRA. In addition, we will only do business with corporations and pension funds, etc. that have permissible use and purpose for the services that we provide and we will not do business with the public at large. 

3. We maintain a log of these certifications that can be audited at any time. 

4. We match any new customer against a ‘Watch List’ provided by our vendor to thwart organizations that have failed permissible use/purpose requirements from using us as a way into this data. 

5. We must match all new applicants against the OFAC - SDN list. 

6. We must maintain a log of customers and the searches conducted on their behalf. 

As noted above, The Berwyn Group is subject to various certifications and security assessment processes as a result our handling Personal and Private Information (PPI) for our customers that 23215 Commerce Park Dr, Suite 215; Beachwood, OH 44122-5843 Tel: (216)765-8818 Fax: (216)765-8827 Email: felix@berwyngroup.com Website: www.berwyngroup.com All Trade Mark, Trade Name, Service Mark, and Logo referenced herein belong to The Berwyn Group, Inc. 
is subject to federal regulations related to the protection and use of PPI information. Based on the usual steps that comprise the process we are subject to, please find requirements Berwyn group proposes for the DMF certification. 
Proposed Certification Requirements 

• Application for Certification In general we must apply for access to, or use of, PPI data from our various data vendors and state agencies from which we receive PPI data. In this application we normally state the permissible purpose and use of the data and how our access and use complies with the various state and federal regulations. 

• Security Questionnaire Most all of our major clients require us to complete a security risk assessment which is designed to demonstrate how our systems, facilities and security procedures safeguard their PPI data. Most of these organizations demand that we are SOC 2 compliant. The Service Organization Control (SOC) 2 Report is an audit to test the effectiveness of the security, process integrity, confidentiality, and privacy controls of an organization. 

• Application and Security Questionnaire Review Process This would be a unit internal to the NTIS tasked with the responsibility to review and make determinations as to the certification status of applicants 

• Site Audits It would be advisable to conduct an onsite audit of all applicants. This function could be outsourced to firms local to the applicant’s location to validate basic application attestations and to determine business viability/veracity. 

• Notification of Approval or Rejection A process by which the applicant is notified as to final status of audit and review. 

• Certification Agreement Final Agreement and Certification document which contains all the responsibilities to which applicant must comply. 

• Appeals Process 

Self-Explanatory 

• Renewal or Termination Process Self-Explanatory 

• Recordkeeping NTIS should have a robust recordkeeping system by which it can demonstrate the ‘due diligence’ of its efforts in complying with the statute. Clients of NTIS should also maintain records to demonstrate that that are using the data for permissible purposes and in compliance with the regulations. 

• Customer Services Self-Explanatory 
23215 Commerce Park Dr, Suite 215; Beachwood, OH 44122-5843 Tel: (216)765-8818 Fax: (216)765-8827 Email: felix@berwyngroup.com Website: www.berwyngroup.com All Trade Mark, Trade Name, Service Mark, and Logo referenced herein belong to The Berwyn Group, Inc.
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Corporate Offices Operations Center 
Keane Responses to Certification for Access to DMF File 
1001 Avenue of the Americas 640 Freedom Business Center 
March 18, 2014 

1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the act? If so, please explain in detail the basis of that interest. 

14th Floor New York, NY 10018 6th Floor King of Prussia, PA 19406 
P. 1.866.421.6800 F. 212.764.1424 www.KeaneUP.com P. 1.800.848.8896 F. 610.232.0799 
Keane as a service provider does not have a particular fraud prevention interest. However, the clients to whom we provide services, which include broker/dealers, mutual funds, insurance carriers, banks and public corporations across a broad spectrum of industries, do have legitimate fraud prevention interests and obligations. 
One example is Securities and Exchange Rule 17a-3 which specifies that every member of a national securities exchange shall make and keep current any books and records related to their business. This would include verification of account owner identity. Based on the scope of services Keane provides for our clients, access to the DMF to ascertain life status information in a contemporary fashion would be pivotal in keeping securityholders’ records current. 

2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law. 

Keane utilizes the DMF for a variety of legitimate business purposes pursuant to law or regulation in support of our clients’ fiduciary compliance responsibilities. Specific examples outlined below include, but are not limited to: 
Since it was adopted, SEC Rule 17Ad-17 has governed the manner in which corporate transfer agents, mutual funds, broker dealers and other paying agents must handle lost shareholders. These requirements, which include two mandated electronic database searches for lost shareholders, were recently extended into the broker/dealer community as well. As part of the SEC Rule 17Ad-17 compliance, deceased securityholders need to be identified up front as an exempt class from the searches mandated by the regulation. Keane utilizes the DMF to identify these deceased securityholders. 2 | P a g e 

Many of Keane’s insurance industry customers are now engaged in, or have been presented with the option of a Global Resolution Agreement and/or Regulatory Settlement Agreement. Please see attached agreements. 
Global Resolution Agreement.pdfRegulatory Settlement Agreement.pdf 
As required within these agreements, carriers are obligated to conduct searches against the DMF to identify deceased policyholders, confirm death, and seek out beneficiaries if benefits are due. Further, eight states have introduced legislation since January 1, 2014 requiring regular comparisons of the DMF either quarterly or semi-annually to ensure payment of benefits in a timely fashion. Nine states have already passed similar legislation since 2012 – Alabama, Kentucky, Maryland, Montana, Nevada, New Mexico, New York, North Dakota and Vermont. 
All of the 50 states and 5 U.S. territories have unclaimed property statutes on their books impacting intangible personal assets in particular. Recently, several states also have embraced specific unclaimed property enforcement efforts regarding the distribution of IRA proceeds in the wake of an owner’s death. Oregon recently added this feature to its unclaimed property regulations (Oregon Regulation Number 35338 2013) indicating that death of an IRA owner would trigger the dormancy period for escheatment. The DMF therefore is a critical resource for Keane and its IRA searches for clients to identify deceased accountholders and determine proper state escheatment procedures. 
More generally, a growing trend in the securities arena is the shift towards utilizing customer generated activity as the standard trigger for dormancy and escheatment. Death of an owner is becoming a key indicator in unclaimed property audit contexts. In order for Keane to help its clients identify and update investor records with accurate life status, the DMF is critical in identifying any deceased owners. 

3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule. 

Please refer to our response in Question #2. 

4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation. 

Please refer to our response in Question #2. 3 | P a g e 

5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty. 

Please refer to our response in Question #2. 

6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 

Keane recognizes information security as a critical function necessary to the success of our business and to building trust with our clients and partners. Our information security program consists of combinations of policies, technical controls, and audit activities that aim to prevent unauthorized access and protect the confidentiality, integrity and availability of both client and corporate data. Our information security program references the ISO/IEC 27001 standard as a guiding framework and incorporates policies including, but not limited to: 

 Asset Management 

 Human Resources 

 Physical and Environmental Security 

 Vendor Management 

 Change Management 

 Network Security 

 Data Handling 

 Log Monitoring 

 Technical Controls to determine access on a “Need to Know” basis 

 Business Continuity 


7. If you have systems, facilities and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities and procedures are audited, inspected or monitored? 

Keane’s systems, facilities and procedures are routinely inspected through an annual SSAE 16 audit and/or by client review. 

8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such. 

Keane employs secure systems, facilities and procedures both voluntarily and by contract to ensure the security and integrity of our clients’ data. 

9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been 
4 | P a g e 

disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person. 

Keane systems, facilities, and information security procedures are audited, inspected and monitored on a regular basis. Keane will safeguard the DMF information with the same level of security we provide for all sensitive client data. 
We would suggest that certified users be granted access to a central repository to confirm verification of third parties’ DMF certification. A third party would need to provide written assurance that they are DMF certified or have met DMF certification requirements to receive DMF information. While our clients routinely conduct security reviews to measure our information security protocols, the detail of those reviews do not reveal how the information was used by us, whether such information had been disclosed to a third person, and how such information, if disclosed to a third person, was used by that person or was further disclosed by that person to a fourth person. 

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements “similar” to the requirements of section 6103(p)(4) of the IRC. 

Our systems, facilities, and procedures meet or exceed the requirements of section 6103(p)(4) of the IRC. 

11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities and procedures in place in order to become certified to access DMF information 

N/A 

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience to maintain the confidentiality, security and appropriate use of such information, pursuant to requirements “similar” to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems and experience might be “similar” but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 

Please refer to our response in Question #10. 

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures? 

We would expect to see systems, facilities, and procedures that safeguard DMF information to include the following controls: the governance of information security through policies; procedures and regular audits; asset management; technical security and monitoring controls in systems and networks; access controls that enforce least privileged access and 5 | P a g e 

encryption in networks, systems, applications, and data; secure software development of applications processing DMF information; and physical and environmental security for computer facilities. 

14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations. 

Various aspects of the Gramm-Leach-Bliley Act (GLB) govern the collection and disclosure of customers’ personal information by financial institutions, and a number of state privacy rules governing the safeguarding of non-public personal information. 
In particular, in 2010, Massachusetts passed 201 CMR 17.00 which established standards to be met in connection with the safeguarding of personal information contained in both paper and electronic records. The objective of this regulation was to ensure the security and confidentiality of customer information in a manner fully consistent with industry standards. The provisions of this regulation apply to all persons that own or license personal information about a resident of the Commonwealth. Massachusetts law is considered one of the most stringent information security laws in the United States. 
Keane has gone great lengths to comply with state and federal laws regulating the security of information and many policies have been implemented for this purpose. Keane’s Comprehensive Information Security Program outlines those policies which include: 

 Data Breach Notification Policy 

 Background Verification Policy 

 Acceptable Use Policy 

 Physical Access and Security Policy 

 Clean Desk and Clear Screen Policy 

 Change Control Policy 

 Access Control Policy 

 Password Policy 

 User Access Review Policy 

 Removable Media Policy 

Keane uses the ISO 27001/27002 standards as a guideline for this program. 

15. What the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees? 

At the time of certification, a reasonable annual fee would be preferred. 

16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 

A database of certified entities, as well as permissible uses, should be created. Certain entities, such as insurance carriers, should be provided with a blanket pre-approval status 6 | P a g e   

for accessing DMF information. Parties who exchange DMF information should be required to confirm DMF certification prior to any transmission of data. 
As a service provider, there is no third party disclosure – assuming the provider is amending the original client records with the DMF data. If a provider is enhancing a specific record, that should be solely because it’s customers or their legally appointed representatives have an established and permissible purpose. 

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which types of DMF information you do not use. 

Yes, our use of the DMF information includes all elements listed above. In addition to this data, we also utilize State Protected records and additional fields such as State and Zip Code. 

18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual’s death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 

No, all data points are preferred.


=======================================================================


Monday, March 17, 2014
 
Dear Mr. Hounsell,
 
I am an oil and gas attorney in Texas. A major part of my work involves locating lost and missing mineral heirs so the exploration company I work for can lease their interests before drilling a well.  In Texas, as well in many other states, a significant percentage of the population dies intestate and we must find heirs by working through public records.
 
Access to the Social Security Death Index and the information it provides is critical to our work. The SSN along with the birth and death dates assists us in researching families and potential heirs of the deceased. When mineral owners cannot be located and their interests are unleased, their share of the production payments from any well is held in suspense. Suspended accounts are not only administratively burdensome to maintain, but the family never benefits financially, and the state and the county, state and federal government are not able to tax that income. 
 
Furthermore, keeping the SSDI information public reduces fraud in that SSNs of deceased persons are easily available to check, preventing fraudulent use. 
 
I urge you to keep the Social Security Death Index records open and part of the public record for the reasons stated above.
 
Best Regards,

Wanda I Smith
3901 Hearst Castle Way
Plano, Texas 75025
972-358-9757
wandasmithlaw@gmail.com 
Texas Bar No. 24072352 
Arkansas Bar No. 2001055
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In response to the NTIS request for information, please find comments from IDology, Inc regarding access to the Death Master File (DMF). 

1.) Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest. 

IDology, Inc provides real-time technology solutions that verify an individual’s identity and prevent fraud for anyone conducting business online or in a customer-not-present environment. Our solution is well-respected and used across multiple industries. The DMF is used as part of our identity verification solution to alert clients when a consumer submitted is found to be deceased. 
Continued and unrestricted access to this data is extremely important to solutions such as ours because SSN’s of deceased individuals are used to commit various levels of fraud, e.g. Tax, identity theft, etc. According to the latest report issued in September 2013 by the Treasury Inspector General for Tax Administration (reference number: 2013-40-122), more than $70 million in fraudulent tax returns were filed and issued using deceased SSN’s. (http://www.treasury.gov/tigta/auditreports/2013reports/201340122fr.pdf) 
Businesses with legitimate purposes must continue to have unrestricted and timely access to this data in order to deter and prevent fraud and identity theft. 

2.) If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law. 

Pursuant to Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001, IDology maintains a legitimate business use of the DMF information in order to perform non-documentary identity verification on behalf of our clients per Customer Identification Program/Know Your Customer rules outlined in Section 326 of the law. 
Pursuant to the Fair and Accurate Transactions Act of 2003 (FACTA), also known as Red Flag rules, IDology maintains a legitimate business use of the DMF information in order to perform identity verification on behalf of our clients enabling them to comply with sections 114 and 315 of the law. The regulation requires financial institutions and creditors to identify and detect red flags for covered accounts. Specifically called out in the regulation is the use of the Social Security Administration’s Death Master File to determine if the consumer’s Social Security Number is listed as deceased. If so, this should be treated as a Red Flag. 

3.) If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule. 

Please see information provided in question #2. 

4.) If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation. 

Please see information provided in question #2. 

5.) If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty. 

Please see information provided in question #2. 

6.) Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 

IDology has established formal written policies and practices for all significant functions and processes to help ensure that assets are safeguarded, and system resources and data are protected from unauthorized physical and logical access and are available for operation and use. The policies include physical, environmental and logical security requirements, provisioning and authentication of users, data classification, security risk assessment, system development life-cycle and release management, compliance, monitoring and response and security awareness. 
We believe policies should be implemented by any company who has access to the DMF to safeguard the file. We are happy to discuss our policies in detail under a non-disclosure agreement. 

7.) If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored. 

IDology's security program includes testing for security vulnerabilities. Penetration tests that help to ensure the overall security and availability of the production network and consistency with the Company policies are performed on a periodic basis. 
We are happy to discuss our policies in detail under a non-disclosure agreement. 

8.) If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such. 

IDology's security program, only a fraction of which has been outlined in this document, was put in place voluntarily to protect the integrity of the data sources and end user data. 

9.) If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person. 

IDology's audit logs record attempts to access or change information in our possession. This includes DMF information. From these logs, which are reviewed daily, we can determine how we used DMF information. We do not release DMF information to third parties. At most, we provide a deceased indicator. 

10.) If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements ‘‘similar’’ to the requirements of section 6103(p)(4) of the IRC. 


11.) If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to access DMF information. 


12.) Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements ‘‘similar’’ to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be ‘‘similar’’ but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 


13.) What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures? 

IDology believes the systems, facilities, and procedures we currently have in place as described in our answers to questions 6 and 7 are necessary to safeguard DMF information. These security controls can be summarized as follows: 

 establish formal written policies and practices for all significant functions and processes 

 ensure networks are properly segregated with sensitive portions protected by firewalls and monitored by intrusion detection devices 

 create and maintain guidelines for access to and handling of confidential information 

 implement a software development policy that includes considerations for security 

 conduct periodic testing for security vulnerabilities 

 use anti-virus and file integrity monitoring software 

 log all activity, especially access to confidential information, and review those logs periodically 

 at least annually, conduct a security risk analysis and implement a remediation program 


14.) Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations. 


15.) Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees? 

A single one-time fee is preferred, but cost should remain low. 

16.) In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 


17.) If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use. 

The IDology identity verification solution requires name, Social Security Number, date of birth, and date of deceased of individuals for proper verification against the DMF. 

18.) Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual’s death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 

The IDology identity verification solution requires name, Social Security Number, date of birth, and date of deceased of individuals for proper verification against the DMF. However, the absence of date of deceased would not degrade the verification process. The absence of the other aforementioned attributes would degrade the verification process within our solution and other identity verification solutions across the industry.

=======================================================================
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Via e-mail: jhounsell@ntis.gov
March 17, 2014
John Hounsell
Program Manager
National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312
Re: Certification Program for Access to the Death Master File, Docket No.
140205103-4103-01, 79 Federal Register 11735 (Mar. 3, 2014)
Dear Mr. Hounsell:
The Financial Services Roundtable (“FSR”)1 and BITS2 hereby submit this initial
response to the Request for Information (“RFI”) issued by the National Technical
Information Service (“NTIS”) regarding the development of a certification program for
access to the Social Security Administration’s Death Master File (“DMF”).
1 As advocates for a strong financial future™, FSR represents 100 integrated financial services
companies providing banking, insurance, and investment products and services to the American
consumer. Member companies participate through the Chief Executive Officer and other senior
executives nominated by the CEO. FSR member companies provide fuel for America’s economic
engine, accounting directly for $98.4 trillion in managed assets, $1.1 trillion in revenue, and 2.4
million jobs.
2 BITS is the technology policy division of FSR. BITS addresses issues at the intersection of financial
services, technology and public policy, where industry cooperation serves the public good, such as
critical infrastructure protection, fraud prevention, and the safety of financial services.
2
Section 203 of the Bipartisan Budget Act of 2013 directs the Department of
Commerce not to disclose DMF data regarding any deceased individual within three
years of death except to persons certified for access under a program to be developed by
the Department. The RFI solicits information on (i) fraud-prevention interests in
accessing the DMF (Question 1); (ii) legitimate business purposes for accessing the DMF
(Questions 2 through 5); (iii) the data-protection regimes that DMF users have in place to
protect DMF data (Questions 6 through 14); (iv) the fees and penalties mandated under
Section 203 (Questions 15 and 16); and (v) the categories of information contained in the
DMF on which entities seeking certification rely (Questions 17 and 18). We address
each in turn below.
1. Fraud-Prevention Interests of Financial Services Companies and Their
Third Party Vendors in DMF Access
Section 203 provides that persons with a “legitimate fraud prevention interest”
may seek certification for access to DMF data on recently reported deaths. Financial
services companies (acting directly or through third party service providers) operate on
the front line of the battle against identity theft and financial fraud, and they perform
critical anti-fraud functions that cannot be adequately executed without DMF access, as
discussed more fully below. In 2013, over 13 million Americans were the victims of
identity fraud, including significant levels of new-account fraud and record levels of
account take-over fraud – two of the types of identity fraud that financial services
companies rely on the DMF to combat.3 The estimated cost of identity fraud in 2013 was
a staggering $18 billion.4
The anti-fraud activities for which financial services companies and their third
party vendors require DMF access include (i) vetting customers seeking to open new
accounts as required by federal law to avoid new-account fraud, account take-overs, and
identity theft; (ii) locking down assets of customers reported as deceased to avoid loss of
assets to account take-overs or identify theft and to prevent improper receipt of Social
Security payments or other benefits; (iii) notifying customer-facing employees if a client
has been reported as deceased to prevent identify theft or fraud; (iv) avoiding incurring
losses through annuity fraud or other improper payments to deceased individuals; and
(v) ensuring the secure delivery of financial offers. By way of example, one of our
members – a third-party vendor that provides anti-fraud services to financial institutions –
generated 104,000 DMF hits last year on nearly 35 million new account inquiries. Based on an industry average, this works out to approximately 32,000 fraudulent new-account
applications and approximately $32.7 million in losses avoided. Another member uses
3 See 2014 Identity Fraud Report: Data Breaches Becoming a Treasure Trove for Fraudsters,
Javelin Strategy (February 2014).
4 Id.
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the DMF to prevent fraudulent access to accounts of deceased clients, thereby protecting
approximately $1.275 billion in assets per month. None of these critical functions, which
are designed to comply with the requirements of federal law (such as the USA Patriot
Act, the Bank Secrecy Act, and regulations promulgated thereunder) and to avoid losses,
can be adequately performed without access to DMF data on newly reported deaths.
2. Legitimate Business Purposes for which Financial Services Companies
and Their Third Party Vendors Access the DMF
Section 203 provides that persons with “a legitimate business purpose pursuant to
a law, governmental rule, regulation, or fiduciary duty” may seek certification. Many
financial services companies (acting directly or through third party service providers) use
the DMF to facilitate prompt and accurate payments to beneficiaries, either voluntarily or
pursuant to legal obligations, and to avoid making annuity or other retirement-benefit
payments to deceased individuals—a common source of fraud that can cause significant
losses. For example, DMF access is critical to the efficient functioning of retirement
plans, which may rely on the DMF to determine whether and to whom benefits are owed
pursuant to products such as joint life annuities and to avoid annuity fraud. In addition, a
number of recently enacted state insurance and unclaimed property laws require life
insurance companies doing business in certain states to search the DMF in order to
facilitate payment of benefits or escheatment of unclaimed property.5 Certain life
insurance companies have entered into multi-state regulatory settlements with unclaimed
property administrators and insurance regulators that obligate them to search the DMF to
identify deceased policyholders.
While the “legitimate business purpose” prong of Section 203 may have been
intended to facilitate use of the DMF in order to facilitate payment of benefits, the statute
as written appears to preclude such uses except in the limited number of states that have
enacted laws requiring life insurers to search the DMF. For example, life insurance
companies do not owe any fiduciary duty to policyholders or beneficiaries to search the
DMF in order to facilitate prompt payment of benefits, and the multi-state regulatory
settlements that obligate certain life insurers to search the DMF to identify deceased
policyholders are neither a law nor a regulation nor a governmental rule. As a result, the
enumerated business purposes would have the effect of prohibiting rather than facilitating
DMF usage from which consumers stand to benefit, notwithstanding the RFI’s
acknowledgment that the DMF plays an “important” role “in support of fulfillment of
benefits.” Likewise, replacement wage products such as workers’ compensation or
disability benefits generally terminate upon the death of the insured. Maintaining
5 See, e.g., Ala. Code § 27-15-53 (2014); Ky. Rev. Stat. Ann. § 304.15-420 (2012); Md. Code Ann.,
Ins. § 16-118 (2013); 2013 Mont. Laws Ch. 119 (S.B. 34); 2013 N.M. Stat. Ann. § 59A-16-7.1
(2013); Nev. A.B. 226 (2013); N.Y. Comp. Codes R. & Regs. tit. 11, §§ 226.0–226.6 (2012); N.Y.
Ins. Law § 3240(f) (2012); 2013 N.D. Cent. Code § 26.1-55-02; 27 Vt. Stat. Ann. § 1244a(b) (2013).
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accurate records is important to keeping costs low for policyholders and employers that
choose to offer these benefits.
3. Data-Protection Régimes Applicable to DMF Data
Section 203 requires persons seeking access to DMF data on recently reported
deaths to certify that they have “systems, facilities, and procedures in place to safeguard
such information, and experience in maintaining the confidentiality, security, and
appropriate use of such information, pursuant to requirements similar to the requirements
of section 6103(p)(4) of the Internal Revenue Code of 1986” and that they agree to
“satisfy” the requirements of section 6103(p)(4). The RFI solicits detailed information
regarding companies’ data-security systems, any internal auditing or inspection of such
data-security systems, and whether and to what extent such systems are similar to the
requirements of section 6103(p)(4) of the Internal Revenue Code.
We note that collecting detailed descriptions of the data-security systems in place
at financial services companies and their third party vendors would be a significant
undertaking that is not feasible within the time frame allotted for comment on the RFI.
We also note that public disclosure of the data-security measures on which financial
services companies and their third party vendors rely to fight fraud may compromise the
effectiveness of those systems. As a result, we provide herein a high-level response and
request an opportunity to supplement these comments with additional data as appropriate
based on further consultation with our members.
Financial services companies and their third party vendors are aligned with
Congress in the goal of taking all reasonable measures to avoid fraudulent use of personal
data. Given the increasing sophistication of the perpetrators of identity theft and other
forms of financial fraud, financial services companies have developed highly
sophisticated and continually evolving data protection régimes to safeguard the consumer
data that they maintain in the ordinary course of business. The third-party vendors that
some of our members rely on to access DMF data for anti-fraud purposes likewise have
highly sophisticated data-protection systems in place. These data-security measures have
been highly successful at repelling identify theft and other forms of financial fraud, and
maintaining flexibility on the part of financial services companies and their third party
vendors to react and innovate in response to evolving threats is critical.
The proposed agreement to “satisfy the requirements” of Section 6103(p)(4) of
the Internal Revenue Code risks hampering the flexibility that financial services
companies and their third party vendors need to respond to evolving data-security threats
and is unlikely to enhance data security over the highly sophisticated systems that
financial services companies and their third party vendors now have in place. Section
6103(p)(4) was not designed to secure a massive electronic database such as the DMF,
and it is not clear how certain aspects of Section 6103(p)(4)—such as the requirement to
establish a “secure area or place” where tax returns can be stored—would even translate
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to the DMF context. As a result, we believe that the certification program should require
financial services companies and their third-party vendors to agree to apply to DMF data
the highest degree of data-security that they apply to customer or other personally
identifying data in their possession.
4. Fees and Penalties
The RFI solicits comments on the fees and penalties mandated under Section 203.
While we support the goal of ensuring that DMF data is not used for any improper or
fraudulent purposes, the penalty provisions of Section 203 would subject companies and
their third party service providers to an unacceptable risk of liability by means of
unscheduled audits, penalties or even imprisonment for any “false” certification or noncompliance
with certification requirements regarding data security. Financial services
companies and their third party vendors play a critical role in the battle against identity
fraud and already have powerful legal and financial incentives to protect personal data.
Any provision for audits or fine should be narrowly cabined to avoid creating a
disincentive for financial services companies and their third party vendors to use the
DMF for anti-fraud and compliance activities.
5. Categories of DMF Information Necessary for Fraud-Prevention and
Legitimate Business Purposes of Financial Services Companies and Their
Third Party Vendors
The RFI asks whether persons presently accessing the DMF need access to all the
types of information contained in the DMF—namely, the name, social security number,
date of birth, and date of death of deceased individuals. For the reasons set forth in
Section 1 above, financial services companies and their third party vendors need access to
all types of information contained in the DMF to identify individuals accurately and
fulfill important anti-fraud and related business functions. The full range of data
contained in the DMF is particularly critical given potential inaccuracies in the database –
such as transposed digits in a date of birth, misspelled names, or incorrect social security
numbers – that cannot be resolved without reference to other data points.
* * *
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If it would be helpful to discuss our specific or general views on the RFI, please
contact Richard.Foster@FSRoundtable.org or Paul.Smocer@FSRoundtable.org. We
appreciate your consideration and look forward to working with you on this important
matter.
Sincerely Yours,
Richard Foster Paul Smocer
Vice President of Regulation President
Financial Services Roundtable BITS
With a copy to:
Bruce Borzino
Director
National Technical Information Service
Howard Shelanski
Administrator
Office of Information and
Regulatory Affairs
Office of Management and Budget
Sylvia M. Burwell
Director
Office of Management and Budget
Geovette Washington
General Counsel and Policy Advisor
General Counsel’s Office
Office of Information and
Regulatory Affairs
Office of Management and Budget
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Blue Cross Blue Shield of Michigan RFI for Certification Program for Access to the Death Master File March 17, 2014 


1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest. 
Blue Cross Blue Shield of Michigan/Blue Care Network of Michigan monitors the Death Master File in an effort to combat fraud and for operational purposes. 
BCBSM/BCN monitors the DMF: 

For any practitioner that is deceased and still active in our system and able to bill. 

To verify that there are no individuals enrolling in our systems under false SSN’s and putting our members at risk. 

To ensure termination of deceased practitioners in a timely fashion. In the event that a practitioner dies, BCBSM/BCN ensures our members are moved to a new provider and that there is not a break in access of care. 


2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of the legitimate business purpose and cite the relevant law. 

Not applicable 

3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of the legitimate business purpose and cite the governmental rule. 

Not applicable 

4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of the legitimate business purpose and cite the regulation. 

Blue Cross Complete (“BCC”), a wholly owned subsidiary of Blue Care Network of Michigan (“BCN”), administers a Comprehensive Health Care Program for Medicaid beneficiaries within the state of Michigan. BCC has no employees – nor does BCN. Blue Cross Blue Shield of Michigan (“BCBSM”) employees conduct all administrative and employment functions for both entities. BCC’s contract with the state of Michigan to perform these services requires that BCC, to ensure the integrity of the Medicaid program, refrain from affiliating with individuals debarred from federal agencies. Individuals included in this restriction are providers, provider employees and employees (directors, officers, agents, employees and persons with a beneficial interest of 5% of more) of BCC. The contract specifically requires that BCC, in order to fulfill its obligations, must “[c]heck the Social Security Administration’s Death Master File…and any other such databases as the Secretary of HHS may prescribe.” BCBSM (on behalf of BCC) conducts these activities. 

5. If you have a legitimate business purpose pursuant to a fiduciary duty explain in detail the basis of the legitimate business purpose and cite the fiduciary duty. 

Not applicable Blue Cross Blue Shield of Michigan RFI for Certification Program for Access to the Death Master File March 17, 2014 

6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 

BCBSM stores the Death Master File in a secure shared drive. Access to the drive is granted by the Corporate Compliance Office and is only given to those individuals who have a justified business need to access the file. Need is determined by federal or state regulations that require annual checks of the Death Master File for specific business areas. 
Corporate Compliance is responsible for: 

 Contents stored on the shared drive 

 Approving access 

 Attesting to access to the share drive 

 Ensuring that proper HIPAA requirements are met 

BCBSM process to access DMF: 

Business owners with a justified need designate a representative to have access to the file 

Request for access are e-mailed to Corporate Compliance Office, they review for a justified need 

CCO completes Share Drive Access form through IT Services 

IT services sends an request to employees manager requesting approval of access to the drive 

Manager approves request for access 

IT services adds employee to shared drive 

CCO e-mails employee instructions on how to map to the drive and the HIPAA requirements of keeping the contents secure 

If employee no longer has a business need to access the share drive then the business owner must notify the Corporate Compliance Office. 

The Corporate Compliance Office makes a request to have access to the share drive removed. 


7. If you have systems, facilities, and procedures in place to safeguard DMF information or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities and procedures are audited, inspected or monitored. 

All BCBSM systems, facilities and procedures are audited, inspected or monitored by the internal audit and/or compliance functions or by external entities such as federal and state government agencies. 

8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty or other reason and cite such. 

Blue Cross Blue Shield of Michigan and Blue Care Network are subject to the HIPAA Security Rule (Subpart C of Part 164, 42 CFR) and the HIPAA Privacy Rule (Subpart E of Part 164, 42 CFR). This is why our internal audit and compliance functions or external entities audit, inspect or monitor to ensure that any sensitive information is secured. BCBSM/BCN maintains administrative, physical and Blue Cross Blue Shield of Michigan RFI for Certification Program for Access to the Death Master File March 17, 2014 

technical safeguards (controls) to ensure the confidentiality, integrity and availability of certain sensitive personal information including the Death Master File. 

9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person. 

BCBSM would provide evidence of how the information was used, if it was disclosed to a third person and the usage by that third person in the event of an audit. 

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements “similar” to the requirements of section 6103(p)(4) of the IRC. 

BCBSM and BCN are each “covered entities” under the Health Information Portability and Accountability Act of 1996, as amended. As more further described in its response to question 12, BCBSM/BCN maintain administrative, physical and technical safeguards to ensure the confidentiality, integrity and availability of certain sensitive personal information. BCBSM/BCN apply these strictures to its solicitation and use of DMF information. 

11. If you do not currently have systems, facilities and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to access DMF information. 

Not applicable 

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security and appropriate use of such information, pursuant to requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be “similar” but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 

“BCBSM and BCN are both “covered entities” as that term is defined by the Health Information Portability and Accountability Act of 1996, as amended, and is therefore subject to the HIPAA Security Rule (Subpart C of Part 164, 42 CFR) and the HIPAA Privacy Rule (Subpart E of Part 164, 42 CFR). As such, BCBSM and BCN maintains a robust collection of HIPAA-compliant policies and procedures, as well as HIPAA-compliant systems that feature administrative, physical, and technical safeguards to ensure the confidentiality, integrity and availability of personally identifiable information and protected Blue Cross Blue Shield of Michigan RFI for Certification Program for Access to the Death Master File March 17, 2014 

health information. These technical, administrative and physical safeguards ensure that access to and use and disclosure of sensitive information is aligned with the requirements of federal rule and regulation. BCBSM/BCN maintain physical security plans that control physical access to BCBSM/BCN facilities and to the physical hardware used to maintain sensitive personal information. BCBSM/BCN regularly conduct enterprise-wide risk assessments, security awareness training and have in place well-defined and operationalized methodologies to identify potential security breaches or impermissible disclosures of sensitive information and procedures to investigate and remediate the same. 

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures? 

BCBSM’s current systems provide the proper safeguards including audit, inspection and monitoring as described in question 8 and 9 above. 

14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations. 

The relevant laws, rules and regulations that BCBSM/BCN apply to DMF information are those recited in its response to question 12. BCBSM/BCN apply the same or similar administrative, physical and technical safeguards to DMF information as it applies to sensitive personal information. 

15. Would the imposition of a single, presumably larger, fee the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees? 

BCBSM would be amenable to either approach, however we would prefer to have the single larger fee for ease of administrative responsibilities. 

16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 

BCBSM/BCN has administrative, physical and technical safeguards in place to prevent the disclosure of any sensitive personal information which would include the DMF. 

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use. 

BCBSM does not use the account number field. All of other fields listed are required and used in processing. 

18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual’s death, but did not include one or more of the name, social security account number, date of birth, and date 
Blue Cross Blue Shield of Michigan RFI for Certification Program for Access to the Death Master File March 17, 2014 

of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 

The account number is not required but all other fields are crucial in processing. If the SSN or name is not included you open the report up for processing errors. (Example: If the report has a person listed by the name of John Doe, the individual reviewing the report would then have to use process of elimination to figure out whether the John Doe is the correct John Doe if the SSN is missing. In addition, if the SSN has the wrong name attached to it you lose info that helps with research and quality assurance).
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Proprietary & Confidential
March 17, 2014
John Hounsell
National Technical Information Service
Department of Commerce
jhounsell@ntis.gov
Dear Mr. Hounsell,
Aon Hewitt welcomes the opportunity to submit comments on the establishment and implementation
of a certification program for access to the Death Master File (DMF).
Who We Are
Aon Hewitt empowers organizations and individuals to secure a better future through innovative
talent, retirement and health solutions. We advise, design and execute a wide range of solutions that
enable clients to cultivate talent to drive organizational and personal performance and growth,
navigate retirement risk while providing new levels of financial security, and redefine health solutions
for greater choice, affordability and wellness. Aon Hewitt is the global leader in human resource
solutions, with over 30,000 professionals in 90 countries serving more than 20,000 clients worldwide.
For more information on Aon Hewitt, please visit www.aonhewitt.com.
Our Use of the DMF
We perform retirement and health care administration for over 400 clients with more than 9.5 million
plan participants. In that capacity, we record-keep all of the retirement and healthcare benefits and
payments from our clients’ plans. We continually review our client’s data in order to ensure it is
accurate to provide the appropriate benefits when due, pay death benefits when applicable, and stop
benefits when a participant is no longer living.
In our experience, the DMF is critical to helping our clients support their fiduciary duties to protect
plan assets and ensure plan participants receive the benefits for which they are eligible.
As background, the following is a summary of how the DMF is used within our organization.
 The DMF file is received from a third party provider and loaded into our internal application.
 The DMF file itself is then deleted. It is not made available to any internal or external
individuals.
 Individual client teams create a list of Social Security Number (SSNs) from client-specific data
which includes employees, former employees, beneficiaries and dependents covered for
benefit purposes.
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 This list of SSNs is input into our internal application to compare against data from the DMF.
A list is created of any SSNs that match the DMF and identifies participants who are
considered deceased by the Social Security Administration (SSA) but have not yet reported
as deceased to us directly.
 Any active employees listed are provided to our client for their research.
 Any non-active employees listed may be researched by Aon Hewitt or by our client,
depending on the services included in our contract.
 If Aon Hewitt is responsible for research, a letter is sent to each deceased person. The
language is directed at both the person (in case they are not deceased) or their estate. No
personally identifiable information (PII) or benefit information is provided. We merely request
that someone contact us to either let us know if the death is an error or to confirm the death.
 Pension annuities, 401(k) installments, or healthcare benefits are also suspended either
immediately or 30 days after the letter is sent, depending on the specific client procedures.
 If the person contacts us indicating the death reported is in error, we refer them to the SSA to
resolve. We then receive client direction as to whether benefits should be restored for some
period of time to allow the person to research and resolve the issue.
 If a survivor contacts us to confirm the death, we end benefits and communicate to any
beneficiaries designated by the person prior to death.
The use of this information helps our clients:
 Prevent overpayment of plan benefits.
 Prevent fraudulent payment of benefits to someone other than the correct recipient.
 Pay benefits appropriately to beneficiaries when the original participant has died.
 Properly determine plan liabilities for pension funding purposes.
Our Certification Program Comments
Attached to this letter are our responses to the questions posed by the National Technical Information
Service, Department of Commerce.
Please contact us for any questions or additional information that may be needed.
Sincerely,
Rob Martorano
Hewitt Associates LLC, an Aon Hewitt company
Proprietary & Confidential | DMF RFI RESPONSE LETTER V7.DOCX/046-S8-01859 03/17/2014 1
Aon Hewitt, the global talent, retirement and health solutions business of Aon plc (NYSE: AON).
1. Do you think that you have a legitimate fraud prevention interest in accessing DMF
information, as described in the Act? If so, explain in detail the basis of that interest.
Aon Hewitt Response:
Yes. Aon Hewitt uses DMF information to determine if any participants in our clients’ plans are
receiving benefits after death (e.g., pension, 401(k), and healthcare). Pension benefits may be
payable only for a participant’s lifetime. It’s common for payments to be made after a participant dies
if survivors don’t contact the plan administrator. In some situations, payments may continue to be
deposited into a joint account or may even be cashed by someone other than the plan participant for
many months or years after a participant has died.
The DMF is critical in helping us quickly identify situations where a payment may no longer be due,
yet continues to be cashed. We administer the pension payments for 9.5 million participants and
annually find approximately one percent of participants receiving a payment who are also listed on
the DMF. While many cases are short term and may not necessarily be fraudulent, this process can
easily identify when a deceased participant’s identity has been stolen and benefit payments are being
paid to someone other than the plan participant.
Also, in many situations, plan participants are no longer employed by the plan sponsor and thus
current information on the participants is not easily obtainable. This is the situation when a participant
has terminated but still has a vested benefit payable from the plan. Using the DMF to compare to
pension plan data review helps our clients identify when benefits are due to a beneficiary. If the DMF
information is delayed three years, beneficiaries who could be identified via use of the DMF will be
harder to locate and may miss out on payments to which they are entitled.
2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that
legitimate business purpose and cite the relevant law.
Aon Hewitt Response:
Our clients need to ensure they meet various rules surrounding the administration and funding of their
pension plans. The sponsor of a qualified pension plan must meet minimum funding requirements
under Section 430 of the Internal Revenue Code (IRC). IRC Section 404 specifies the rules under
which a plan sponsor may deduct contributions to a defined benefit plan. In addition, benefit payment
options available to participants in the form of a lump sum may be restricted based on the required
plan funding levels as established under Section 436 of the IRC.
It is critical for plan funding, corporate deductions and proper payment of benefits to have the most
accurate data available. Information from the DMF is necessary to determine if benefits are no longer
required to be paid which directly impacts the funding of the plan as well as the amount of available
tax deductions and benefits available to participants.
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3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail
the basis of that legitimate business purpose and cite the relevant governmental rule.
Aon Hewitt Response:
Not applicable.
4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis
of that legitimate business purpose and cite the relevant regulation.
Aon Hewitt Response:
Pension plans provide for a forfeiture of benefits as allowed per IRC Regulation 1.411(a)-4(b)(6) in
the case where a participant cannot be located. In order to properly apply this requirement, pension
plan administrators typically perform a diligent search for a missing participant which includes
determining if the participant is listed as deceased on the DMF. Thus, the use of the DMF is a critical
step in meeting this requirement.
In addition, when a pension plan terminates, a diligent search must also be performed as required
under ERISA Regulation Section 4050.4. The PBGC allows plan sponsors to turn benefits over to the
PBGC only in the case that a diligent search is performed to determine if a participant is missing. The
DMF is useful to identify individuals who may be deceased and in locating any potential beneficiaries
who are due a benefit.
Without access to the DMF, plan sponsors may need to purchase annuities for participants who are
deceased or may make payments to the PBGC that are unnecessary. And, beneficiaries who could
receive the payments may go unidentified.
5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the
basis of that legitimate business purpose and cite the relevant fiduciary duty.
Aon Hewitt Response:
While Aon Hewitt does not act as a fiduciary for our clients’ plans, we record-keep plans at the
direction of the fiduciary. The plan’s fiduciary must act in accordance with the following as defined in
ERISA 3(21).
 Act solely in the interest of plan participants and beneficiaries.
 Act for the exclusive purpose of providing benefits to participants and beneficiaries of the plan.
 Carry out duties with care, skill, prudence, and diligence.
 Administer the plan in accordance with its terms, consistent with ERISA.
 Diversify plan investments to minimize the risk of large losses (unless it is clearly not prudent to
do so), and monitor investments and any investment managers.
 Pay from plan assets only reasonable expenses of administering the plan.
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 Avoid any prohibited transactions that involve parties related to the plan.
 Monitor the actions of any person to whom a fiduciary may have delegated fiduciary
responsibility.
Based on these requirements, the plan’s fiduciary must protect the plan from overpayments or fraud.
As describe in question 1, the use of the DMF is critical to identify when benefits should be stopped.
Doing this timely helps protect plan assets for all plan participants.
6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such
information? If so, explain in detail.
Aon Hewitt Response:
Yes, we have facilities and procedures to safeguard DMF data. As an organization overall, we have
extensive experience maintaining Personally Identifiable Information (PII) data and follow best
practices to secure PII data.
We download data from the DFM using a third party vendor’s secured FTP site and load to the
system of record (e.g. our internal tool). Once the data is loaded, the DMF file is deleted. We maintain
audits for updates and deletions to the DMF data that has been loaded to the system of record for a
period of 180 days. We control access to the data which is stored in an Oracle database using
custom credentials. The data is encrypted at rest using Oracle Advanced Security. The application
maintains audit trails for requests to validate deaths and output from the matches.
7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, explain whether and how your
systems, facilities, and procedures are audited, inspected or monitored.
Aon Hewitt Response:
The application maintains audit trails for requests to validate deaths and output from the matches.
Our systems have yearly audits based on SAS70, HIPAA and other regulatory requirements to
protect confidential data. These audits are supported by third parties and follow auditing best
practices.
8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities,
and procedures are audited, inspected or monitored, explain whether that is voluntary, or
whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason
and cite such.
Aon Hewitt Response:
The audits and monitoring is voluntary.
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9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities,
and procedures are audited, inspected or monitored, explain whether any of these reviews
would reveal (1) how such information was used by you, (2) whether such information had
been disclosed to a third person, and (3) how such information, if disclosed to a third person,
was used by that person, or was further disclosed by that person to a fourth person.
Aon Hewitt Response:
(1) The data can be used for a search by inputting a file of SSN data into our internal tool. Only
results for that subset are returned. This provides information on whether anyone in that subset is
deceased. We use this information to contact the person and/or their estate to confirm the death
and request survivor information for any benefits that may be due.
(2) In some cases, death information would be provided to our client (i.e., the plan fiduciary) for their
review and potential action. A particular client/fiduciary would only receive information specific to
their employee/participant population.
Additionally, as mentioned above, results may be used to send communication to the individual
(or their estate) to confirm the death and request that a survivor contact us. This communication
does not include any PII or benefit information. It states that Social Security Administration has
indicated the person is deceased. We ask the person to contact us if that is an error. We ask any
survivor to contact us to confirm the death and provide survivor contact information should any
further benefits be applicable.
We don’t provide any results to third parties other than the potentially deceased person.
(3) Any information disclosed to our client (i.e., the plan fiduciary) would be used for their purposes to
contact the person or estate to confirm death and determine if any benefits are due to survivors.
10. If you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such
information, explain in detail the extent to which these satisfy the requirements of section
6103(p)(4) of the IRC, or satisfy requirements “similar’’ to the requirements of section
6103(p)(4) of the IRC.
Aon Hewitt Response:
A system of record (e.g., our internal tool) has been created and is maintained with controlled access
to the DMF data. Requests for data and the output for those requests are maintained for a certain
period of time.
We follow best practices to protect PII data. Confidential data stored in the system is encrypted at
rest. We provide secured access to the DMF data based on custom credentials. The system requires
strong passwords based on Aon’s Security standards.
Proprietary & Confidential | DMF RFI RESPONSE LETTER V7.DOCX/046-S8-01859 03/17/2014 5
Aon Hewitt, the global talent, retirement and health solutions business of Aon plc (NYSE: AON).
Additionally, those with access are not able to access the entire file. They are only able to extract
information for specific SSNs that the user has input into the tool (which can be reported on audit
reports). We use matching algorithms based on the input data request.
Our systems have yearly audits based on SAS70, HIPAA and other regulatory requirements to
protect confidential data.
11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF
information, explain how you would anticipate putting such systems, facilities, and
procedures in place in order to become certified to access DMF information.
Aon Hewitt Response:
N/A as we do have systems/procedures in place to safeguard DMF information.
12. Under the Act, you are required to certify that you have systems, facilities, and procedures in
place to safeguard DMF information, and experience in maintaining the confidentiality,
security, and appropriate use of such information, pursuant to requirements “similar’’ to the
requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc.,
and experience might be “similar’’ but not identical to the requirements of section 6103(p)(4)
of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC
would nevertheless permit achieving the objective of safeguarding DMF information.
Aon Hewitt Response:
Refer to our response to Question 10 above.
13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF
information provided under the Act, including audit, inspection and monitoring procedures?
Aon Hewitt Response:
Our responses above indicate systems, facilities and procedures already in place to safeguard DMF
information.
Additional items we could implement in the future are:
 Audit the access to the tool on a quarterly basis to remove access for terminated colleagues and
those no longer needing access based on their role.
 Move this application inside our firewall in order to require users to access our VPN before using
the application.
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14. Identify laws or regulations that require the safeguarding of released DMF information, and
summarize the procedures required by such laws or regulations.
Aon Hewitt Response:
Use of the DMF information is subject to limitations placed by the U.S. government and while Aon
Hewitt is within this scope, in recent years the Department of Commerce and General Accounting
Office amongst others have reviewed or asked for comment on use of DMF information to better
understand if changes are required. That said, the DMF information is governed by the state data
breach laws that require notice of individuals (or estates) if an individual’s personal information is
exposed to unauthorized third parties.
15. Would the imposition of a single, presumably larger, fee at the time of certification be
preferable to the charge of multiple, presumably smaller, fees, such as annual fees?
Aon Hewitt Response:
Annual fees would be preferable as that would allow us to stop using and paying for the DMF if our
business changes or we partner with another vendor in the future.
16. In order to become certified to have access to DMF information, how would you prevent
disclosure of such information to any person other than a person who was also certified, or
who, if not certified, would meet the requirements of certification?
Aon Hewitt Response:
We have previously mentioned ways we protect the DMF information both internally and externally.
We have also mentioned the limited times when the information may be provided to a third party.
We have no intent of providing the information to anyone outside our organization (other than specific
information provided to our client/fiduciary specific to their own population as described in our
response to Question 9 above).
However, we ideally would like to work with a third party to receive data from the DMF as we currently
do. In our current process, we receive information from the DMF from a source other than the NTIS,
including locator service companies. Often these locator service companies are able to merge DMF
information with data from other sources providing more robust data.
We use this data as described in Question 1 and throughout this response to determine if plan
participants may be deceased. In addition, locator services companies are used when a participant is
known to have a benefit payable but cannot be found. This can be common when a participant
terminated employment many years ago and has forgotten a benefit is payable. In these cases, we
provide the locator service company with information on these participants and the locator will attempt
to provide us with a current address or determine if the participant is deceased. The locator company,
through their processes, will compare this information with the DMF and other sources of data on
deceased individuals. If any individuals are deceased, the locator company will provide us a listing
(similar to the process we use in working with our clients). Thus, in some cases, we are a third party
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receiving individual participant information for those persons on the DMF. This participant locator
process is also critical to the administration of a plan to help ensure all participants who are owed a
benefit are properly paid. The client/fiduciary needs to learn about the location of a participant or, if
the participant is no longer living, and this can only be completed by being a third party to the
information.
17. If you currently access DMF information, does your use of that information include or require
the name, social security account number, date of birth, and date of death of deceased
individuals? If not, explain which type(s) of DMF information you do not use.
Aon Hewitt Response:
We do use all four pieces of data. Our primary comparator is SSN. However, we also compare
against full name and date of birth in case we have any typographical error in the SSN. Date of death
is used once a match is found in order to determine when benefits to the deceased should have
ended (potentially in the past) and when benefits to a beneficiary should begin.
Therefore, all four pieces of data are used to ensure we have an accurate match to the participant
listed in our database in order to pay any beneficiaries who are due a benefit it a timely manner.
Additionally, in November 2011, information from state Electronic Death Registration (EDR) records
was removed from the DMF files. This substantially reduced the data that had been communicated to
public organizations. This state EDR information is still included in the file provided to government
agencies. This removal of information greatly impacted benefit administrators as we lost information
on many deaths. We would like to request that this removal be reviewed and potentially add the state
EDR records back into the file once a certification process is created in order to secure all
information.
18. Would you find it useful to access DMF information that included information for a deceased
individual during the 3-calendar-year period beginning on the date of the individual’s death,
but did not include one or more of the name, social security account number, date of birth,
and date of death of the deceased individual? If so, explain which type(s) of DMF information
could be excluded.
Aon Hewitt Response:
It would still be useful to us to receive SSN and date of death. These are the most critical pieces of
data provided. However, without full name and date of birth, it may be difficult to ensure an accurate
match. Most organizations use all pieces of data to ensure they have found the right record.
Please note that the 3 year period may need to be based on date the death is reported. It is possible
that a death is realized quite some time after the actual death itself. If that occurs, basing the 3 year
period on the actual death date could limit the time that the death is included on the file.
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March 18, 2014


Mr. John W. Hounsell
Business and Industry Specialist
Office of Product and Program Management
National Technical Information Service
United States Department of Commerce
5301 Shawnee Road
Alexandria, Virginia  22312

            Re: Certification Program for Access to the Death Master File


Dear Mr. Hounsell,

Verisk Analytics submits the following comments in response to the Request for Information (RFI) seeking comments from the public regarding the establishment by the National Technical Information Service (NTIS) of the new certification program for persons who seek access to the Social Security Administration's Public Death Master File (DMF).
Verisk Analytics offers risk assessment services and decision analytics for professionals in many fields, including:
1. property/casualty insurance 
1. financial services 
1. healthcare 
1. government 
1. human resources 
Several business units within the Verisk enterprise currently access the DMF to assist in detecting, investigating and preventing fraud in the underwriting and claims activities of property/casualty insurance. 

Claims - Over 90% of the P&C industry access the Verisk ClaimSearch database in the course of investigating and adjusting insurance claims. By accessing the DMF, ClaimSearch and the participants that utilize the database are able to accurately identify if the submitted claim includes a SSN of a deceased individual. The claimant seeking payment may not be deceased and this is a potential fraud indicator.   

Underwriting - Verisk underwriting databases access the DMF to alert customers that an applicant for insurance has been recorded as deceased by the Social Security Administration and thus the potential for fraud exists. Further, the database is accessed during underwriting audits to identify existing policyholders who may have passed away.

Although Verisk is not required by any statute or regulation to access the DMF, it is an established investigative best practice to access the DMF relative to combating insurance fraud.

Verisk underwriting and claims databases that access the DMF adhere to a detailed and comprehensive Privacy and Security Policy, which includes:

1. audit trail of all activity;
1. affirmative consent upon log-in that the activity relates solely to the investigation of an insurance transaction;
1. unique User ID's and Passwords;
1. credentialing procedures prior to granting access to the databases;
1. Cyber Trust system certification;
1. encryption of all data while in transit;
1. annual SOC Type II independent audit of the data center;
1. industry standard disposal of confidential information;

Verisk underwriting and claims databases that access the DMF are subject to random audit by the Verisk Internal Audit Department. Databases also undergo semi-annual vulnerability testing with remediation of all findings.

Verisk underwriting and claims databases that access the DMF comply with all applicable privacy and security regulations and statutes, including HIPPA and GLB.

Verisk underwriting and claims databases that access the DMF have systems in place to identify how such information was used, whether such information had been disclosed to a third person, and how such information, if disclosed to a third person, was used by that person. Users of the databases are contractually obligated to use the DMF data, and other data reported from the databases, solely for the investigation of insurance transactions. Verisk conducts periodic audits of customers to insure compliance with Verisk Privacy and Security policies and compliance with all contractual obligations. 
With respect to the DMF certification process, Verisk recommends an enterprise wide approach, rather than certification of individual persons. The certification could include agreement that the enterprise will insure all users with access to DMF will comply with all applicable privacy and security requirements including the requirements of section 6103(p)(4) of the IRC, or similar requirements.
A single fee, charged once at time of certification, would be preferable to multiple fees, such as annual renewal fees. 

Verisk currently accesses name, social security account number, date of birth, and date of death of deceased individuals in the DMF, if available. Continued access to this information will insure maximum utility of the data to assist in detecting, investigating and preventing fraud in the underwriting and claims activities of property/casualty insurance. 

Verisk notes that continued, uninterrupted access to the DMF is critical to insurers' ability to detect claims and underwriting fraud. Verisk believes the certification process should recognize this critical need, while at the same time insuring that the DMF is not abused and users are in compliance with all appropriate privacy and security requirements. 

Thank you in advance for your kind courtesies.


Respectfully submitted,

George A. Ortiz
Director of Federal Affairs 

VERISK ANALYTICS 
545 Washington Boulevard
Jersey City, New Jersey 07310 
Direct: 201-469-2662
Email: gortiz@verisk.com
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March 18, 2014 
Mr. John Hounsell 
National Technical Information Service 
United States Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
RE: Certification Program for Access to the Death Master File Request for Information and Advance Notice of Public Meeting 
Dear Mr. Hounsell: 
On behalf of the National Association of Federal Credit Unions (NAFCU), the only trade association that exclusively represents federal credit unions, I write to you regarding the National Technical Information Service’s (NTIS) request for information and advance notice of public meeting (RFI) regarding the certification program for access to the death master file (DMF). 
In summary, Section 203 of the Bipartisan Budget Act of 2013 (the 2013 Act) prohibits disclosure of DMF information regarding a death for three years following the death unless the NTIS has certified the person or entity requesting the information. The 2013 Act only allows certification of persons and entities using the information for certain enumerated purposes, including fraud prevention and legitimate business purposes related to statutes, regulations, or fiduciary duties, and requires that persons or entities certified have in place systems, facilities, and procedures to safeguard the information received. The 2013 Act also establishes restrictions on the persons and entities to whom a certified person or entity can disclose the information and requires penalties for improper disclosures. 
Continuing access to DMF information is critical for credit unions. The DMF information serves an essential role for credit unions, both to prevent fraudulent transactions and to ensure that they properly discharge their fiduciary duties to their members and members’ estates. In addition, credit unions, as a long-standing part of the financial services industry, have numerous systems and safeguards in place to protect their members’ personal information. 
Accordingly, it is paramount that the NTIS grant uninterrupted access to DMF information during the time that it finalizes its certification regulations and conducts its initial rounds of certification. Failure to do so would leave credit unions unable to prevent many types of NTIS March 18, 2014 Page 2 of 2 

fraudulent transactions that threaten their members’ financial security and make them unable to best serve their members’ financial needs. The NTIS should utilize its rulemaking authority to issue an interim final rule that would establish continuity of access while giving the NTIS time to review commentary and formulate a final rule. 
NAFCU appreciates the opportunity to provide our comments. Should you have any questions or concerns, please feel free to contact me at ameyster@nafcu.org or (703) 842-2272. 
Sincerely, 
Angela Meyster 
Regulatory Affairs Counsel
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March 18, 2014
John Hounsell
Program Manager
National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312
RE: Request for Information on Certification Program for Access to Death
Master File [Docket Number: 140205103–4103–01]
Dear Mr. Hounsell:
The American College of Cardiology is pleased to offer comments in response to
the request for information from the National Technical Information Service (NTIS)
regarding the creation of a certification program for access to the Death Master File
(DMF) as published in the Federal Register dated March 3, 2014. The College is a
47,000-member, nonprofit medical society comprised of physicians, nurses, nurse
practitioners, physician assistants, pharmacists and practice managers, and bestows
credentials upon cardiovascular specialists who meet its stringent qualifications.
The ACC is a leader in the formulation of health policy, standards and guidelines
and is a staunch supporter of cardiovascular research. The College provides
professional education and operates national registries for the measurement and
improvement of quality care.
The College is committed to improving the quality of care furnished by
cardiovascular professionals. To that end, in 1997 the ACC launched the National
Cardiovascular Data Registry® (NCDR®) as a result of its exploration of various
strategies for collecting and implementing clinical data to improve cardiovascular
care. The outgrowth of this effort focused on quality patient care through
standardized measurement of clinical practice and patient outcomes. That first
registry encompassed cardiac catheterization and percutaneous coronary
intervention activities and was designed to help healthcare provider groups and
institutions respond to increasing requirements to document their processes and
outcomes of care. Then, as now, NCDR was committed to including clinicians and
care providers in its leadership and to using standardized, clinically relevant data
elements and scientifically appropriate methods to collect, analyze and report
clinical outcomes. Today, more than 2,200 hospitals nationwide participate in the
NCDR. As the preeminent cardiovascular data repository in the U.S., the NCDR
provides evidence-based quality improvement solutions for cardiologists and other
medical professionals who are committed to measurement, improvement and
excellence in cardiovascular care. As a trusted, patient-centered resource, the NCDR
has developed clinical modules, programs and information solutions that support the
areas of cardiovascular care where quality can be measured, benchmarked and
improved to make a difference in patients’ lives.
The NCDR suite of cardiovascular data registries has expanded to include:
ACTION Registry®-GWTG™ for high-risk STEMI/NSTEMI myocardial infarction
patients
CathPCI® for cardiac catheterization and percutaneous coronary intervention procedures
ICD Registry® for tracking implantable cardioverter defibrillator procedures
IMPACT Registry® for adult and pediatric congenital heart conditions
PINNACLE Registry® for physician practices_
PVI Registry® for lower extremity peripheral arterial catheter-based interventions,
carotid artery stenting and endarterectomy procedures
STS/ACC TVT Registry™ for transcatheter valve therapies
The benefits of participation in NCDR for cardiovascular specialists are many. NCDR is
uniquely positioned to assist practitioners in identifying and closing gaps in quality of
care, reducing wasteful and inefficient care variations and implementing effective,
continuous quality improvement processes. It helps:
Generate quality measures for third parties, including the Physician Quality Reporting
System (PQRS)
Demonstrate tangible benefits for practices
Apply the data for other purposes, especially for Performance Improvement Continuing
Medical Education programs resulting in Maintenance of Certification Part IV credit
Provide benchmarking and comparative feedback on physician/team/hospital
performance
Monitor device safety and performance
Track compliance with recommended care guidelines across time
Furnish benchmarked performance reports to inform hospital/practice site and providerspecific
quality improvement initiatives
Identify existing gaps in documentation and care delivery
Manage population health
Create a longitudinal care record for each patient
NCDR data has been studied for a variety of purposes, including consistency with
guidelines, appropriateness, and comparative effectiveness, to name a few. The ACC has
long history of collaborating with the FDA and began conducting FDA-regulated
research in 2013 in partnership with The Society of Thoracic Surgeons (STS) under the
umbrella of the STS/ACC Transcatheter Valve Therapy (TVT) Registry. Data from the
TVT Registry was used to expand the label indication for a recently approved medical
device. Additionally, that device is serving as the basis for FDA-required post approval
studies for some novel transcatheter valve therapies. NCDR is also a participant in the
FDA’s Sentinel Initiative, looking at methods of drawing on registry data as a mechanism
of providing safety signals to the FDA. The ACC has also conducted research requiring
data matching across multiple databases. This research relied on strategies to match data
from two clinical registries and the Centers for Medicare and Medicaid Services (CMS).
As lawmakers and government officials consider new methodologies for paying physicians for
patient care, it is increasingly likely that those new payment models will include provisions for
paying based on performance. Determinations regarding physician performance will likely take
outcomes into consideration, as is evidenced by recently-imposed requirements that resemble
such “pay for performance” models. For example, by law, CMS will no longer pay for
“excessive” readmissions, that is, when patients are readmitted to a hospital within 30 days of
their initial admissions more frequently than a set percentage of time. To that end, hospitals are
now closely monitoring those rates to ensure readmissions are kept to appropriate levels. As such,
the ACC, in collaboration with the Yale New Haven Health Services Corporation/Center for
Outcomes Research and Evaluation and Centers for Medicare & Medicaid Services, began
reporting a percutaneous coronary intervention (PCI) readmission measure to all CathPCI
Registry hospitals in 2013. For hospitals that chose to participate, measure results were
voluntarily publicly reported on CMS’ Hospital Compare website beginning last summer.
Calculating readmission measures, as well as outcome measures for inpatient procedures will
require information pertaining to death, information that is otherwise difficult for clinical
registries to gather after patients have been released from the hospital. As such, the ACC relies on
outside sources of information, such as CMS claims data, the DMF and the Center for Disease
Control’s National Death Index.
While the College has not yet taken advantage of the DMF as a data source, it is one that the
ACC would benefit from having access to in the near future. Specifically, the ACC views the
DMF as a unique source because it contains vital status information on the US population,
regardless of how healthcare is paid for, and that data is provided on a more frequent basis than
any other data source, providing more timely, and thus, more meaningful feedback on patient
outcomes. For instance, this data would be useful in the development and calculation of outcomes
measures and answering related research questions. To that end, the College would need access to
name, social security number, date of birth and date of death for deceased individuals.
Medical researchers often must contend with multiple mechanisms for ensuring data privacy and
security. Because the ACC maintains individually identifiable personal health information (PHI),
the College is required to comply with all of the privacy and security requirements of the Health
Insurance Portability and Accountability Act (HIPAA). Additionally, the ACC has obtained data
for research from CMS and must comply with the terms of its Data Use Agreement (DUA).1 The
College would be happy to furnish NTIS with information regarding its privacy and security
protocols to assist in the development of the DMF certification process, as we have done as part
of a DUA with CMS. However, to do so in a public forum could potentially jeopardize the
privacy and security of data maintained by the College. As such, we would welcome the
opportunity to follow up with the NTIS directly to explain the various measures that are
employed by the College to ensure data privacy and security.
NTIS is not the first government agency to struggle with creating a mechanism that would ensure
that public access to sensitive government-maintained data is limited to individuals or entities
with legitimate purposes. As referenced above, CMS collects a significant amount of data that it
makes available to researchers through a defined process. While it does not have a formal
certification process, what it requires of researchers is analogous to what NTIS seeks to create
here. Specifically, CMS requires that researchers and those seeking access to its data enter into a
DUA with the Agency. This DUA requires applicants to provide a detailed study protocol that
specifies information regarding the requestor’s rationale for obtaining the data, security
procedures, operational information, financial commitment and more. All individuals who have
access to the data must complete and file a DUA with CMS. Additionally, there are detailed
procedures that must be followed upon study completion pertaining to destruction of the data.
__________			_____________________________________	_____________________ _!_____________
______"#____$_
There are some difficulties with these other government agency processes. One of the biggest
difficulties with the processes for accessing CMS and CDC data is the level of burden associated
with the request. Simply demonstrating that all of the requirements have been met takes a
significant investment of time and resources, between the development of the study protocol,
completing the required forms and describing security protocols, not to mention making any
required changes to current organizational protocols. Additionally, tracking all of the individual
DUAs is administratively burdensome. While CMS does not officially “certify” organizations for
access to its data, it will not allow access until organizations demonstrate compliance with its
procedures. The same holds true for CDC. Rather than forcing organizations to comply with
multiple sets of security requirements, the administrative burden will be reduced significantly for
researchers if they can turn to one set of requirements. As such, the ACC recommends that
NTIS recognize similar programs at other government agencies, especially in situations
where the security requirements are as strict as or stricter than those of NTIS, and deem
individuals or organizations that have met those requirements as certified for access to the
NTIS.
Additionally, the cost for obtaining both the CDC NDI files and the CMS data can be quite
expensive. Both require payment on a per-record basis with additional flat fees required to be
paid by everyone, regardless of the number of records requested. This does not take into account
the costs associated with the resources required to apply for the data. Such high costs reduce the
ability of researchers without significant resources to access the data for research and other
legitimate purposes. The College urges NTIS to impose only such fees as are necessary to pay
for the resources needed for the creation and maintenance of the certification process. Given
the internal organizational administrative burdens associated with ongoing payments, the ACC
would prefer to pay a one-time fee to access the DMF.
What researchers appreciated about the DMF when it was previously available was the ability to
access the entire file through a one-time payment, regardless of purpose. Access to other files
used for medical research, such as CMS and CDC’s files is based on specific study protocols. In
these instances, separate requests are required based on the intended use of the data, along with
separate fees and repetitious demonstrations that the College’s protocols meet the security
requirements. Additionally, access is limited to the specific data sets required to conduct the
specific study. Both CMS and CDC will perform the initial match and provide it to the College.
The College in turn creates a crosswalk file that is then shared with contracted data analytics
centers that perform the actual analysis of the data. Such processes are expensive, cumbersome
and time-consuming. The ACC urges the NTIS to allow the file to remain accessible in its
entirety to all certified users.
The ACC appreciates the opportunity to provide input to the NTIS pertaining to the creation of a
certification program for access to the DMF and would welcome the opportunity to discuss this
input further. We look forward to working with the NTIS on this and future issues. Please direct
any questions or concerns to Lisa P. Goldstein, JD, ACC Associate Director for Regulatory
Affairs at (202) 375-6527 or lgoldstein@acc.org.
Sincerely,
John Gordon Harold, MD, MACC, MACP, FESC, FCCP, FAHA
President
American College of Cardiology
[image: ]

=======================================================================


NTIS SSDMF Request for Information 
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	Questions and comments: 
	Questions below represent the areas that NTIS is interested in. However, they will take any comments. Based on the questions, NTIS seems interested in hearing from users (not regulators). 

	Publication: 
	All comments will be publically available (proprietary/confidential information should be excluded from responses) 

	Referenced Materials: 
	Copies of any referenced materials should be submitted with responses. 

	Submission Deadline: 
	5:00pm EST, March 18th, electronically to John Hounsell <jhounsell@ntis.gov> 

	Public Meeting: 
	On site (USPTO), March 4th 9a-12p EST. Will also be webcast. 



Request for Comment 
The following questions cover the major areas for which NTIS seeks comment. The questions are not intended to limit topics that may be addressed through this Request for Information, and commenters may address any topic they believe has implications for the establishment of a certification program for access to the DMF, regardless of whether this document mentions it. NTIS will consider all timely comments received. 
Comments containing references, studies, research, and other empirical data that are not widely published should include copies of the referenced materials. No confidential or proprietary comments, information or materials are to be submitted, and all submitted comments will be made available publically at http://dmf.ntis.gov/. 
In the questions that follow, references to "you" are intended to include individual persons as well as organizations unless otherwise indicated, and submitted comments should distinguish between individuals and organizations as necessary or desirable for context. 
Certification Program 
NTIS solicits information on implementation of the certification program mandated under Section 203. In particular, NTIS seeks to understand how persons would characterize the basis for their use of DMF information as it relates to the certification criteria of Section 203. In addition, NTIS seeks to understand how persons who seek certification would comply with the requirements set forth under Section 203 to safeguard DMF information. NTIS also seeks information regarding how to best ensure the safeguarding of released DMF information. 
RFI Questions and MIB Responses 
About MIB 
MIB Solutions, Inc., a wholly-owned subsidiary of MIB Group, Inc. provides the MIB Cross-Check service. Available to all MIB members, Cross-Check addresses companies’ needs to cross-check their insureds against the Social Security Death Master File. This response document is intended to represent the views of MIB management, in its sole interest, from the perspective of our century-plus role as a trusted services provider to the life insurance industry. 
MIB Group, Inc. is a not-for-profit, non-stock membership corporation comprised of 450 life and health insurance and reinsurance member companies domiciled across the U.S. and Canada. Established in 1902, MIB’s primary mission is to fight anti-selection and fraud by alerting underwriters to omissions, misrepresentation and fraudulent statements on medical questionnaires in applications for life, health, disability income, long term care, critical illness and Medicare supplement insurance. Inaccurate medical assessments lead to mispriced risk, which negatively impact an insurer’s financial strength and, therefore, increases the premiums it must charge. MIB Underwriting Services save the insurance industry an actuarially estimated $1 billion dollars annually from fraud and, in turn, keep life and other types of insurance affordable for consumers. 
MIB Technology and Security 
MIB’s technology infrastructure securely supports multiple, expansive databases for these purposes from our headquarters and operations center located in Braintree, Massachusetts. Our servers securely process some 100,000 data transactions a day in support of our services. Handling some of the insurance industry’s most sensitive data for more than a century, MIB’s security model exceeds the most stringent standards with controls at every level (policy, procedures, technology, staffing and physical security) and is consistent with privacy regulations and standards for both protected health information (PHI) and personally identifiable information (PII). Our security model embraces state-of-the-art data handling and transmission practices including encryption at rest, encryption during transit, and strict protocols for engaging a “least necessary” philosophy when handling sensitive data in our operations. 
A key technology property of MIB is its proprietary name search, used and continually developed and refined for more than 40 years as the matching engine driving most all of MIB’s core products. Locating records quickly and accurately by name across large databases is a core competency of the organization. 
MIB’s Use of the Social Security Death Master File 
In 2011, the Superintendent of the New York Department of Financial Services (NYDFS) issued a mandate requiring all life insurance companies doing business in the state of New York to 
“cross-check” their life insurance policies, annuities and retained asset account holders against the Social Security Death Master File (DMF) to search for deceased individuals where life insurance benefits may be due (un-reported death) or in the case of annuities, to terminate any and all fraudulent activity. MIB was positioned strongly to assist the insurance industry in fulfilling this requirement, having previously obtained and operationalized the DMF using our name search several years before the mandate. Over time, our unclaimed property compliance DMF search service has expanded to some of the largest insurers in the life insurance industry. 
Today, MIB’s current and continued use of the DMF and its updates is integral to the compliance and business obligations of the life insurance companies who rely upon the accuracy of our DMF matching services to, return potential benefits to consumers, or terminate fraudulent payment streams. 
MIB Group’s Actuarial and Statistical unit has a 30 year relationship with the Society of Actuaries, compiling and validating industry-wide experience data in support of their intercompany experience studies, used by life insurance actuaries to price mortality and morbidity risk for their products. Our central industry-wide role, trusted-partner company relationships, secure data handling and analytic expertise with the life insurance industry have enabled our MIB Solutions, Inc. subsidiary to become the life insurance industry’s first statistical agent. Our Life Statistical Services group currently assists life insurers with the mandatory experience reporting requirements to regulators for both the New York State Department of Financial Services and the Kansas Insurance Department. As a major statistical and analytics provider to the industry, the DMF is a valuable study resource that is foreseen for future statistical and analytical projects (any DMF data would be fully de-identified and aggregated in reporting). 
Summary 
In conclusion, MIB’s current and continued use of the DMF and its updates are integral to the compliance and business obligations of many of the industry’s life insurance companies. We maintain that MIB clearly meets the standard as having a “legitimate business purpose” for using DMF data and, therefore should be granted uninterrupted and unhindered access to the DMF while a certification process is being developed. While we agree with and understand the need to control access to this critical data, we remain deeply concerned about the negative impact an immediate halt of DMF data on March 26th would have on the life insurance industry and consumers. We are confident that MIB’s stringent security model will withstand the requirements of certification when developed. As a trusted services provider to the life insurance industry, we have a uniquely relevant perspective on the operational requirements companies face to address their critical business process needs, inclusive of fraud detection and regulatory compliance. 
Questions 
1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest. 

Yes -- MIB utilizes the Social Security Death Master File (DMF) to assist many of the insurance industry’s largest carriers in determining if annuity holders, pensioners and recipients of disability income payments have died, so insurers can terminate payments appropriately, when they remain un-notified. 

2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law. 

MIB’s customers/members must comply with numerous regulations and statutes that mandate searching the DMF for the purpose of determing if beneficiaries are entitled to payments (upon death of the insured). MIB has developed a refined search and reporting system that allows insurers to comply with regulation and law. Below are tables outlining existing (Active) and pending regulations and Global Resolution Agreements and Regulatory Settlement Agreements (“GRA”). 
	Status 
	State 
	Reg. 

	Active Regulation/GRA 
	Alabama 
	AL HB 126 

	California 
	GRA/Settlement Actions 

	Florida 
	GRA/Settlement Actions 

	Kentucky 
	HB 135 - BR 487 

	Maryland 
	MD SB 77 

	Montana 
	D 375 

	Nevada 
	AB226 

	New Mexico 
	SB 312 

	New York 
	SB 6943, AB 9845 

	North Dakota 
	HB 1171 

	Vermont 
	HB 95 



	Status 
	State 
	Reg. 

	Pending Regulation/GRA 
	Georgia 
	HB 920 

	Indiana 
	SB 220 

	Massachusetts 
	HB 20 

	Mississippi 
	HB 549 

	Pennsylvania 
	HB 1937 

	Tennessee 
	HB 2427, SB 2516 



3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule. 
In addition to regulations, several of MIB’s customers/members have reached agreements with various states through GRA’s that mandate checking policyholders against the DMF to determine if any have died. Below is a snippet taken from one GRA that outlines the search requirements:
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4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation. 
MIB serves as the third-party for insurance companies to perform the mandatory cross-check of their policy files with the DMF, pursuant to state statute, regulation and regulatory settlement agreement. MIB’s services are essential to permit insurers to meet their obligations in a high-quality, cost-effective and timely manner. 

5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty. 

See answers for questions #2 and #3 above. 

6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 

MIB has been collecting and protecting data identified as Personal Health Information (PHI) and Personally Identifiable Information (PII) since the formation of the business over 100 years ago. Our business model is regulated by FCRA and HIPAA to ensure the confidentiality, security and appropriate use of this 
information. PII is protected with the same technical security and procedural controls as PHI within MIB’s IT security model (encryption in transit and at rest, internal procedures and practices including requiring the “minimum necessary” access when working with data). 

7. If you have systems, facilities, and procedures in place to safeguard DMF information. Or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures arc audited, inspected or monitored. 

MIB’s security infrastructure supports controls at every level (policies, procedures, technology, staffing and physical security) and is consistent with privacy regulations for protected health information (PHI) and personally identifiable information (PII). MIB systems, facilities, and procedures are audited by third parties against industry best practices. 

8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such. 

Audits and assessments of the MIB systems, facilities, and procedures are required and governed through corporate policy. MIB security is also regularly audited by its member insurance companies. 

9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you. (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person. 

MIB has implemented an internal approval process for use and access to all sensitive data. It is anticipated that MIB’s member insurance companies who would be using DMF information as part of their claims and other legal and regulatory processes would also be required to become certified users of DMF information. Any release is anticipated to be to DMF certified organizations only, who would then be bound on their own accord, for any subsequent releases. 

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p )( 4) of the IRC, or satisfy requirements “similar “ to the requirements of section 6103(p)(4) of the IRC. 

6103(p)(4) of the IRC sets standards for Secure Storage, Access, Record Keeping, Disposal, Controls, Audit, Reporting, Computer System Security, and other aspects of assuring that DMF data is properly treated and handled. MIB complies with the substance of such standards. It is important to note that MIB operates as an electronic data exchange, and therefore has proper processes and controls mapping to the requirements of Section 9 (Computer Security), while meeting the requirements for confidentiality, physical security and the like. 

11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities. And procedures in place in order to become certified to access DMF information. 

MIB has systems, procedures and safeguards already in place to handle sensitive data. 

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements "similar" to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be "similar" but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 

In meeting the requirements of HIPAA and HITECH, GLB, FCRA and other statutes and regulation, as well as MIB’s own contractual commitments to its members, MIB’s security policies, processes, technologies and controls achieve the objectives of all significant requirements of 6103(p)(4) of the IRC. 

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures? 

Identify the data as it comes into the organization, and protect it in accordance with the high standards used to protect other data classified by regulatory requirements as confidential. 
MIB does not disclose internal or proprietary methods used in our security practices, however, MIB maintains enterprise class access controls, access and event logging, entitlement review procedures, as well as intrusion detection, firewall configuration, antivirus and other security measures. Data is encrypted in transit and at rest. 

14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations. 

- 
Fees and Penalties 
NTIS solicits information on the fees and penalties mandated under Section 203. In particular, because Section 203 mandates the charge of fees to cover, but not to exceed, all costs associated with evaluating applications for certification and auditing, inspecting, and monitoring certified persons under the program. NTIS seeks to understand whether persons desiring to access DMF information during the initial three-calendar-year period, including persons currently accessing 
DMF information, would participate in a fee-based certification program in order to obtain or maintain access to the DMF. NTIS also seeks to understand how persons certified under the certification program would avoid disclosing such information to any person not authorized to obtain such information because they are not certified or, if certified, would use such information for a purpose not listed under Section 203(b)(2)(A). 

15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable or the charge of multiple, presumably smaller, fees, such as annual fees? 

MIB would prefer a system based on a biannual certification, or multi-year certification plan, to reduce the administrative burden related to an annual certification process. NTIS might benefit from such a scheme by administering its certification with fewer resources than would be needed in an annual certification renewal process. 

16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 

MIB only anticipates disclosing individually identifiable Death Master File data to member insurance companies, who would presumably be certified or qualified to meet certification requirements. 
Death Master File Information 
NTIS solicits comments on the term "Death Master File," as that term is defined in Section 203: "information on the name, social security account number, date of birth, and date of death of deceased individuals maintained by the Commissioner of Social Security, other than information that was provided to such Commissioner under section 205(r) of the Social Security Act (42 
U.S.C. 405(r))." In particular, NTIS seeks to understand whether persons currently accessing the 
DMF, or who might wish to access the DMF in the future, during the initial three-calendar-year period, need access to all the types of information included within the definition of that term in order to make use of DMF information. If access to all the types of information included within the definition of the term "Death Master File" is not needed for persons to make use of DMF information, NTIS seeks to understand which type(s) of information is not needed. 

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use. 

MIB provides DMF data to third-party member insurance companies, and since this feeds claims processes, we would want to provide all possible details. 
The various unclaimed property laws, GRA and Settlement Agreements call for very detailed and complex searching techniques that require the usage of SSN, name fields and date fields. In addition, MIB utilizes other fields to help our customers sort, filter and work their way through all name matches (potentially deceased policyholders). Below are samples of the search requirements of one GRA:
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18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual's death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 
The fields listed above for exclusion are critical to our matching process and our customer’s due diligence processes. In addition, regulatory requirements call for the use of this information (see #17). Without this information MIB’s members would be unable to comply with legal and regulatory requirements. Should there be a “tiered” certification standard (one for access that includes information for a deceased individual during the 3-calendar-year period, one for year-4-and-beyond), MIB would meet the stronger such certification standard. For reasons listed above, access to the timeliest DMF data available is crucial for insurers’ to meet their 
unclaimed property requirements. Third parties supporting such activities have an affirmative responsibility to meet the highest level of certification to ensure uninterrupted service to companies subject to these unclaimed property statutes, regulations and agreements.


=======================================================================
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March 18, 2014




Mr. John Hounsell
Program Manager
National Technical Information Service
5301 Shawnee Road
Alexandria, Virginia  22312

Certification Program for Access to the Death Master File - Docket Number: 140205103-4103-01
Dear Mr. Hounsell:
The National Association of Mutual Insurance Companies (“NAMIC”) appreciates the opportunity to comment on the National Technical Information Service (“NTIS”) request for information on the certification program for access to the Social Security Administration’s Public Death Master File (“DMF”).

NAMIC represent the interests and concerns of 1,400 property/casualty insurance companies serving more than 135 million auto, home and business policyholders, with more than $196 billion in premiums accounting for 50 percent of the automobile/ homeowners market and 31 percent of the commercial insurance market. NAMIC is the largest and most diverse property/casualty trade association in the country, with regional and local mutual insurance companies on main streets across America joining many of the country’s largest national insurers who also call NAMIC their home.  More than 200,000 people are employed by NAMIC members.

Background	
	In 1978 an individual filed a lawsuit against the Social Security Administration (“SSA”) under the Freedom of Information Act (“FOIA”) seeking access to death information held by the SSA.  Following discussions with the Department of Justice, the SSA settled the case by agreeing to disclose certain information about deceased individuals to the plaintiff.  In response to the growing number of FOIA requests, in 1980 the SSA established the publicly available file, known as the Death Master File.  The DMF is a government database that includes death records from 1962 to present on deceased individuals who had Social Security numbers.  The DMF is sold through the NTIS of the Department of Commerce and contains the name and surname, date of birth, date of death, Social Security Number, and whether the death has been verified.  The DMF is utilized by carriers to determine deceased policyholders and inform potential beneficiaries; refund unearned premiums; comply with state laws and settlements; detect and prevent fraud; and perform mortality, biometric, and other studies and research.  In 1983, Congress amended the Social Security Act to require the SSA to enter into contractual agreements to obtain death records from states and exempt death reports the SSA receives from the States from disclosure to the public under FOIA.
	In recent years, a number of legislative proposals have been introduced to address accuracy and identity theft issues related to the DMF.  The Bipartisan Budget Act of 2013 (Pub. L. 113–67) (Act) included new requirements for accessing information in the DMF.  Section 203 of the Act (“Restriction on Access to the Death Master File’’) prohibits disclosure of DMF information during the three-calendar-year period following death unless the person requesting the information has been certified under a program established by the Secretary of Commerce. The Act directs the Secretary of Commerce to establish a certification program for such access to the DMF.  Section 203 requires a fee-based certification program for allowable uses of DMF data for any deceased individual within three calendar years of the individual’s death.  Authority to carry out Section 203 has been delegated by the Secretary of Commerce to the NTIS.

	The new provision would create a program under which the Secretary of Commerce restricts access to information contained in the DMF for a three-year period beginning on the date of an individual’s death.  Exceptions permitting access to more timely information would be provided to persons who are certified under a newly created program.  Entities that demonstrate  a legitimate fraud prevention or business purpose pursuant to a law, regulation or fiduciary duty and that have systems, facilities, and procedures in place to safeguard such information, and experience in maintaining the confidentiality, security, and appropriate use of such information consistent with the requirements under Internal Revenue Code Section 6103(p)(4) would be eligible for certification.     

	In  addition to establishing a certification process, the Department of Commerce is further directed to perform periodic and unscheduled audits of certified persons to determine their compliance.  The provision exempts requests from Freedom of Information Act requirements and no Federal agency shall be compelled to disclose the information described in subsection (a) to any person who is not certified under the program.   A penalty of $1,000 is imposed for each improper disclosure or misuse of information obtained from the DMF, up to a maximum of $250,000 per person per calendar year.  The Secretary is required to establish and collect user fees sufficient to recover all costs associated with the certification program to be collected from participants in the certification program.


Request for Information

	On March 3, 2014, NTIS issued a request for information (79 Federal Register 41 (3 March 2014), pp. 11735-11738 (Docket Number: 140205103–4103–01; RIN 0692–AA21) on the establishment and implementation of a certification program for access to the DMF.  The request for information seeks to understand the basis for an entities’ use of DMF information as it relates to the certification criteria of Section 203 and how such entities safeguard DMF information.  The NTIS held a public meeting on March 4 regarding the request for information.
Insurer Use of DMF Data
	Insurers use personal information to administer claims, detect and prevent fraud and provide policyholder protections.  The information in the DMF file is utilized to identify policyholders and potential beneficiaries; refund unearned premiums; detect and prevent fraudulent claims for payment; and comply with  laws, regulations and settlements.  As mutual insurers, our member companies owe a duty to their member policyholders to safeguard the assets of the company, including taking steps to ensure claims are not inappropriately paid. 
	Fraud detection and loss control are critical to the insurance industry.  Recent estimates put the cost of insurance fraud at $80 billion annually - $900 per family per year.  Fraud contributes to higher insurance premiums and diverts government resources.   Access to accurate records is an essential tool for investigative services and insurance fraud investigations. The information available from the DMF (name, social security number, date of birth, and date of death of the deceased individual) is critical to insurer efforts to detect and prevent fraud; adjudicate claims and comply with legal and regulatory requirements.  Any attempt to truncate the information would reduce the utility of the information and disrupt legitimate insurance operations.  We urge the NTIS to reject recommendations to limit the available information to certified entities.

Data Protection
	The insurance industry takes its data protection responsibilities seriously and is at the forefront of efforts to protect the security and integrity of sensitive information.  Insurers, like other financial institutions, comply with federal and state laws, employ a high degree of internal controls and are regularly examined by regulators to safeguard the integrity and security of sensitive information, including the use, disclosure and security of personal information.  Many insurers, like other financial institutions, have undertaken steps to limit access to personally identifiable information to authorized individuals with a business need to use the information. Such programs ensure that only employees on an essential need to know basis are accorded access to full personal information and other sensitive information.
	The insurance industry is subject to federal and state laws and regulations governing the protection of personal and sensitive information.  Insurers comply with requirements under the Gramm-Leach-Bliley Financial Modernization Act (“GLBA”) to restrict the discrimination of information and to protect and safeguard personal information.  With respect to the use and security of social security numbers, policymakers and businesses have taken a number of steps to protect the integrity and privacy of the associated personal information.  Federal laws and regulations governing the use and disclosure of SSNs include:  the Gramm-Leach-Bliley Act (15 U.S.C. 6826(b)) and its implementing regulations; the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.); Section 5 of the FTC Act (15 U.S.C. 41-51); the Fair Debt Collection Practices Act (15 U.S.C. 1601 et seq.); the Health Insurance Portability and Accountability Act (Pub. L. 104-191); and the Drivers Privacy Protection Act (18 U.S.C. 2721 et seq.).  In addition, states have enacted various additional laws regulating the use of SSNs.
	In response to the GLBA, state insurance regulators, through the National Association of Insurance Commissioners (“NAIC”), have taken steps to develop and implement appropriate safeguards for consumer information.  Specifically, the NAIC’s Standards for Safeguarding Customer Information Model Regulation establishes standards that insurers must meet to be in compliance with GLBA’s information security provisions.  Insurers are required to establish a comprehensive, written information security program that includes administrative, technical, and physical safeguards for the protection of nonpublic personal information.  In addition, the  NAIC’s Financial Condition Examiners Handbook requires an information technology review as part of the regulatory examination process and provides guidance for examiners to identify information security risks and evaluate the adequacy of controls and applicable risk management practices. The Market Regulation Handbook also requires a review of computer security procedures to ensure insurance entities have appropriate controls, safeguards and procedures for protecting the integrity of customer information.  
	Insurers have a strong history of data security and protection.  Insurers compliance with federal and state restrictions and safeguards, coupled with strong regulatory oversight by state regulators, are sufficient to meet requirements for access to the DMF that insurers have systems, facilities, and procedures in place to safeguard the information, and experience in maintaining the confidentiality, security, and appropriate use of such information.  We urge NTIS to recognize these legal standards, regulatory oversight and experience.
Certified Entities
	The NAIC and the National Conference of Insurance Regulators have urged that insurers retain full and uninterrupted access to the DMF.  Regulators and lawmakers agree that insurers have a legitimate business need for access, and that they have the required information security safeguards to protect the information.   We urge the NTIS to permit insurers to apply for and receive certification.  We also urge NTIS to permit companies to seek certification on an individual legal entity basis or on a consolidated reporting basis.  In the case of many insurance companies, separately licensed insurance companies may operate under a holding company structure.  Rather than forcing a company to certify each individual company we believe it is appropriate to permit certification at the holding company level.  However, if a company so chooses it should have the option to separately certify the individual entities.  

	Many insurers utilize third-party service providers to access the DMF and provide them with information.  The ability to continue to utilize third-party service providers is essential for insurers.  Particularly for smaller insurers the cost of obtaining and processing DMF information could be prohibitive without the use of an outside vendor.  Although some companies utilize their own in-house capabilities, the decision of whether to outsource the function should remain with the company.  We urge NTIS to recognize the important role that third-party service providers play and permit their use in accessing the DMF.

Administrative Process

	During the March 4 public meeting on access to the DFM, NTIS staff indicated that following review of the comments received in response to the request for information the agency plans to develop a Notice of Proposed Rulemaking soliticing comments with an appropriate comment period, followed by publication of a Proposed Rule with an appropriate comment period.  We appreciate NTIS’s intention to follow fully standard administrative procedures.  It is imperative that interested parties be consulted and have an opportunity to review and comment at each stage of the process.  We urge NTIS to follow through on its commitment and provide ample opportunity for stakeholder participation in the process.
	Additionally, we urge NTIS to enable a simplified self-certification process to enable insurers to continue to access the DMF pending finalization of the specifics of the certification program, as well as the application and review process.  Pending review of an application for certification, insurers should be permitted to rely on self-certification to continue to have uninterrupted access to the DMF information.
Conclusion
	Insurers have legitimate fraud prevention interests, and business purposes pursuant to a law, governmental rule, regulation, or fiduciary duty requiring prompt, full and uninterrupted access to the DMF.   Insurers abide by stringent data privacy and protection standards consistent with the Section 6103(p)(4) protections.  We urge NTIS to recognize the needs of the insurance industry in the certification process.  We further urge NTIS to permit certifications at either the legal entity or consolidated level and to permit the use of third-party service providers to access the DMF on their behalf.
	NAMIC appreciates the opportunity to comment and looks forward to working with NTIS to ensure an efficient certification process that ensures uninterrupted access to meet the legitimate needs of the insurance industry.  If you have questions or comments, please feel free to contact me at 202-580-6741, tkarol@namic.org.
Respectfully submitted,


Thomas Karol
Federal Affairs Counsel
National Association of Mutual Insurance Companies (NAMIC)
122 C Street N.W.
Suite 540
Washington, D.C.  20001
Main: (202) 628-1558
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Jason Hammersla
Director, Communications
American Benefits Council
1501 M Street NW, Suite 600
Washington DC 20005

March 18, 2014 
Sent via e-mail to jhounsell@ntis.gov 
National Technical Information Service 
U.S. Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
The undersigned organizations represent directly or indirectly the vast majority of the employers sponsoring retirement plans in this country. Those employers and their plans’ service providers are existing users of the Death Master File (DMF) and have significant interests in ensuring uninterrupted access to it. On behalf of those plan sponsors, plan administrators and recordkeepers, and the millions of participants who rely on those plans for retirement security, we are responding to the Request for Information (RFI) issued by the National Technical Information Service (NTIS) and published in the Federal Register on March 3, 2014. The RFI was issued in response to the requirement under Section 203 of the Bipartisan Budget Act of 2013 that the Department of Commerce not disclose information on the Death Master File (DMF) to any person unless that person has been certified under a program to be established by the Department. 
We have one core request. It is critical that access to the DMF remain uninterrupted both during the development of the certification process and while certification applications are pending. Most of the undersigned organizations sent a letter to Secretary Penny Pritzker on January 28 (see attached copy) indicating how important it is that retirement plans and their service providers maintain such uninterrupted access to DMF information. In this regard, we would first like to thank NTIS for clarifying that access to DMF information will continue during the development of the certification program and urge the NTIS to also clarify that access will continue during the application process as well. 
However, we understand that NTIS’ announced position has been questioned and may change. In our view, a review of the applicable legislative history demonstrates a very clear Congressional intent that access to the DMF not be interrupted, due to the severely adverse consequences of such an interruption. It is essential that any guidance reflect Congress’ clear desire to permit continued access for legitimate users of the DMF, including retirement plans and service providers acting on their behalf during the development of the certification program as well as during the application process. In the case of retirement plans, such access is necessary in order to avoid plans paying benefits to the wrong party, and to ensure the timely payment of benefits to the correct party. 
Simple and inexpensive access to the DMF information is critical to the efficient functioning of all types of retirement plans, including pension plans and defined contribution plans (such as 401(k) plans). When plan benefits are paid in the form of life or joint life annuities, incorrect payments can be made to the deceased participant (sometimes through direct deposit) rather than 2 

the beneficiary without access to information from the DMF. Other plans need DMF information for other purposes, such as determining when a plan beneficiary becomes eligible for benefits (and takes over investment direction in a participant-directed plan). The RFI recognized this need by pointing out access is necessary for “others responsible for verifying deceased person(s) in support of fulfillment of benefits to their beneficiaries.” Retirement plan fiduciaries are subject to the fiduciary requirements found in the Employee Retirement Income Security Act of 1974, as amended (ERISA), which can be found in Title 29 of the U.S. Code. These fiduciary duties would include a duty to pay benefits to the appropriate party under the terms of the plan, and that party would change upon the death of the participant. Finally, because various service providers may work together on a single retirement plan, it is critical that plan sponsors and service providers be able to share DMF information with each other in order to execute their respective duties to the plan. 
In light of the above issues, plans and their service providers need continued access to the DMF in order to safeguard the retirement assets of millions of Americans. 
We look forward to working with you on this important matter to ensure that access to the DMF continues for retirement plans providing retirement security for Americans across the country. 
American Benefits Council 
American Council of Life Insurers 
American Society of Pension Professionals & Actuaries 
The ERISA Industry Committee 
The ESOP Association 
Financial Services Institute 
Financial Services Roundtable 
Insured Retirement Institute 
Investment Company Institute 
National Association of Insurance and Financial Advisors 
NTCA–The Rural Broadband Association 
Plan Sponsor Council of America 
Securities Industry and Financial Markets Association 
Small Business Council of America 
The SPARK Institute, Inc. 
cc: Sylvia Matthews Burwell 
Howard Shelanski


January 28, 2014 
The Honorable Penny Pritzker 
Secretary 
U.S. Department of Commerce 
1401 Constitution Avenue, N.W. 
Washington, DC 20230 
Dear Secretary Pritzker: 
The undersigned organizations represent directly or indirectly the vast majority of the employers sponsoring retirement plans in this country. On behalf of those plan sponsors, plan administrators and recordkeepers, and the millions of participants who rely on those plans for retirement security, we are writing with respect to an important issue arising under the Bipartisan Budget Act of 2013. 
Under section 203 of the Act, the Department of Commerce is directed not to disclose information on the Death Master File (“DMF”) to any person unless that person has been certified under a program established by the Department. In order to be certified, a person must meet certain conditions, including having a legitimate fraud prevention or business purpose for needing access to the DMF information. We are certainly supportive of the important objectives of this provision, i.e., to prevent fraudulent and other abusive use of DMF information. We are also very appreciative that Congress protected legitimate use of DMF information. 
In that regard, we are writing to underscore how important it is that retirement plans and their service providers maintain uninterrupted access to DMF information both while the certification program is being developed and while certification applications are pending. 
Use of the DMF information is critical to the efficient functioning of all types of retirement plans, including pension plans and defined contribution plans (such as 401(k) plans). For example, many plan benefits are paid in the form of life or joint life annuities. Without DMF information, plans would not have the information needed to make payments to the correct recipients in the correct amounts; for example, payments that should be made to a beneficiary after the death of a participant might be mistakenly made to the deceased participant. Other plans need DMF information for other purposes, such as determining when a plan beneficiary becomes eligible for benefits. 
Many Members of Congress have addressed how Congress intended for access to DMF information for legitimate purposes to continue uninterrupted. Senator Hatch specifically referenced retirement plan administration as an area where there are bona fide reasons for use of DMF information. 
In this regard, we would like to thank you for issuing a notice clarifying that pending establishment of a certification program, user access to the DMF will continue uninterrupted under the current process. Since uninterrupted access is critical to retirement plans, we further urge you to clarify that uninterrupted access will continue while applications for certification are pending. We further ask that the certification program not include burdens that could limit retirement plans’ needed access to the DMF. 2 

We look forward to working with you on this important matter to ensure that access to the DMF continues for retirement plans providing retirement security for Americans across the country. 
American Benefits Council 
American Council of Life Insurers 
American Society of Pension Professionals & Actuaries 
Defined Contribution Institutional Investmetn Association 
The ERISA Industry Committee 
The ESOP Association 
Financial Services Institute 
Financial Services Roundtable 
Insured Retirement Institute 
Investment Company Institute 
NTCA–The Rural Broadband Association 
National Association of Insurance and Financial Advisors 
Plan Sponsor Council of America 
Securities Industry and Financial Markets Association 
The SPARK Institute, Inc.
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1410 Spring Hill Road, Ste 450 McLean, VA 22102 Stephen.Rubley@thomsonreuters.com D: 703-219-2508 March 18, 2014 
VIA ELECTRONIC FILING 
Mr. John Hounsell 
National Technical Information Service 
5301 Shawnee Road 
Alexandria, VA 22312 
RE: Certification Program for Access to the Death Master File, Docket. No. 140205103–4103–01 
Thomson Reuters welcomes the invitation to submit comments to the National Technical Information Service (NTIS) in response to its Request for Information on the Certification Program for Access to the Death Master File published March 3, 2014. 
Comments 
Thomson Reuters is the world's leading news and information company providing intelligent information to the world’s businesses and professionals. The commercial segments that Thomson Reuters serves can be divided into the following four groups: 

 Financial & Risk. The F&R business unit provides solutions to the global financial community, including a comprehensive suite of solutions designed to empower audit and risk and compliance professionals, business leaders, and the boards they serve to reliably achieve business objectives, address uncertainty, and act with integrity. 

 Legal. The Legal business provides various solutions to legal professionals, corporations, government agencies, and law enforcement entities enabling, in part, general legal research, commercial transactions, and litigation management as well as compliance, law enforcement investigations, and fraud prevention. 

 Intellectual Property & Science. Navigating the complexities of the intellectual property landscape takes knowledge, insight and expertise. Thomson Reuters IP content helps companies devise and implement a strategy for IP assets, including steps to protect and advance IP portfolios. The Thomson Reuters Sciences team provides scientific and competitive intelligence as well as regulatory guidance from global compliance professionals. 
2 
 Tax & Accounting. Professionals, corporations, financial institutions, and government agencies use the solutions offered by the Tax & Accounting business unit to address the complexities of tax law compliance, uphold fiduciary duties, and minimize fraudulent activities. 

Each of the Thomson Reuters business units provides solutions that enable our subscribers to more efficiently conduct their business and comply with applicable regulatory and legal requirements. As represented above, compliance and fraud prevention is a theme that runs across all of the company’s businesses. Many Thomson Reuters solutions include proprietary data as well as consumer and business data aggregated from various private and public sources. 
Thomson Reuters fully supports the goals of combating identity theft and tax fraud represented in Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. No. 113-67) (Act). In order for Thomson Reuters to continue to directly support these goals of the Act, it is imperative that Thomson Reuters be able to maintain its current access to the Death Master File (DMF) as well as provide access to the DMF to its business and professional subscribers that would qualify under the Act. 

1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest. 

Thomson Reuters strongly urges the Department of Commerce/NTIS (the Department) to clarify through its enabling regulations that under the Act a “certified person” may be (1) a person or company that intends to access the DMF for its own fraud prevention interests or (2) a company such as Thomson Reuters that provides the DMF data to other entities in furtherance of their legitimate fraud prevention interests under Section 203(b)(2). 
Thomson Reuters is a solutions provider and many of our products include data aggregated from numerous sources, including the DMF information, which supports our subscribers’ business research, compliance, investigative, and fraud prevention needs. Some of the licensed data that is available through Thomson Reuters products is regulated by various state and federal legislation, including Gramm-Leach-Bliley Act and Drivers Privacy Protection Act. By way of example, the Legal business utilizes the DMF information and other licensed data, regulated and unregulated, in its Westlaw, PeopleMap, and CLEAR® products. Historically, the Westlaw platform has been utilized by legal professionals and corporations and the CLEAR products by government and law enforcement. The primary use cases for both products includes: research, investigations, fraud detection and prevention, compliance, skip tracing, and due diligence. 
The CLEAR products, which were built in part for investigative and fraud prevention activities, include: 3 

 CLEAR for Government & Law Enforcement 

 CLEAR Corporate Security 

 CLEAR Healthcare Fraud Investigations 

 CLEAR Insurance Investigations 

 CLEAR Financial Services 

Preventing the DMF from being available through Thomson Reuters products to certified subscribers would have an effect contrary to the intent of the Act. Exclusion of the DMF data would make it more difficult for users with legitimate purposes to combat identity theft and prevent tax fraud 

2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law. 

Thomson Reuters strongly urges the Department to clarify through its enabling regulations that under the Act a “certified person” may be (1) a person or company that intends to access the DMF for its own legitimate business purpose pursuit to a law or (2) a company such as Thomson Reuters that provides the DMF data to other entities in furtherance of their legitimate business purposes pursuant to a law under Section 203(b)(2). 
There are various state and federal laws, rules, and regulations that require or allow use of the DMF for fraud prevention purposes. The ability for Thomson Reuters to obtain the DMF and to provide access through its products to its certified subscribers enables such entities to comply with their legal requirements. By way of example (this list is not exhaustive): 

 Under Louisiana Administrative Code and pursuant to the Patient Care and Affordable Care Act, Medicaid providers are required to check the DMF during provider enrollment. (La. Admin Code. Tit. 50, pt I, §1501). 

 Under Michigan Code, the Michigan Department of Social Services is required to conduct monthly reviews of the DMF prior to issuing/maintaining an individual’s benefits. (M.C.L.A. 400.10f). 

 By Executive Order of the President, the executive departments and agencies of the US government are required to verify payment eligibility, which includes a check of the DMF. (Executive Order 75 F.R. 35953). 

 State Medicaid agencies are required to check the DMF upon enrollment and reenrollment to confirm an individual’s identity. (42 C.F.R. § 455.436). 

 Under Federal Regulations, financial institutions and creditors that offer or maintain one or more covered accounts are required to develop and provide for an ongoing program to detect, prevent, and mitigate identity theft in connection with the opening of a covered account or any existing covered 
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account, which may include the comparison of the information provided by a consumer to the DMF. (17 C.F.R. Pt. 248, SubPt. C, App. A, Suppl. A). 

 Various states require their election officials to compare the state voter registrations with the DMF to prevent voter fraud. Some of the states include Indiana (IC 3-7-45-6.1), Minnesota (M.S.A. § 201.13), Tennessee (T.C.A. §2-2-113), and New York (NY ELEC App § 6217.10). 

 Various states have enacted legislation that require an insurer to establish procedures to reasonably confirm the death of an insured or account holder and that check requires a quarterly review of the DMF. Some of these states include Alabama (Ala. Code 1975 §27-15-52 & Ala. Code 1975 §27-15-53), Kentucky (KRS §304.15-420), Maryland (MD Code, Insurance §16-118), Montana (MCA 33-20-1604 & MCA 33-20-1605), Nevada (N.R.S. 688D.030 & N.R.S. 688D.090), New Mexico (N.M.S.A. 1978, §59A-16-7.1), New York (N.Y. Ins. Law § 3240 (McKinney)), North Dakota (NDCC, 26.1-55-01 & NDCC, 26.1-55-02), and Vermont (27 V.S.A § 1244a). 

Preventing the DMF from being available through TR’s products to certified subscribers would have an effect contrary to the intent of the Act, resulting in government and business inefficiency and potentially more fraud. 

3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule. 

SEE QUESTION #2. 

4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation. 

SEE QUESTION #2. 

5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty. 

Thomson Reuters strongly urges the Department to clarify through its enabling regulations that under the Act a “certified person” may be (1) a person or company that intends to access the DMF for its own legitimate business purpose pursuit to a law or (2) a company such as Thomson Reuters that provides the DMF data to other entities in furtherance of their legitimate business purposes pursuant to a fiduciary duty under Section 203(b)(2). 
There are a variety of types of subscribers that would benefit from continued access to the DMF information through Thomson Reuters products due to a fiduciary duty. Some examples are trustees, conservators, executors, as well as financial and 5 

insurance professionals that need to confirm either the death of an individual or a person’s heirs. 

6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 

Yes. Thomson Reuters has an information security policy applying security principles to our data and systems. Thomson Reuters actively develops and maintains supporting information security policies and standards to address all aspects of information management and product delivery. These policies and standards are closely aligned with international standards including ISO/IEC 27002:2005 and ISO/IEC 207001:2005. 
Sensitive data that includes personally identifying information (PII), including the DMF data, is stored in a secure facility. A security team defines standards and provides secure architectural patterns to support the creation of secure products. All users of products that include the DMF information are approved and credentialed and are issued unique, secure passwords in order to access approved data. The level of credentialing varies on the type of subscriber and level of access requested, but at least includes verification of the entity and may go so far as to require an on-site inspection of the subscribers place of business. 
All User queries are logged in accordance with applicable legal requirements and Thomson Reuters business policy. Certain PII, namely, social security numbers, dates of birth, and driver’s license information that is returned in response to a user query is truncated or masked for most users for added security. Only specially approved, fully credentialed subscribers with acceptable uses can be approved to view unmasked PII. 

7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored. 

Thomson Reuters maintains an information security program to safeguard sensitive information and has developed a comprehensive security testing capability, including static and dynamic application analysis and third-party penetration testing. Security policies and standards are regularly reviewed to take account of evolving technical risks as well as regulatory changes and our subscribers’ needs for information security. 
Thomson Reuters engages independent third-party providers annually to conduct an assessment of the relevant technical environments. One such assessment is based on the Payment Card Industry Data Security Standard. These risk assessments identify, quantify, and prioritize risks against criteria for risk acceptance and objectives relevant to the organization. The results guide and determine the 6 

appropriate management action and priorities for managing information security risks and for implementing controls selected to protect against these risks. 
Thomson Reuters has implemented user monitoring systems (i.e., monitoring a subscriber’s volume of searches, sequential SSN searches) to ensure appropriate use of data. In the event a subscriber engages in questionable activities, Thomson Reuters will open an investigation (including an audit of user logs) and maintains the right to suspend or terminate access based on its findings. 

8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such. 

Thomson Reuters handles an extensive variety of public records data beyond the DMF. Internal and external assessments and inspections of its systems are thorough and comprehensive. For some data sets, these actions are performed voluntarily, while for other data sets, it is required by law as well as pursuant to terms of licensing agreements with data suppliers. Some data sets are subject to the Gramm-Leach-Bliley Act, the Drivers Privacy Protection Act, or certain state and local laws and regulations. Compliance with these laws and regulations requires enhanced procedures as well as requiring subscribers to disclose why they are using the data and logging that information. 

9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person. 

The auditing, inspection and monitoring performed by Thomson Reuters can reveal how the DMF is used by the company in its products and will also reveal whether such information has been disclosed to certified subscribers. These reviews will not disclose whether the DMF information was further disclosed to a fourth person. However, all Thomson Reuters subscribers sign subscription agreements that govern and limit how the data can be used or disseminated. For example, subscribers are not allowed to transfer, distribute, disseminate, sell or resell the information except for internal business purposes. 7 

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements “similar” to the requirements of section 6103(p)(4) of the IRC. 

Thomson Reuters has systems, facilities, and procedures in place safeguarding DMF information satisfying the requirements or similar to the requirements of section 6103(p)(4) of the IRC. Thomson Reuters maintains records of access to DMF information by its authorized subscribers. The DMF information is maintained in highly secure data centers and internal access is limited to persons whose responsibilities require access and have gone through information privacy training. Thomson Reuters applies a documented information security program to sensitive data including DMF information. Mechanisms exist to purge data from the company’s systems when necessary. 

11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to access DMF information. 

Thomson Reuters has appropriate systems, facilities, and procedures in place in order to become certified to safeguard the DMF in accordance with Section 203(b)(2) of the Act. 

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements “similar” to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be “similar” but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 

Thomson Reuters is committed to maintaining secure data and systems, and our policies and practices are aligned with federal and international standards. These policies and practices were not designed specifically for compliance with 6103(p)(4) and managing the storage and access to individual tax returns. However, the policies and practices cover all aspects of data and system security, such as system, administrative, and personnel security, role-based access control, password management, logging and auditing controls, incident management, vulnerability monitoring and assessment, anti-virus/malware monitoring and control, firewall security, database security, server and infrastructure security, data integrity, and secure transmission. Business continuity plans include redundancy, disaster recovery testing, and other practices to ensure system availability. Independent audits and certifications assure our commitment to compliance with applicable standards. 8 

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures? 

Existing industry standards based on the American Institute of CPA’s Trust Services Principles section 100 for Security, Availability, Processing Integrity, Confidentiality and Privacy are used as a suitable baseline for design controls (eg: SOC 2) to provide reasonable assurance that DMF information is safeguarded. Additionally, industry standards such as ISO/IEC 27002:2005 and ISO/IEC 27001:2005 also provide reasonable assurance to safeguarding data of this nature. 

14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations. 

None known. 

15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees? 

Thomson Reuters would be able to accommodate either scenario, but the company’s ultimate preference would depend on the specifics of implementation. A larger, single fee is acceptable if there would be no other fees due while such certification is active, including during any recertification. An annual fee is also acceptable and provides flexibility to both parties. 

16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 

Thomson Reuters obtains the DMF information in the form of a bulk file that is ingested into its secure data warehouse(s) and protected as defined above. Subscribers do not have access to the full bulk file, but access the data in individual or small portions in response to ad hoc queries. Thomson Reuters products are subscription-based services and access is only granted to subscribers via secure passwords. Specific data access is dependent on a user’s subscription. The general rule is that social security numbers and dates of birth are truncated for added security, however, there are exceptions to this rule and the majority of those types of subscribers are law enforcement and government use. 
In addition to proprietary and non-regulated data in the Thomson Reuters products, Thomson Reuters makes available to authorized subscribers data that is subject to the Gramm-Leach-Bliley Act, the Drivers Privacy Protection Act as well as certain state and local laws and regulations. In order to access regulated data, Thomson Reuters requires subscribers to be fully credentialed and to certify in both their 9 
subscription documentation and via the Thomson Reuters product that they have a permissible purpose under the relevant law. 
Our enhanced on-boarding process to access regulated data includes, without limitation: verification that the subscriber is a legitimate business, the subscriber is authorized to conduct its business, the requested access is appropriate based on the subscriber’s type of business, verification of business location, verification of the identity of corporate principal, and background check of corporate principals to confirm there is not a history of fraudulent behavior. 
We would propose that the DMF information be treated in a similar manner as our other regulated data and users of the DMF data be certified through our enhanced credentialing process. Further, if a subscriber passes our enhanced credentialing process and certifies in writing that they have a legitimate fraud prevention interest or a legitimate business purpose under the Act, Thomson Reuters would strongly urge the Department to consider such Thomson Reuters subscribers a “certified person” under Section 203(b)(2)(A) of the Act without need for further action by the Department, Thomson Reuters, or the subscriber. Thomson Reuters would further urge the Department to clarify in its enabling regulation that (1) entities such as Thomson Reuters that are certified and provide access to the DMF to credentialed subscribers that have certified their permissible purpose under the Act, be exempt from the penalty provisions of Section 203(c)(1) except for instances of willful violation and (2) entities such as Thomson Reuters are exempt from penalties for any bad acts of subscribers and that such subscribers will directly be held responsible for any violations of Section 203(c)(1). 
Facilitating the above will allow Thomson Reuters to continue serving its subscribers in the financial, insurance, government, and legal professions who need solutions for verifying deceased person(s) to support fulfillment of benefits to beneficiaries and to prevent identity fraud. 

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use. 

Thomson Reuters currently accesses the DMF information and makes all of the above listed data elements available to its subscribers; however, the company’s policy holds that the social security number and date of birth are truncated for most subscribers. Exceptions to this policy may be made for subscribers that have undergone enhanced credentialing and demonstrated a need for non-truncated data. The majority of exceptions are granted to law enforcement and government customers. 10 

18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual's death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 

An individual’s date of birth is less critical in the operation of the Thomson Reuters products that currently include the DMF information. However, in order for our systems and products to reconcile the DMF information with other data that Thomson Reuters maintains, the other data elements (name, social security number, and date of death) are critical. It is through these unique attributes and reconciliation that Thomson Reuters is able to provide comprehensive reports that facilitate and educate our subscribers’ investigations and research for legitimate fraud prevention or business purposes. 
If you have any questions, please do not hesitate to contact me or Kate Friedrich at 202-423-2991. We look forward to working with the Department of Commerce/NTIS on this important issue. 
Sincerely, 
Stephen Rubley 
Managing Director, Government Segment
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March 18, 2014 
John Hounsell 
National Technical Information Service 
U.S. Department of Commerce 
5301 Shawnee Road 
Alexandria, Virginia 22312 
Re: Certification Program for Access to the Death Master File 
Dear Mr. Hounsell: 
We write on behalf of the National Association of Insurance Commissioners (NAIC) in response to the Request for Information regarding the establishment of a new certification program for persons seeking access to the Social Security Administration’s Death Master File (DMF), as required by Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. 113-67). 
The NAIC is the U.S. standard-setting and regulatory support organization created and governed by the chief insurance regulators from the 50 states, the District of Columbia and five U.S. territories. Through the NAIC, state insurance regulators establish standards and best practices, conduct peer review, and coordinate their regulatory oversight. NAIC members, together with the central resources of the NAIC, form the national system of state-based insurance regulation in the U.S. 
One of the fundamental tenets of our state-based insurance regulatory system is the protection of insurance policyholders. While Congress’s restrictions on access to the DMF are important privacy protections to prevent fraud and identity theft, we believe the law should be implemented in a manner that balances those privacy protections with policyholder protections that have been enacted in state law or regulation or otherwise implicated in settlements among certain states and certain life insurers. 
Life insurers have a legitimate business purpose for DMF information. Life insurers are able to use the DMF to identify deceased policyholders, which enables them to attempt to notify beneficiaries of policy proceeds that can be a great benefit to grieving families in a time of uncertainty. Several recent state laws and regulations require life insurers to check their lists of in-force life insurance policies and retained asset accounts against the DMF and notify beneficiaries of the existence of identified policies and the need to submit a claim. For example, nine states1 have enacted laws requiring life insurers to consult the DMF for cross-reference purposes at specified intervals. In addition, several state insurance regulators, coordinating through the NAIC, are currently investigating the country’s top life and annuity insurers and many states have adopted multistate settlements with certain life insurers, which require insurers to access and cross-reference the DMF on a monthly or quarterly basis. 
1 Alabama, Kentucky, Maryland, Montana, Nevada, New Mexico, New York, North Dakota, and Vermont.  2 

Consequently, life insurers need prompt and uninterrupted access to the DMF in order to be compliant. To the extent that the Department of Commerce does not have a certification process in place by March 26, we strongly urge the Department to continue allowing insurers uninterrupted access so as to not delay benefits to policyholders. Alternatively, we would encourage a short term temporary approach to continue access until the final process can be developed. As the certification program is developed, we also urge the Department to ensure that the new program is not overly burdensome to life insurers such that it would effectively act as a bar to their access to the DMF, thereby undermining an important policyholder protection. 
We look forward to continued coordination with the Department to ensure a smooth transition period and a prompt development of a certification process to ensure that state insurance regulators can continue to advance critical consumer protection efforts. Should you wish to discuss this matter, please do not hesitate to contact Mark Sagat, Counsel and Manager, Financial Policy and Legislation, at (202) 471-3987 or Brooke Stringer, Financial Policy and Legislative Advisor, at (202) 471-3974. 
Thank you for your consideration. 
Sincerely, 
Adam Hamm Monica J. Lindeen 
NAIC President NAIC President-Elect 
North Dakota Insurance Commissioner Montana Commissioner of 
Securities and Insurance 
Michael F. Consedine Sharon P. Clark 
NAIC Vice President NAIC Secretary-Treasurer Pennsylvania Insurance Commissioner Kentucky Insurance Commissioner 
The Honorable Ben Nelson 
Chief Executive Officer, NAIC


Count of 50
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CERTIFICATION PROGRAM FOR ACCESS TO THE DEATH MASTER FILE
AGENCY: National Technical Information Service, U.S. Department of Commerce.
ACTION: Request for Information and Advance Notice of Public Meeting
SUMMARY: Section 203 of the Bipartisan Budget Act of 2013 (Act), directed the Secretary of Commerce to
establish a certification program under which persons may obtain immediate access to the publicly available Death
Master File (DMF). The National Technical Information Service is requesting comments from the public regarding
the establishment and implementation of a certification program for access to the DMF. It is expected that
information gathered through this RFI will inform NTIS’s approach to the development of a certification program,
which will be promulgated by NTIS by Notice and Comment Rulemaking.
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Section 203(a) of the Act directs that the Secretary of Commerce (Secretary) “shall not disclose to any person
information contained on the Death Master File with respect to any deceased individual at any time during the 3‐
calendar‐year period beginning on the date of the individual's death, unless such person is certified under the
program established under subsection (b)” of Section 203.
Section 203(b)(1) of the Act directs the Secretary to “establish a program (A) to certify persons who are eligible to
access the information described in subsection (a) contained on the Death Master File, and (B) to perform periodic
and unscheduled audits of certified persons to determine the compliance by such certified persons with the
requirements of the program.”
Under Section 203(b)(2) of the Act, a person “shall not be certified under the program established under paragraph
(1) unless such person certifies that access to the information described in subsection (a) is appropriate because
such person (A) has (i) a legitimate fraud prevention interest, or (ii) a legitimate business purpose pursuant to a
law, governmental rule, regulation, or fiduciary duty, and (B) has systems, facilities, and procedures in place to
safeguard such information, and experience in maintaining the confidentiality, security, and appropriate use of
such information, pursuant to requirements similar to the requirements of section 6103(p)(4)
of the Internal Revenue Code of 1986 (IRC), and (C) agrees to satisfy the requirements of such section 6103(p)(4) as
if such section applied to such person.”
Section 203(b)(3)(A) of the Act directs the Secretary to “establish under section 9701 of title 31, United States
Code, a program for the charge of fees sufficient to cover (but not to exceed) all
costs associated with evaluating applications for certification and auditing, inspecting, and monitoring certified
persons under the program. Any fees so collected shall be deposited and credited as offsetting collections to the
accounts from which such costs are paid.” Section
203(b)(3)(B) of the Act requires the Secretary to report annually to the Congress “on the total fees collected during
the preceding year and the cost of administering the certification program under this subsection for such year.”
Section 203(c)(1) of the Act provides that any person “certified under the program established under subsection
(b), who receives information described in subsection (a), and who during the period of time described in
subsection (a) (A) discloses such information to any person other than a person who meets the requirements of
subparagraphs (A), (B), and (C) of subsection (b)(2), (B) discloses such information to any person who uses the
information for any purpose not listed under subsection (b)(2)(A) or who further discloses the information to a
person who does not meet such requirements, or (C) uses any such information for any purpose not listed under
subsection (b)(2)(A), and any person to whom such information is disclosed who further discloses or uses such
information as described in the preceding subparagraphs, shall pay a penalty of $1,000 for each such disclosure or
use. Under Section 203(c)(2), the total penalty imposed on any person for any calendar year “shall not exceed
$250,000,” unless the Secretary determines the violations to have been “willful or intentional.”
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Section 203(d) of the Act defines the term “Death Master File” to mean “information on the name, social security
account number, date of birth, and date of death of deceased individuals
maintained by the Commissioner of Social Security, other than information that was provided to such
Commissioner under section 205(r) of the Social Security Act (42 U.S.C. 405(r)).”
Under Section 203(e)(1) of the Act, no Federal agency “shall be compelled to disclose,” to any person “not
certified,” information contained on the Death Master File with respect to any deceased individual at any time
during the 3‐calendar‐year period beginning on the date of the individual's death. Section 203(e)(2) of the Act
provides that Section 203 shall be considered a statute described in subsection (b)(3) of section 552 of title 5,
United States Code (the Freedom of Information Act (FOIA)).
Under Section 203(f) of the Act, Section 203 takes effect 90 days after the date of the enactment, while Section
203(e) (the FOIA provision) takes effect upon enactment.
During Congressional debate on the Joint Resolution, H. J. Res. 59, which, upon being passed by Congress and
signed into law by the President, became the Bipartisan Budget Act of 2013, several Members of Congress
described their understanding of the purpose and meaning of Section 203. Members offering statements included
Representatives Johnson,1 Bachus2 and Neal,3 and Senators Nelson,4 Murray,5 Casey6 and Hatch.7
1 159 CONG. REC. H7699, (daily ed. Dec. 12, 2013) (statement of Rep. Sam Johnson)
2 159 CONG. REC. H8083, (daily ed. Dec. 12, 2013) (statement of Rep. Bachus)
3 159 CONG. REC. H8083, (daily ed. Dec. 12, 2013) (statement of Rep. Neal)
4 159 CONG. REC. S8890‐S8891, (daily ed. Dec. 17, 2013) (statement of Sen. Nelson)
5 159 CONG. REC. S8891, (daily ed. Dec. 17, 2013) (statement of Sen. Murray)
6 159 CONG. REC. S8891, (daily ed. Dec. 17, 2013) (statement of Sen. Casey)
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THE DEATH MASTER FILE
The Social Security Administration (SSA) compiles the DMF from certain deaths reported to the agency. SSA
receives death reports from many sources, including family members, funeral homes, hospitals, States, Federal
agencies, postal authorities and financial institutions. The DMF is not a complete file of all deaths, and does not
include State death records. (Section 205(r) of the Social Security Act prohibits SSA from disclosing this
information to the public on the
DMF.) In addition, SSA cannot guarantee the accuracy of the DMF. The absence of a particular person on this file
is not proof that the individual is alive. Further, in rare instances it is possible for the record of a person who is not
deceased to be included erroneously in the DMF.
SSA makes the DMF available to the public through an agreement with NTIS. NTIS offers the DMF to the public
through an online search application, as well as through raw data file download products. DMF subscribers have
the option of subscribing to an online search application or maintaining a raw data version of the file at their
location. The online service is updated on a weekly basis, and raw data file weekly and monthly updates are
offered electronically via https, as well as via secure FTP.
The Death Master File is an important tool which has been used for many purposes. It is used by pension funds,
insurance organizations, Federal, State and Local government entities and others
7 159 CONG. REC. S8891, (daily ed. Dec. 17, 2013) (statement of Sen. Hatch)
responsible for verifying deceased person(s) in support of fulfillment of benefits to their beneficiaries. By
methodically running financial, credit, payment and other applications against the Death Master File, the financial
community, insurance companies, security firms and State and Local governments are better able to identify and
prevent identity fraud, and identify customers who are deceased. Other current users include clinicians and
medical researchers tracking former patients and study subjects, law enforcement and genealogists.
While the DMF unquestionably plays an important role in preventing identity fraud, concern about misuse of
publicly available DMF information, as noted in the statements of several Members of Congress cited above, led to
the inclusion of Section 203 in the Act, signed into law by President Obama. NTIS seeks comments from the public
on how best to implement the certification program mandated under Section 203.
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REQUEST FOR COMMENT
The following questions cover the major areas for which NTIS seeks comment. The questions are not intended to
limit topics that may be addressed through this Request for Information, and commenters may address any topic
they believe has implications for the establishment of a certification program for access to the DMF, regardless of
whether this document mentions it. NTIS will consider all timely comments received.
Comments containing references, studies, research, and other empirical data that are not widely published should
include copies of the referenced materials. No confidential or proprietary
comments, information or materials are to be submitted, and all submitted comments will be made available
publically at http://dmf.ntis.gov/.
In the questions that follow, references to “you” are intended to include individual persons as well as organizations
unless otherwise indicated, and submitted comments should distinguish between individuals and organizations as
necessary or desirable for context.
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CERTIFICATION PROGRAM
NTIS solicits information on implementation of the certification program mandated under Section 203. In
particular, NTIS seeks to understand how persons would characterize the basis for their use of DMF information as
it relates to the certification criteria of Section 203. In addition, NTIS seeks to understand how persons who seek
certification would comply with the requirements set forth under Section 203 to safeguard DMF information. NTIS
also seeks information regarding how to best ensure the safeguarding of released DMF information.
1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in
the Act? If so, explain in detail the basis of that interest.
Our company acts as an agent for clients across the country processing approximately 50,000,000 records every
week against the “Death Master File” to prevent fraud, satisfy federal and state regulations, and stop overpayments.
These records include pension participants, policy holders, trustees, 401K participants, and debt holders.
2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate
business purpose and cite the relevant law.
We are a trusted agent for our customers. We follow the same laws, regulations, and rules that govern them. In the
past two years, state legislatures have been passing laws that compel Life Insurers to proactively sweep their
policyholders’ data against the SSDMF or other services similar to ours. These laws have resulted in over
$175,000,000 in benefits being paid out to beneficiaries that would otherwise have gone unclaimed. As a trusted
agent for many of these organizations our company has the experience and technical abilities to provide these
matching services that make it possible to deliver benefits to those entitled. The vast majority of these positive
matches are a direct result of the SSDMF. These regulations require companies to utilize “fuzzy logic” algorithms.
For some Life Insurers, to consider developing these algorithms internally, purchasing the SSDMF, and the relative
cost of human capital make hiring a Third Party Vendor like us the most prudent viable option. Below are the
current laws, regulations, and rules passed or proposed by State Governments or governing bodies:
Alabama Code § 27‐15‐53
Florida’s Department of Financial Services (DFS administrative declaratory ruling on Fla. Stat. §§ 717.101, 717.117,
717.102(2), 627
Georgia HB 920
Indiana SB 220
Iowa HF 2333
Kentucky Rev. Code § 304.15‐420 ‐ KY BR 487, HB 135
Louisiana HB 411
Maryland Statute §16–118 ‐MD
Massachusetts HB 20
Mississippi HB 549
Montana Code Ann. § 70‐8‐801
National Conference of Insurance Legislators (NCOIL) Model Unclaimed Life Insurance Benefits Act
Nevada AB 226
New Mexico Stat. § 59A‐16‐7.1.
North Dakota Cent. Code, 26.1‐55‐02.
Oklahoma HB 3287
Pennsylvania HB 1937
Rhode Island HB 7031
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State of New York Insurance Regulation 200 “Unclaimed Life Insurance Benefits and Policy Identification” NY Ins.
Law § 3240
Tennessee HB 2427, SB 2516
Vermont Stat. tit 27, § 1244a
3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that
legitimate business purpose and cite the relevant governmental rule.
As a trusted agent for our customers we follow the same laws, regulations, and rules that govern them. These
include Employee Retirement Income Security Act (ERISA) 29 U.S.C. §1104 (a)(1)(B), §1104 (a)(1)(A), HIPPA laws,
HUD 4330.1, 13.33 at the Federal level.
4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate
business purpose and cite the relevant regulation.
Our company acts as an agent for clients across the country processing approximately 50,000,000 records every
week against the “Death Master File” to prevent fraud, satisfy federal and state regulations, and stop overpayments.
These records include pension participants, policy holders, trustees, 401K participants, and debt holders.
5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that
legitimate business purpose and cite the relevant fiduciary duty.
As a trusted agent for our clients we adhere to the same laws, regulations, and rules that govern them. These
include Employee Retirement Income Security Act (ERISA) 29 U.S.C. §1104 (a)(1)(B), §1104 (a)(1)(A), HIPPA laws,
HUD 4330.1, 13.33 at the Federal level.
6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in
maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. DFW
Small World Solutions has 13 years in maintaining system, facilities, policies and procedures in maintain personal
information and the security of the DMF Information. Small World Solutions has recently upgraded its servers,
firewalls, software security software and facility security in anticipation of the certification process. Small World
Solutions uses the latest in security, encryption, and recommended practices for enhanced security. We are located
is a Class A building with 24/7 security. Our offices maintain locked access to our servers and production
workstations. Only our vetted customers are allowed access to their reports on our SaaS software.
7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive
information other than DMF information, explain whether and how your systems, facilities, and procedures are
audited, inspected or monitored.
We voluntarily subject ourselves to system, facilities and procedural audits. Our systems network and security are
monitored 24/7 by our network systems and personnel. The class “A” building we reside in is monitored 24/7 for
security and access by the buildings security staff. Inside the office, our server rooms and offices are monitor by an
internal security system. Access to the server room and sensitive PCs are restricted by security codes and
passwords.
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8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive
information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or
monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation,
fiduciary duty, or other reason and cite such.
A combination of both is utilized. We voluntarily comply with industry standard security requirements. We are
located in California and follow the California recommendations, guidelines and laws regarding Personal
Information (PI) data and SSNs.
1. California Law about Notification in Instances of Security Breaches‐effective July 1, 2003: California Civil
Code Section 1798.29
2. California Law Restricting Display of Social Security Numbers: California Civil Code Section 1798.85
9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive
information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or
monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2)
whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a
third person, was used by that person, or was further disclosed by that person to a fourth person.
Our customers provides us with list of their participants, they wish to monitor for mortality. Our clients have a
fiduciary responsibility to ensure that no overpayments will be made. We use the SSA Death Master File (DMF) to
report matching deaths of their participants, back to the customer in a secure manner.
10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in
maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to
which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements “similar” to the
requirements of section 6103(p)(4) of the IRC.
We have in place policies, procedures and systems in place that meet or exceed section 6103(p)(4) of the IRC to
establish and maintain a secure area where information is stored and processed, restriction to information is
limited only to those person whose duties and responsibilities require access to such information, provide
safeguards to protect of information to safeguard DMF Information..
11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain
how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to
access DMF information.
I believe we already have in place those systems, facilities and procedures to safeguard the DMF information and
the experience in maintaining the confidentiality, security and appropriate use of the information.
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12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to
safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of
such information, pursuant to requirements “similar” to the requirements of section 6103(p)(4) of the IRC. Please
explain in detail how your systems, etc., and experience might be “similar” but not identical to the requirements of
section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC
would nevertheless permit achieving the objective of safeguarding DMF information.
Small World Solutions has over X years in providing systems, security and methods to use, maintain and report on
the DMF Information. Our facilities are located in a Class A secure building. We utilize the latest in firewall
protection, anti‐virus software, encryption and site monitoring. The method and software used for the site is HIPPA
compliant concerning security, passwords and site use. Internal policies and procedures provide an extra layer of
security regarding access, use and disposal of sensitive information. We maintain membership in several
professional associations to maintain access to the latest security related information, processes and procedures.
Our software utilizes mechanisms to restrict data only to vetted customers and their information.
13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided
under the Act, including audit, inspection and monitoring procedures?
The Information Security Guidelines put forth in the IRS publication 1075 (January 2014), provide adequate
guidelines for the secure use of the DMF information.
14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the
procedures required by such laws or regulations.
The use of the DMF Information should be open and made available for use in businesses that provide compliance
services against fraud, waste and abuse. The existing Employee Retirement Income Security Act (ERISA) and Service
Organization Control (SOC) laws provide framework in that regard.
FEES AND PENALTIES
NTIS solicits information on the fees and penalties mandated under Section 203. In particular, because Section 203
mandates the charge of fees to cover, but not to exceed, all costs associated
with evaluating applications for certification and auditing, inspecting, and monitoring certified persons under the
program, NTIS seeks to understand whether persons desiring to access DMF information during the initial threecalendar‐
year period, including persons currently accessing DMF information, would participate in a fee‐based
certification program in order to obtain or maintain access to the DMF. NTIS also seeks to understand how
persons certified under the certification program would avoid disclosing such information to any person not
authorized to
obtain such information because they are not certified or, if certified, would use such information for a purpose
not listed under Section 203(b)(2)(A).
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15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge
of multiple, presumably smaller, fees, such as annual fees?
We would prefer quarterly or annual fees. Ideally, no fees should be imposed only proof of certification.
16. In order to become certified to have access to DMF information, how would you prevent disclosure of such
information to any person other than a person who was also certified, or who, if not certified, would meet the
requirements of certification?
Our customer base is vetted before they are permitted access to our system. Our customer should not be required
to be certified if they are accessing the information via a Certified User. The Certified User takes the responsibility of
making sure only those who have legitimate business reasons for accessing DMF information. An addendum to our
service agreement that outlines the use and disclosure of the information should be adequate. The customer would
be made to sign the form to be made aware of the requirements, laws and penalties.
Death Master File Information
NTIS solicits comments on the term “Death Master File,” as that term is defined in Section 203: “information on
the name, social security account number, date of birth, and date of death of deceased individuals maintained by
the Commissioner of Social Security, other than information that was provided to such Commissioner under
section 205(r) of the Social Security Act (42
U.S.C. 405(r)).” In particular, NTIS seeks to understand whether persons currently accessing the DMF, or who
might wish to access the DMF in the future, during the initial three‐calendar‐year period, need access to all the
types of information included within the definition of that term in order to make use of DMF information. If access
to all the types of information included within the definition of the term “Death Master File” is not needed for
persons to make use of DMF information, NTIS seeks to understand which type(s) of information is not needed.
17. If you currently access DMF information, does your use of that information include or require the name, social
security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of
DMF information you do not use.
Yes. Plus we would require all currently restricted DMF information, in order to provide a higher quality search, to
protect against fraud, waste and abuse.
18. Would you find it useful to access DMF information that included information for a deceased individual during
the 3‐calendar‐year period beginning on the date of the individual's death, but did not include one or more of the
name, social security account number, date of birth, and date of death of the deceased individual? If so, explain
which type(s) of DMF information could be excluded.
No information should be excluded. As excluded information provides a poor quality search and potential for fraud ,
waste and abuse and lower security.
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18 March 2014
John Hounsell
Department of Commerce, National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312
Dear Mr. Hounsell,
I am writing to express FamilySearch International's concern with the implementation ofthe
recently passed legislation regarding the limitations on the Death Master File and how this will
affect our ability to accomplish our primary mission of helping people find their family members
through genealogical research.
FamilySearch International is the largest genealogy organization in the world. FamilySearch is a
nonprofit, volunteer-driven organization sponsored by The Church of Jesus Christ of Latter-day
Saints. Millions of people use FamilySearch records, resources, and services to learn more
about their family history. To help in this great pursuit, FamilySearch and its predecessor
organizations have been actively gathering, preserving, and sharing genealogical records
worldwide for over 100 years. Patrons may access FamilySearch services and resources free
online at FamilySearch.org or through over 4,600 family history centers in 132 countries,
including the main Family History Library in Salt Lake City, Utah.
Voluntary Steps FamilySearch has taken to Prevent Fraud
FamilySearch is committed to eliminating fraudulent use of this data. We have taken the
necessary steps to minimize the possibility our website could be used in ways that thieves could
use the information fraudulently. The additional administrative burden demanded in the
legislation appears to be unnecessary due to the changes made at the IRS to start using the
DMF to verify the legitimacy of returns they receive.
In December 2011, we began masking the SSNs of recently deceased persons and the IRS
reportedly significantly improved their software filters. Even with deceased SSNs "exposed"
during 2011, there were only 19,102 suspicious returns which represented less than 2% ofthe
1,086,998 potentially fraudulent returns filed in 2011. Because of the reported IRS actions to
filter the data we believe there should be a reduction in the number of suspicious returns using
the SSN's numbers of deceased persons in 2012 and subsequent years.
Community Benefits
The DMF is a resource which serves as a primary bridge from living to historical records. It is
the starting point for most modern genealogy projects. Using it, a genealogist can determine
where to look for obituaries and vital records to continue their search. As a provider ofthe DMF
information FamilySearch has helped genealogists, both professional and others, use this data
to do forensic research in the follOWing types of research for which a three year delay could be
problematic:
50 ENorth Temple Street Salt Lake City, UT 84150-0005 familysearch.org
a. Department of Defense repatriation of remains from previous wars. Since often the
parents of the soldiers are deceased, the DMF is often one of the first records use,d to
find the parents date of death. From the date and location ofthe parent's death, the
genealogist can often find an obituary which will identify living siblings who could
provide appropriate DNA samples.
b. Identification of unclaimed persons. The process is similar to that followed for the
repatriation of remains, but is performed by genealogists working at the county level
with county coroners.
c. Missing and unknown heir cases involving estates, trusts. real estate, oil & gas &
mineral rights, quiet title actions. and similar activities. The genealogists work with
attorneys in resolving these issues. Sometimes the work is performed simultaneously by
genealogists in different states.
d. Tracing and tracking heritable medical conditions. When a family has an inherited
genetic disease, time is of the essence. The SSDI is essential to finding deceased
relatives who may have had the genetic disease. Multi-stepped research requires
identifying other than immediate relatives, using a variety of sources including the social
security death index, death certificates, obituaries, and estate records to locate their
living descendants. It is critical to locate and warn living cousins about the genetic
disease as soon as possible, so they may take proper action to diagnose and treat the
condition, possibly preventing a premature death.
e. Repatriation of stolen art.
f. Identifying Native American blood quantum to determine eligibility for tribal benefits.
Banks, insurance companies, and other business interests use the SSDI from our website to
verify identities and avoid fraud. FamilySearch has benefited the community by providing this
information as a service "free of charge" resulting in a much larger group of users than just the
genealogical community.
How you can help
I urge you to propose any technical amendments which might better accomplish the
fraud reduction objectives of this le~islation. The genealogical community may have
some approaches to suggest regarding the certification program and the
appropriate safeguards to be applied to this information.
We also ask that you continue to make it possible for us to playa vital role in providing the SSDI
to our users by allowing us to have access to the data and make it available to our researchers.
Thank you,
Dennis Brimhall
Family Search International, CEO
50 ENorth Temple Street Salt Lake City, UT 84150-0005 familysearch.org
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March 18, 2014
Mr. John Hounsell
National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312
Re: Certification Program for Access
To the Death Master File (DMF)
Dear Mr. Hounsell:
The Investment Company Institute (the “Institute”)1 appreciates the opportunity to provide its comments to the National Technical Information Service within the U.S. Department of Commerce in connection with its Request for Information and Advance Notice of Public Meeting (the “Notice”) regarding the establishment and implementation of a certification program for access to the Death Master File (“DMF”).2 The stated purpose of the Notice is to solicit information necessary to assist the Secretary of Commerce in implementing the requirement in Section 203 of the Bipartisan Budget Act of 2013, which requires the Secretary to establish a program to limit access to the DMF to certified persons. The Institute has a significant interest in sharing our comments regarding this matter inasmuch as our members, which are mutual funds3, are long-time users of the DMF and continued access to it remains of great importance to them.
1 The Investment Company Institute is the national association of U.S. investment companies, including mutual funds, closed-end funds, exchange-traded funds (ETFs), and unit investment trusts (UITs). ICI seeks to encourage adherence to high ethical standards, promote public understanding, and otherwise advance the interests of funds, their shareholders, directors, and advisers. Members of ICI manage total assets of $16.3 trillion and serve more than 90 million shareholders.
2 See Certification Program for Access to the Death Master File, Department of Commerce Docket No. 140205103-4103-01; RIN 0692-AA21 (February 25, 2014) (the “Notice”).
3 As used in this letter, the term “mutual fund” refers to the mutual fund complex. Unlike other companies, a mutual fund is typically externally managed. As such, it relies upon third parties or service providers – either affiliated organizations or independent contractors – to invest fund assets, maintain shareholder records, and carry out other business activities. The primary types of service providers relied upon by a mutual fund to carry out its business include, among others, an investment adviser, transfer agent, custodian, and principal underwriter. When the mutual fund’s service providers perform services on behalf of the mutual fund, they do so pursuant to an agreement with the fund that, in part, requires them to fulfill the fund’s compliance obligations with regulatory requirements, including the requirements discussed in this letter.
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The Notice acknowledges the importance of the DMF in assisting the financial community, insurance companies, and state and local governments in identifying and preventing identity fraud, and identifying customers who are deceased. It raises a variety of questions designed to further inform the Secretary on how such institutions utilize the DMF, including any legal requirements to do so, and how they protect the confidentiality of information obtained from the DMF. As discussed in more detail below, mutual funds routinely rely on information contained in the DMF to fulfill their regulatory
responsibilities under federal law to protect mutual funds shareholders and to prevent or mitigate fraudulent conduct, including identity theft, money laundering and the funding of terrorist activities through such illegal activities. Mutual funds are also subject to very rigorous data protection and security requirements and thus have considerable experience in maintaining the confidentiality, security, and appropriate use of information obtained from the DMF.
I. BACKGROUND
As noted above, this letter is being filed on behalf of members of the Investment Company Institute. Members of the Institute are registered investment companies – more commonly known as mutual funds. Mutual funds are subject to a strict regime of regulation under the federal securities laws. These laws include, among others, the Investment Company Act of 1940 (the “ICA”), the Investment Advisers Act of 1940, the Securities Exchange Act of 1934 (“Securities Exchange Act”), and the Securities Act of 1933, as well as rules of the U.S. Securities and Exchange Commission (“SEC”) and the self-regulatory organizations (e.g., Financial Institution Regulatory Authority (“FINRA”)) adopted under such laws. In addition, they are subject to additional federal laws applicable to financial institutions (which term, for certain purposes, includes mutual funds). These laws include, for example, the Bank Secrecy Act (“BSA”), the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (“USA PATRIOT Act”), and the Dodd-Frank Wall Street Reform and Consumer Protection Act (“Dodd Frank Act”). They are also subject to certain regulations adopted under these statutes such as the regulations imposed on financial institutions by the Financial Crimes Enforcement Network (“FinCEN”)). To ensure their compliance with all such requirements, mutual funds are also subject to inspections conducted by the staff of the SEC.
II. MUTUAL FUND USE OF THE DMF
As mentioned above, mutual funds routinely rely on information obtained from the DMF to fulfill their regulatory responsibilities. General speaking, there are at least three federal laws that necessitate mutual funds’ use of the DMF: i.e., the USA PATRIOT Act, the Dodd-Frank Act, and the Securities Exchange Act. The obligations imposed by these laws on mutual funds that necessitate mutual funds’ use of the DMF are described in more detail below.
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A. The USA PATRIOT Act
The USA PATRIOT Act was enacted by Congress in 2001 in response to the September 11, 2001 terrorist attacks. In part, the USA PATRIOT Act revised Sections 326 and 352 of the BSA in an effort to make it easier to prevent, detect, and prosecute money laundering and the financing of terrorism. Consistent with this goal, Section 326 of the USA PATRIOT Act amended the BSA to require financial institutions – which term includes mutual funds – to establish written customer identification programs (“CIPs”). To implement this requirement, in 2003 the SEC and FinCEN jointly adopted rules that impose CIP obligations on mutual funds.4 Pursuant to these rules, mutual funds are required to implement procedures to: verify the identity of any person seeking to open an account, to the extent reasonable and practicable; maintain records of the information used to verify the person’s identity; and determine whether the person appears on any lists of known or suspected terrorists or terrorist organizations. At a minimum, the rules require mutual funds to obtain the shareholder’s name, date of birth, address, and certain identification numbers, including the individual’s social security number, and to have and implement written procedures to verify the customer’s identity. The rules also include provisions governing the use of documentary and  on documentary methods that funds may use to verify the customer’s identity. According to SEC Rule 103.131(b)(2)(ii)(B)(1), the non-documentary methods may include “information obtained from a consumer reporting agency, public database, or other source.”
Of particular significance for purposes of the Notice, in fulfilling their verification
responsibilities under their CIPs, mutual funds often utilize information from the DMF to ensure that a person opening a new account is not, in fact, using the identity of a deceased person.
Section 352 of the USA PATRIOT Act also impacted mutual funds. This section amended the BSA to require financial institutions, which the BSA defines to include mutual funds, to develop and implement anti-money laundering (“AML”) compliance programs. To implement this requirement, FinCEN adopted a rule that, in part, requires mutual funds to establish AML compliance programs.5 The rule further requires each mutual fund identify its vulnerabilities, understand applicable BSA requirements, identify its risks factors, design procedures and controls that will reasonably assure compliance with the AML requirements, and periodically assess the effectiveness of such procedures and controls. A mutual fund’s AML compliance program must be in writing, it must be approved by the fund’s board of directors, and, at a minimum, it must include, among other things, policies, procedures, and internal controls that are reasonably designed to prevent the mutual fund from being used for money laundering or the financing of terrorist activities. The program must also achieve compliance with the BSA and the implementing rules and provide for the designation of a person or
4 See 31 C.F.R. § 1024.220.
5 See 31 C.F.R. § 1024.210.
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persons responsible for implementing and monitoring the operations and internal controls of the AML program – i.e., an AML Officer.
Of particular significance for purposes of the Notice, in fulfilling the AML requirements,
particularly those designed to address money laundering concerns, mutual funds often utilize information from the DMF to ensure that shareholders are not using the identity of a deceased person.
B. The Dodd-Frank Act
Section 1088 of the Dodd-Frank Act amended the Fair Credit Reporting Act to require the SEC to adopt and enforce rules and guidelines regarding the detection, prevention, and mitigation of identity theft. These rules, known as the “identity theft red flag rules,” apply to all entities subject tothe SEC’s enforcement jurisdiction.6 In April 2013, the SEC adopted the required rules.7 As noted in the SEC Release adopting them, the rules further the interest of the federal government in taking steps to help protect individuals from the risk of theft, loss, and abuse of their personal information – including the risks associated with identify theft. The rules require mutual funds to establish and oversee a program that is designed to detect, prevent, and mitigate identify theft in connection with shareholders’ accounts. Among other things, a mutual fund’s program must include reasonable policies and procedure to identify, detect, and respond to red flags and it must be updated periodically to reflect changes in risks to customers and to the institution from identity theft. The rules include extensive guidance to assist SEC registrants in implementing, operating, and overseeing their programs on an ongoing
basis. As noted by information available on the website of the Identity Theft Resource Center, it is not uncommon for identity thieves to fraudulently use the Social Security Number of a deceased person to pose as such person for the thief’s own personal gain.8 Mutual funds routinely rely on information in the DMF to implement their identity theft red flag programs and to protect their shareholders from thieves who attempt to steal the identity of a deceased shareholder before the mutual fund knows of the shareholder’s death.
6 Prior to the enactment of the Dodd-Frank Act, mutual funds had been subject to identity theft red flag rules that had been adopted by the Federal Trade Commission pursuant to 2003 amendments to the Fair Credit Reporting Act. The Dodd-Frank Act transferred the rulemaking and enforcement jurisdiction for the identity theft red flag rules from the FTC to the SEC with respect to SEC registrants. The rules adopted by the SEC pursuant to the Dodd-Frank Act are substantively identical to those of the FTC.
7 See Identity Theft Red Flag Rules, SEC Release No. IC-30452 (April 10, 2013).
8 See www.idtheftcenter.org.
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C. The Securities Exchange Act
All mutual funds rely on the services of a transfer agent to maintain shareholder records for the mutual fund. These transfer agents are registered and strictly regulated by the SEC under Section 17A of the Securities Exchange Act. Rules adopted by the SEC under this statutory section require mutual funds to report any “lost securityholder” to the SEC. Generally speaking, a lost securityholder is a person who has either abandoned or forgotten about an account, or a shareholder who has died without such person’s relatives notifying the mutual fund’s transfer agent to arrange for the appropriate disposition of the account.9
Pursuant to SEC Rule 17Ad-17, a mutual fund’s transfer agent is required by law to search for any lost securityholder. In particular, the rule requires the transfer agent to “conduct two data base searches using at least one information data base service” and to “search by taxpayer identification number or by name if a search based on taxpayer identification number is not reasonably likely to locate the securityholder.”10
Importantly, in conducting the required searches, mutual fund transfer agents utilize the DMF to determine whether the shareholder is deceased. The mutual fund transfer agent must keep a record of its searches and their results and include such information in an annual report the transfer agent is required to file with the SEC. If the mutual fund’s transfer agent determines that the accountholder is deceased, it attempts to locate either the decedent’s authorized representative or beneficiaries in order to make arrangements for disposition of the shareholder’s account.
In addition to searching for and reporting lost securityholder information to the SEC, mutual funds are also required to escheat unclaimed accounts to the state of residence of the accountholder. Every state has an unclaimed property law that requires holders of unclaimed property to turn such property over to the state once a specified dormancy period has passed. Depending on the state, these dormancy periods are typically 3-7 years following a specified triggering event. Most states’ triggering events are either the same returned mail standard set forth in SEC Rule 17Ad-17 or the shareholder’s lack of contact with the holder (i.e., the mutual fund’s transfer agent, which maintains customer account records on behalf of the mutual fund). Regardless of the triggering event, once the event occurs and the dormancy period passes, unless the mutual fund is able to locate the shareholder, the shareholder’s property must be turned over to a state for disposition. Mutual funds are diligent about
9 SEC Rule 17Ad-17(b)(2) under the Securities Exchange Act defines a “lost securityholder” as a securityholder “to whom an item of correspondence that was sent to the securityholder at the address contained in the transfer agent’s master securityholder file has been returned as undeliverable; providing however, that if such item is re-sent within one month to the lost securityholder, the transfer agent may deem the securityholder to be a lost securityholder as of the day the recent item is returned as undeliverable.”
10 See SEC Rule 17Ad-17(a)(1) under the Securities Exchange Act.
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trying to locate lost shareholders to avoid having to escheat the shareholder’s property to the states.11 They routinely rely on the DMF to assist them in this process.
III. PRIVACY PROTECTIONS
Title V of the Gramm-Leach Bliley Act required federal regulators of financial institutions to adopt regulations to govern the use of consumers’ non-public personal information.12 For purposes of the Act, the SEC is considered a federal regulator of financial institutions and the term “financial institution” includes mutual funds. In response to the Gramm-Leach-Bliley Act, the SEC adopted Regulation S-P.13 Among other things, Regulation S-P requires mutual funds to: protect the privacy of shareholders’ non-public personal information; limit the ability of mutual funds to share such nonpublic personal information; and adopt policies and procedures that are reasonably designed to ensure the security, confidentiality, and integrity of customer records and to protect them against hazards and unauthorized access. With respect to the sharing of a shareholder’s non-public personal information, Regulation S-P prohibits such sharing unless it falls within one of the permitted purposes set forth in the regulation or is expressly consented to by the shareholder. Permissible sharing purposes include, for example, sharing that is necessary: to process and service a transaction requested by the customer; to prevent fraud, unauthorized transactions, claims, or other liability; for required institutional risk control or to resolve consumer disputes; and to comply with applicable law, or regulatory, legal, or judicial process.14 Importantly, Regulation S-P also prohibits a mutual fund from sharing or disclosing any non-public personal information to a nonaffiliated third party unless the third party agrees to preserve the confidentiality of the information in accordance with Regulation S-P. Also,  if the mutual fund receives confidential information on a shareholder from a nonaffiliated financial institution, the fund, too, must agree to preserve the confidentiality of such information as required by Regulation S-P.
Inasmuch as investors’ confidence in the securities markets depends, in part, on the protection of their confidential account information, our members take their privacy responsibilities very seriously. Over the years, they have spent hundreds of millions of dollars to build and keep current their systems
11 Mutual funds, on behalf of their shareholders, have an interest in protecting shareholders’ accounts from escheating to the states because, in many states, once the property escheats, the account is liquidated and the liquidated proceeds are held by the state on behalf of the accountholder. While the accountholder can reclaim the property, they only receive the proceeds from the liquidation and not any gains or appreciation on them. Moreover, to the extent the account was a tax advantaged account (e.g., a 401(k) retirement account or a 529 education savings account), the shareholder may incur significant tax penalties as a result of the state’s liquidation of the account.
12 See Pub. L. No. 106-102, 113 Stat. 1338 (1999).
13 See Privacy of Consumer Financial Information (Regulation S-P), SEC Release No. IC-24543 (June 22, 2000).
14 See §248.15 of Regulation S-P.
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to protect shareholder data, and they are diligent about staying informed of new and emerging threats to shareholders.
Importantly, any information on shareholders mutual funds obtain from DMF is protected to the same extent as other non-public personal information they obtain from or maintain on behalf of their shareholders.
It should also be noted that, pursuant to SEC Rule 38a-1 under the Investment Company Act, the compliance policies, procedures, and processes mutual funds have in place to fulfill their regulatory responsibilities are not – and cannot be – static. Instead, Rule 38a-1 requires mutual funds to: adopt compliance policies and procedures that are reasonably designed to ensure the fund’s compliance with the federal securities laws as well as with the BSA; have such policies and procedures approved by the fund’s board of directors; appoint a chief compliance officer to oversee implementation of the policies and procedures on an ongoing basis; annually test such policies and procedures for their adequacy and the effectiveness of their implementation; and provide an annual written report to the fund’s board that, among other things, includes the results of the annual testing and any changes made to the policies and procedures to address material compliance matters. As a result of Rule 38a-1, mutual funds are required by law to keep their policies and procedures current and to continually assess their effectiveness and implementation.
IV. THE INSTITUTE’S RESPONSE TO THE QUESTIONS RAISED IN THE NOTICE
Against the backdrop of the above information regarding how mutual funds utilize informationin the DMF to fulfill their regulatory responsibilities and the systems and procedures that are in place to protect shareholders’ non-public personal information, the Institute’s response to the questions raised in the Notice are as follows:
A. Certification Program
1. Do mutual funds have a legitimate fraud interest in accessing the DMF? If so, explain the basis of that interest.
Institute Response: As discussed above, mutual funds have a legitimate fraud interest in checking the information available in the DMF as part of their CIP, AML, and red flag
programs, to protect against identity theft and other fraudulent conduct, and to verify
whether a lost securityholder is deceased. Such information is used by mutual funds, not only to protect their customers, i.e., mutual funds shareholders, but also to serve important public policy purposes.
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2-5. If mutual funds have a legitimate business purpose to access the DMF pursuant to law, rule, regulation, or fiduciary duty, explain in detail and cite the relevant
law/rule/regulation/fiduciary duty.
Institute Response: As discussed in detail above, provisions in the USA PATRIOT Act, the Dodd-Frank Act, and the Securities Exchange Act as well as rules of the SEC under these Acts necessitate mutual fund’s use of the DMF for legitimate business purposes.
6. Do mutual funds have systems, facilities, and procedures in place to safeguard DMF
information and experience in maintaining the confidentiality, security, and appropriate
use of such information?
Institute Response: Yes. As discussed above, mutual funds are subject to very rigorous data protection and security requirements under the Gramm-Leach-Bliley Act and SEC
Regulation S-P. Also, mutual funds have long utilized information in the DMF to fulfill
their regulatory responsibilities and thus have considerable experience in maintaining the confidentiality, security, and appropriate use of such information.
7. If your answer to Question 6 is “yes,” explain whether and how your systems, facilities, and procedures are audited, inspected, or monitored?
Institute Response: As discussed above, mutual funds have an affirmative legal
responsibility to maintain compliance policies and procedures that are reasonably designed to ensure their compliance with all applicable regulatory requirements under the federal securities laws and the BSA.15 Rule 38a-1 under the Investment Company Act requires mutual funds to annually test the adequacy of their policies and procedures and the effectiveness of their implementation and provide a written report to the fund’s board regarding such testing as well as information on any material compliance matters.
8. Explain whether your response to Question 7 occurs on a voluntary basis or if it is required by law.
Institute Response: As noted in our response to Question 7, mutual funds are required by law to continually review their policies, procedures, and systems and report annually to the mutual fund’s board regarding such reviews.
9. Explain whether any reviews discussed in response to Question 7 would reveal how a mutual fund uses DMF information, whether DMF information has been disclosed to a
third person, and if so, how it was used or disclosed by such person.
15 SEC Rule 38a-1 defines the term “Federal securities laws” to include the BSA. See SEC Rule 38a-1((e)(1).
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Institute Response: As discussed above, SEC Regulation S-P imposes very rigorous
requirements regarding a mutual fund’s use of non-public personal information (which
would include any information obtained from the DMF on a shareholder) and the sharing
of such information. In addition, SEC Rule 38a-1 requires mutual funds to annually
review their compliance with the SEC’s regulatory requirements, which would include
review of the issues raised by this question.
10. Explain in detail the extent to which mutual funds can satisfy requirements similar to the privacy protections in Section 6103(p)(4) of the Internal Revenue Code.
Institute Response: Section 6103(p)(4) requires persons receiving tax returns or return
information from the Internal Revenue Service (“IRS”) to safeguard such information. It
is not uncommon for mutual funds to receive sensitive information on shareholders from
the IRS (e.g., C-Notices (requiring the transfer agent to backup withhold reportable
payments to the IRS on a shareholder that may be underreporting income to the IRS) and tax levies (on shareholders that owe money to the IRS)), including the shareholder’s name, social security number, and address. Mutual funds protect such information to the same degree that they protect other non-public personal information held on shareholders as required by SEC Regulation S-P.
11. If you currently do not have systems in place to safeguard DMF information, explain how mutual funds anticipate putting such systems in place.
Institute Response: As discussed above, mutual funds currently have systems in place to protect non-public personal information.
12. Explain how the safeguards mutual funds have in place to protect shareholders’ non-public personal information are similar to the requirements of Section 6103(p)(4).
Institute Response: See response to Question 10, above.
13. What system, facilities, and procedures are necessary to safeguard DMF information?
Institute Response: With respect to mutual funds, we believe the protections afforded by
SEC Regulation S-P under the GLB Act address each of the data security concerns that are necessary to safeguard DMF information.
14. Identify laws or regulations that require the safeguarding of released DMF information and summarize the procedures required by such laws or regulations.
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Institute Response: See the discussion relating to the privacy provisions of SEC Regulation S-P and Rule 38a-1, which can be found at pages 6-7, above.
B. Fees and Penalties
15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees?
Institute Response: At this time there is not enough information regarding the intended
application of a fee-based certification program to allow for a meaningful response to this question. For example, if one fee is charged at the time of certification, would that fee cover all future access to the DMF or is it possible that additional fees would be assessed in the future? How would such fee be determined? Would it be determined on: a prorate basis; on the basis of how frequently the entity plans to access the DMF; on the size of the entity accessing the DMF; on some other basis? If it will be assessed on a pro-rata basis, how will the fee be determined as the community of persons utilizing the DMF are likely to change from year to year? If a periodic (annual) charge is imposed, what factors will determine the size of that fee and when and how often it is assessed? Until such time as we have more information regarding how the various fees might be assessed, we are unable to answer this question. As the Secretary considers how fees for accessing the DMF will be implemented, however, it is important to recognize that, as discussed above, mutual funds routinely rely on information provided by the DMF to fulfill their regulatory responsibilities under federal law to protect their shareholders through the prevention and mitigation of fraudulent conduct, including identity theft, money laundering and the funding of terrorist activities through such illegal activities. We therefore urge the Secretary to adopt a fee structure that is reasonable.
16. In order to become certified to have access to the DMF, how would mutual funds prevent disclosure of DMF information to any person not certified to receive the information?
Institute Response: Due to the sensitive nature of the non-public personal information
that mutual funds have regarding their shareholders in the normal course of business,
they currently have in place policies, procedures, processes, and systems to limit access to sensitive and non-public information – including information they currently receive from the DMF or the IRS – on a “needs to know” basis. Also, as noted above, because mutual funds rely upon the use of such information and mutual fund shareholders rely upon mutual funds to maintain the confidentiality of their personal account information, mutual funds take very seriously their obligation to do so under SEC Regulation S-P. Accordingly, limiting access to the DMF information to certified persons would not be problematic for mutual funds.
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C. Death Master File Information
17. If mutual funds currently access DMF information, does their use of that information
include or require the name, social security account number, date of birth, and date of
death of deceased individuals? If not, explain the DMF information mutual funds do not
use.
Institute Response: Mutual funds currently utilize all four pieces of information from the
DMF. This is because information from the DMF is used to verify information obtained
from shareholders in order to fulfill the panoply of their regulatory responsibilities. For
example, in trying to locate lost securityholders, it is important that mutual funds be
provided access to as much information as possible to verify whether the name, social
security number, and date of birth on the mutual fund’s records match those on file with
the DMF. The shareholder’s date of death is also relevant to the mutual fund to assist it
in locating potential beneficiaries on the account and their associated status at the time of the shareholder’s death.
18. Would mutual funds find it useful to access DMF information that did not include one
or more of the following pieces of information: name, social security number, date of
birth, and date of death of a deceased individual?
Institute Response: For the reasons discussed above, and for the purposes for which
mutual funds access the DMF, it is crucial that we continue to have access to all
information currently available through the DMF.
■ ■ ■ ■ ■
We appreciate the opportunity to provide these comments and we hope you find them useful as the Secretary implements the provisions of the Bipartisan Budget Act of 2013 relating to the DMF. If you have any questions regarding the mutual fund industry or the importance to mutual funds of ensuring continued access to the DMF in order to meet their substantial and comprehensive regulatory obligations, please contact the undersigned at (202)326-5825.
Sincerely,
/s/
Tamara K. Salmon
Senior Associate Counsel
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March 18, 2014
John W. Hounsell
Business and Industry Specialist
Office of Product and Program Management
National Technical Information Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Re: Certification Program for Access to the Death Master File
Dear Mr. Hounsel:
On behalf of The Society of Thoracic Surgeons (STS), the largest organization
representing cardiothoracic surgeons in the United States and the world, I write to
provide comments on the request for information pertaining to the Commerce
Department’s certification program for access to the Death Master File (DMF).
Founded in 1964, The Society of Thoracic Surgeons is an international not-forprofit
organization representing more than 6,700 members located in 85
countries, who are dedicated to ensuring the best possible outcomes for surgeries
of the heart, lung, and esophagus, as well as other surgical procedures within the
chest.
The STS National Database was established in 1989 as an initiative for quality
improvement and patient safety. The STS National Database has three
components—Adult Cardiac, General Thoracic, and Congenital Heart Surgery.
STS has also partnered with the American College of Cardiology (ACC) to create
the STS/ACC TVT Registry, a data repository developed to track patient safety
and real-world outcomes related to the transcatheter aortic valve replacement
(TAVR) procedure. The TVT Registry has been approved by the Centers for
Medicare and Medicaid Services (CMS) to meet the registry requirement outlined
in the Medicare National Coverage Decision on TAVR.
The Duke Clinical Research Institute (DCRI) is the data warehouse and analysis
center for the STS National Database. On behalf of STS, DCRI develops
participant-specific reports that provide analysis of participants’ adult cardiac
surgery outcomes. These reports benchmark each participant’s data against
regional and national outcomes displayed in both graphic and tabular format.
Reports are available to participants in electronic web based format.
Launched in 2011, the STS Research Center is a nationally recognized leader in
patient outcomes research. With the wealth of data in the STS National Database,
the Center supports cutting-edge clinical research that is designed to improve
surgical outcomes and the quality of patient care.
Because the STS National Database and TVT Registry do not collect long-term
clinical data, linking these registries with the DMF allows for the verification of
life status of patients who otherwise would be lost for follow up after treatment.
The Society of
Thoracic Surgeons
STS Headquarters
633 N Saint Clair St, Floor 23
Chicago, IL 60611‐3658
(312) 202‐5800
sts@sts.org
STS Washington Office
20 F St NW, Ste 310 C
Washington, DC 20001‐6702
(202) 787‐1230
advocacy@sts.org
www.sts.org
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Utilizing clinical data, combined with claims information and the DMF, STS has been able to
provide long-term information on patient treatment outcomes and estimate patient survival rates. STS
members use this information to evaluate their respective outcomes against national standards or
benchmarks. Outcomes data also help physicians, patients, and their families make informed
treatment decisions. The Society also uses this information to facilitate research comparing the longterm
effectiveness of alternative treatment strategies based on patient demographics. For example,
the American College of Cardiology Foundation-The Society of Thoracic Surgeons Collaboration on
the Comparative Effectiveness of Revascularization sTrategies ASCERT™ Trial was designed to
compare catheter-based and surgery-based procedures using existing databases from the ACC and
STS combined patient outcomes data. This research required access to the Centers for Medicare and
Medicaid Services’ 100% denominator file data, to examine long-term outcomes following
revascularization. ASCERT is just one example of how patients could benefit from the research that
could be conducted with continuous access to patient outcomes information like the data contained in
the DMF.
If you have a legitimate business purpose pursuant to a law, governmental rule, regulation, or
fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the
relevant law.
The Society of Thoracic Surgeons has a legitimate business purpose pursuant to the Illinois General
Not for Profit Corporation Act of 1986 (“Illinois Act”) and Section 501(c)(6) of the Internal Revenue
Code. The quality improvement activities described above illustrate STS’ business purpose and
reflect our central mission: “to enhance the ability of cardiothoracic surgeons to provide the highest
quality patient care through education, research, and advocacy.”
In addition, the Society is pursuing recognition of the Adult Cardiac Surgery Database as a Qualified
Clinical Data Registry (QCDR) under newly implemented provisions of The American Taxpayer
Relief Act of 2012. This statute recognizes registries as conduits to fulfill physicians’ quality
reporting requirements under the Medicare program. Congress is also currently considering
legislation that will allow QCDRs to access Medicare claims data to facilitate quality improvement.
This program further emphasizes the importance of the quality improvement efforts in the health care
sector – efforts that depend on the ability to assess long term patient outcomes through access to
death data.
Do you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such
information? If so, explain in detail.
As a medical society, STS has long advocated for the protection of patients’ and our members’
privacy. The STS National Database upholds rigorous privacy protocols and is fully compliant with
the Health Insurance Portability and Accountability Act (HIPAA), Federal Common Rule protections
for human subjects’ research, the Federal Information Security Management Act (FISMA), and other
privacy and security regulations. Pursuant to HIPAA, STS has a Business Associate Contract or Data
Use Agreement with all STS members, or “covered entities,” who contribute to the STS National
Database. In addition, STS and DCRI have a sub-business associate / data use agreement in place
because, as The STS National Database data warehouse, DCRI has access to personal health
information. This sub-business associate / data use agreement requires DCRI to comply with HIPAA
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regulations and those promulgated under the Health Information Technology for Economic and
Clinical Health Act.
Further, STS, through its contract with DCRI, maintains patient identifier information separately
from the clinical and other demographic data. Externally-derived data, like those from the DMF, are
used to supplement the data in the individual record, but these clinical, patient-level data never leave
the database except in de-identified form.
The data warehouse at the DCRI maintains STS data in manner compliant with the FISMA
(Moderate) analytic system. All DCRI employees sign a confidentiality agreement.1 This agreement
includes clauses that obligate the signatory to ensure appropriate use of confidential data.
If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, explain whether and how your
systems, facilities, and procedures are audited, inspected or monitored.
Electronic access to stored data is monitored continuously and access logs are reviewed by security
personnel. Access to the computer area where the data are stored is restricted and monitored via
security cameras. DCRI security procedures are audited annually by the Duke internal audit
information technology team.
If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities,
and procedures are audited, inspected or monitored, explain whether that is voluntary, or
whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason
and cite such.
Auditing, inspection, and monitoring of who accesses protected data are required by HIPAA Privacy
and Security regulations (45 CFR 160-164). Routine monitoring is an additional requirement for
maintaining FISMA compliance. To the extent that the DMF information would be used for FDA
regulated studies, DCRI also complies with 21 CFR 11 which defines the criteria under which
electronic records and electronic signatures are considered to be trustworthy, reliable and equivalent
to paper records.
If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities,
and procedures are audited, inspected or monitored, explain whether any of these reviews
would reveal (1) how such information was used by you, (2) whether such information had
been disclosed to a third person, and (3) how such information, if disclosed to a third person,
was used by that person, or was further disclosed by that person to a fourth person.
Both the HIPAA and FISMA require that STS and DCRI monitor how sensitive information is used
and whether or not that information is shared with a third party. HIPAA requires that we maintain
Business Associate Agreements or Data Use Agreements with any third parties that have access to
the personal health information we house. These agreements govern how and why this information is
1 Sample confidentiality agreement is available at: https://www.hr.duke.edu/forms/confidentiality.php
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disclosed and require that any disclosures that are made outside the scope of our agreement be
assessed for security or privacy breaches.
If you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such
information, explain in detail the extent to which these satisfy the requirements of section
6103(p)(4) of the IRC, or satisfy requirements ‘‘similar’’ to the requirements of section
6103(p)(4) of the IRC.
The FISMA requirements are "similar" to section 6103(p)(4) in that both are based on the National
Technical Information Service (NIST) 800-53 "Security and Privacy Controls for Federal
Information Systems and Organizations."
If you do not currently have systems, facilities, and procedures in place to safeguard DMF
information, explain how you would anticipate putting such systems, facilities, and procedures
in place in order to become certified to access DMF information.
Our systems are currently sufficient to safeguard DMF information.
Under the Act, you are required to certify that you have systems, facilities, and procedures in
place to safeguard DMF information, and experience in maintaining the confidentiality,
security, and appropriate use of such information, pursuant to requirements ‘‘similar’’ to the
requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc.,
and experience might be ‘‘similar’’ but not identical to the requirements of section 6103(p)(4)
of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC
would nevertheless permit achieving the objective of safeguarding DMF information.
As both the Internal Revenue Code (IRC) rule and FISMA are based on the same security standards
(NIST 800-53), they should provide similar protections.
What systems, facilities, and procedures do you believe are necessary to safeguard DMF
information provided under the Act, including audit, inspection and monitoring procedures?
We believe that complying with the HIPAA security standards (45 CFR 160) or FISMA (Low)
standards are more than adequate to safeguard DMF data. As reported above, DCRI is currently
FISMA (Moderate) compliant.
Would the imposition of a single, presumably larger, fee at the time of certification be
preferable to the charge of multiple, presumably smaller, fees, such as annual fees?
An annual fee would be preferable.
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In order to become certified to have access to DMF information, how would you prevent
disclosure of such information to any person other than a person who was also certified, or
who, if not certified, would meet the requirements of certification?
As described above, DCRI maintains Business Associate and Data Use Agreements that meet
HIPAA requirements with any third party (person or entity) that has a need to access personal health
information. These contracts can be modified to include DMF data.
If you currently access DMF information, does your use of that information include or require
the name, social security account number, date of birth, and date of death of deceased
individuals? If not, explain which type(s) of DMF information you do not use.
The DCRI received the DMF through Calendar Year 2011. At that time, we used all of the
information to match individuals in the DMF to our other databases to ensure we were applying the
date of death to the correct individual.
Would you find it useful to access DMF information that included information for a deceased
individual during the 3-calendar-year period beginning on the date of the individual’s death,
but did not include one or more of the name, social security account number, date of birth, and
date of death of the deceased individual? If so, explain which type(s) of DMF information could
be excluded.
A 3-calendar-year wait would make the information significantly less valuable to our reporting
needs. Because the DMF dropped the state field in 2011, we need all the other fields to feel
comfortable with a match.
On behalf of the Society, thank you for the opportunity to provide information on the essential
patient outcomes studies and quality improvement efforts facilitated by the STS National Database
and DMF data. Based on our stated business purpose and data protection procedures, we feel that our
clinical registry should qualify to participate in the DMF certification program. We hope that this
certification program will allow clinical registries to continue to access DMF data for quality
improvement and research purposes and activities, which are already conducted pursuant to HIPAA
regulations, the Common Rule, and other privacy and security regulations. We look forward to
continuing to work with you on this effort. Please contact Courtney Yohe, Assistant Director of
Government Relations at 202-787-1222 or cyohe@sts.org with any questions.
Sincerely,
David A. Fullerton, MD
President

=======================================================================
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COALITION FOR DEATH MASTER FILE IMPLEMENTATION AND REFORM 
c/o American Continental Group 900 19th St, NW, 8th Floor fitzgerald@acg-consultants.com Washington, DC 20006 
March 18, 2014 
Mr. Bruce Borzino 
Director 
National Technical Information Service 
United States Department of Commerce 
Re: Certification Program for Access to the Death Master File 
Docket Number: 140205103-4103-01 
Dear Director Borzino: 
The Coalition for Death Master File Implementation and Reform (Coalition) was established following the passage of the Bipartisan Budget Act of 2013 (P.L. No. 113-67) (Act), which established a new certification program for persons who seek access to the Social Security Administration’s Public Death Master File (DMF) at any time within the three-calendar year period following an individual’s death, as required by Section 203 of the Act. The Coalition is comprised of financial services companies that utilize the DMF in order to provide consumer financial services in the areas of insurance, annuities, pensions and credit rating agencies, and third-party providers of DMF data that utilize the DMF for the benefit of financial service companies. All members of the Coalition are legitimate users of the DMF, pursuant to provisions of the Act. 
The Coalition has identified the following objectives in connection with the implementation of the Act’s DMF provisions: 
1. Ensuring continuity of access to the DMF to certified users during the process of developing and adopting regulations; 
2. Defining in regulations certified users to include all those who meet the requirements for such designation, including third-party vendors servicing legitimate users; 
3. Ensuring reasonable operational criteria for certified users; 
4. Ensuring protection of DMF data against identity theft and fraud; 
5. Ensuring the highest quality of DMF data for certified user. 
The Coalition provided oral and written comments at the public meeting of the NTIS on March 14, 2014 that expand on these objectives. Member companies of the Coalition are also submitting comments in response to the RFI. COALITION FOR DEATH MASTER FILE IMPLEMENTATION AND REFORM 
c/o American Continental Group 900 19th St, NW, 8th Floor fitzgerald@acg-consultants.com Washington, DC 20006 
The Coalition and its members are mindful of the major undertaking that the Department of Commerce has been charged with, namely to establish, for the first time, regulation of access to the Death Master File for certified users, as well as oversight of such users. This new regulatory regime will affect thousands of subscribers to the DMF, tens of thousands of users of DMF data results, tens of millions of individuals, and hundreds of billions of dollars. 
The Coalition also appreciates that the Department has been acting with speed and openness in these early stages of the rulemaking process. Several U.S. Senators made the point that Congress intended that the development of this certification process follow “notice and comment rulemaking process in the establishment of the rulemaking process” (Senator Murray, December 17, 2013), and the Department is acting accordingly. 
The Coalition respectfully requests that, beyond the basic requirement of notice and hearing in rulemaking, the Department of Commerce, the National Technical Information Service, the National Institute of Standards and Technology, and other federal agencies involved in the development and/or administration of a new regulation for DMF access seek to understand fully the market that currently exists for accessing the DMF and to solicit ideas from this market of legitimate users on how best to implement the new law. We believe that we can be of invaluable assistance in the tremendous and important task of regulating the DMF that is now underway. Obtaining a full understanding of how legitimate users that have, heretofore, not been subscribers to the DMF but regularly and frequently utilize the DMF, will benefit the rulemaking process and the final regulation. 
We, therefore, encourage and respectfully request that the Department of Commerce engage in extensive fact-finding on the full range of users of the DMF and how the current market for DMF access works, and to engage in dialogue with those who currently access the DMF for themselves and for their clients. Such an effort, we are confident, will result in a successful outcome that is consistent with the law, the intent of Congress and the interests of the American people. 
We thank you, again, for the Department’s diligence in fulfilling its obligations under the law, considering the comments being submitted by Coalition members, and for considering this recommendation. 
Sincerely, 
Coalition for Death Master File Implementation and Reform 
C/O Brian Fitzgerald 
American Continental Group 
900 19th St, NW, 8th Floor 
Washington, D.C. 20006

=======================================================================
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Julie P. Long Vice President State Government Relations 1550 Peachtree Street, N.W. Atlanta, Georgia 30309 (404) 885-8674 julie.long@equifax.com 
Via email: jhounsell@ntis.gov 
March 18, 2014 
John Hounsell 
Program Manager 
National Technical Information Service 
5301 Shawnee Road 
Alexandria, VA 22312 
Re: Certification Program for Access to the Death Master File – Request for Information 
[Docket Number: 140205103-4103-01] 
Dear Mr. Hounsell, 
Equifax appreciates the opportunity to respond to the National Technical Information Service (“NTIS”) Request for Information (“RFI”), which seeks to gather information pertaining to the establishment of a certification program for access to the Social Security Administation’s Public Death Master File (“DMF”), as required by Section 203 of the Bipartisan Budget Act of 2013 (Pub. L.113-67) (“Act”). We appreciate NTIS’ deliberative and cautious approach to this issue to help ensure that important and legitimate uses of the DMF by consumer reporting agencies, financial institutions and other businesses are not interrupted, which could cause significant harm to consumers and businesses. 
Equifax is a global information solutions company that provides timely, accurate and essential information products to consumers, financial institutions, government agencies, employers and other private sector businesses. Our customers rely on our information solutions to empower their risk decisions, protect against fraud, facilitate compliance and provide workforce solutions. Equifax makes consumer privacy a top priority, and we take our role as a trusted steward of consumer information and our legal obligations seriously. 
Equifax is a current subscriber to NTIS for weekly updates to the DMF. Equifax values the information from the DMF, and uses it for several legitimate business purposes. For example, it is used in our fraud and identity verification products and services to screen for fraudulent use of SSNs associated with deceased persons. Businesses rely on the solutions that include the DMF information to help them comply with federal laws and regulations that require customer authentication and for mitigating identity fraud. 
Equifax does not resell or redistribute copies of the DMF upload that we receive, nor do we make it publicly available. We utilize the DMF for data matching and accuracy, and to compare application identification information that was provided to our customers in order to detect possible fraud and mis-use of a deceased person’s SSN. If there is a match to an SSN in the DMF, Equifax alerts the customer that the SSN on the application is associated with a deceased person. 
There are no satisfactory substitutes for the DMF, and if Equifax is unable to obtain timely and complete access to the DMF, the risk of fraud and other adverse consequences to consumers and businesses could increase dramatically. Therefore, Equifax also endorses the enactment of an Interim Rule that provides continued access to legitimate users. 
Thank you for the opportunity to provide information on this important RFI. We hope that our responses are helpful to NTIS in the development of the Certification Program for Access to the Death Master File. Please feel free to contact me with any questions you may have. 
Sincerely, 
Julie P. Long 1 
The following responses to the questions posed in the RFI are examples of ways that access to the DMF satisfies “a legitimate fraud prevention interest, or a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty.” This list is not exhaustive regarding the ways that Equifax and our customers use the DMF to meet these requirements, but provides examples of the type of rules and laws that Equifax or our customers are subject to that provides Equifax and our customers a “legitimate business purpose” to access the DMF. 

1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest. 

Yes, Equifax has a legitimate fraud prevention interest in accessing DMF information. As indicated in Section 203 (b)(2) of the Act, access to the DMF will be restricted to people who have certified that their access is based on a legitimate fraud prevention interest, a legitimate business purpose pursuant to a law, governmental rule, regulation or fiduciary duty. In addition, the Act requires that the person certify that they have systems, facilities, and procedures in place to safeguard such information, pursuant to requirements similar to section 6103(p)(4) of the IRC. Equifax meets all the certification requirements of the Act. 
A critical component in any effective identity verification and fraud prevention tool is the ability to perform validation checks on an individual’s personally identifiable information (PII). The social security account number (SSN) is a key element of identity information, and provides companies like Equifax with critical information and data matching and anti-fraud capabilities. The SSNs of deceased people are sometimes used by fraudsters, because the person associated with the SSN is unable to know that identity fraud is being perpetrated with their information. A very important aspect of the authentication process is determining if the SSN that an applicant has provided is on the DMF – if it is, that is an indicator that they may be attempting to initiate a fraudulent transaction. 
Equifax currently subscribes to NTIS for weekly updates of the DMF. The DMF is a key component of our identify fraud detection and identity verification solutions. 
Equifax accesses and utilizes the DMF for the legitimate business purpose of fraud prevention and identity verification for our customers. When consumers apply for bank accounts, credit card accounts, government benefits or a new job, these businesses or government agencies need to screen identities at account opening or application. Businesses utilize the Equifax identity and fraud solutions to verify and authenticate the identity of the applicants as well as assess the likelihood of identity fraud. One component of our fraud screen products is the comparison of the applicant identification information against the DMF to detect if the applicant’s SSN appears on the DMF. If the applicant’s SSN is on the DMF, Equifax alerts the customer that the SSN used by their applicant is also associated with an identity on the DMF. 
Equifax’s identity verification and fraud information solutions assist our customers with applicant identification authentication, financial fraud risk mitigation, and regulatory compliance with a multitude of federal identity verification laws and regulations. 

2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law. 

Equifax is a nationwide consumer reporting agency regulated by the federal Fair Credit Reporting Act (“FCRA”) 15 U.S.C. § 1681 et seq., and other related federal and state 2 

statutes. Our customers are also governed by various federal laws and regulations. Equifax utilizes the information from the DMF to comply with the FCRA and in our fraud and identification products to provide compliance solutions for customers’ legal requirements. Because there is often overlap between laws, rules and regulations, fulfilling the requirements of the following statutes and their implementing rules and regulations comprises a legitimate business purpose pursuant to a law, governmental rule and regulation. 
Fair Credit Reporting Act 
The FCRA requires that consumer reporting agencies adopt reasonable procedures for meeting the needs of commerce for consumer credit, personnel, insurance, and other information in a manner that is fair and equitable to the consumer with regard to the confidentiality, accuracy, relevance and proper use of that information. 
(15 U.S.C. § 1681 et seq.) 
The FCRA also regulates the activities of users of consumer reports and furnishers of information to consumer reporting agencies. The FCRA also seeks to prevent an undue invasion of the right to privacy in the collection and dissemination of consumer reports by limiting the purposes for which reports may be used and limits the access of consumer reports to those specific, enumerated purposes. The FCRA places disclosure obligations on consumer reporting agencies, as well as on users of consumer reports who reject or otherwise take adverse action on a consumer’s application for credit, insurance, employment or other benefits based on the information contained in a consumer report. 
(15 U.S.C. § 1681m) 
The FCRA requires consumer reporting agencies to comply with “reasonable procedures to assure maximum possible accuracy” standard. Equifax has a legitimate business purpose to access and utilize the DMF pursuant to the information accuracy requirements for consumer reporting agencies required by the FCRA. (15 U.S.C. § 1681e) 
Gramm Leach Bliley Act 
The Gramm Leach Bliley Act (“GLB”) (Pub. L. No. 106-102) restricts the sharing of non-public personal information received from financial institutions. Equifax provides information products and services as allowed by the applicable exceptions of the GLB, such as for fraud detection and for protecting against unauthorized transactions. (15 U.S.C. § 6801 Sec. 502 (e) (3) (b)) These identity verification and fraud prevention products are not consumer reports as defined by the FCRA, but are regulated by the GLB. Equifax products assist financial institutions in preventing fraud, authenticating identities and safeguarding their customers from identity theft. Our customers also rely on these fraud prevention services to assist them with their compliance with many federal and state statutes and laws. 

3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule. 

Red Flags Rule 
Under the Red Flags Rule (12 CFR § 41.90), financial institutions and creditors are required to implement an Identity Theft Prevention Program to detect early warning signs – or red flags – of identity theft in their day-to-day operations. The Federal Trade 3 
Commission (“FTC”) and federal banking agencies issued joint guidelines for financial institutions: Identity Theft Red Flags and Address Discrepancies Under the Fair and Accurate Credit Transactions Act of 2003;Joint Final Rules and Guidelines (16 CFR § 681). These guidelines suggest that financial institutions "may consider” checking the DMF as part of it compliance program to meet these requirements: when “[t]he Social Security Number … is listed on the Social Security Administration’s Death Master File," it is an indicia of possible fraud. 
Equifax uses the DMF to support our customers in their compliance requirements of the Red Flags Rule. These uses comprise a legitimate business purpose pursuant to a governmental rule. 
Do Not Pay 
”The "Do Not Pay" initiative, http://donotpay.treas.gov/index.htm, requires various federal agencies to access the DMF to help ensure that payments made by the federal government to beneficiaries, contractors and others are not being made to deceased individuals. Many federal agencies contract with Equifax to handle the DMF screening before making certain types of payments. Equifax is able to provide federal agencies with relevant products and services to comply with the requirements of The Do Not Pay Executive Order. This is another example of Equifax having a legitimate business purpose pursuant to a governmental rule. Equifax not only has statutory authority, but has a statutory mandate, to access the DMF. 
This program was established and refined pursuant to several federal statutes: 
Improper Payments Information Act of 2002 (IPIA) (P.L. 107-300, codified at 31 USC 3321) 
Improper Payments Elimination and Recovery Act of 2010 (P.L. 111-204) 
Improper Payments Elimination and Recovery Improvement Act (P.L. 112-248), which established the Do Not Pay program. 

4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation. 

Equifax uses the DMF data to assist our commercial and government agency customers with applicant and financial fraud detection. These clients must comply with the USA Patriot Act, Know Your Customer and Customer Identification Program regulations, as stipulated by various federal agencies such as the FFIEC, FTC and Treasury. These laws and regulations require that financial institutions undertake an effort to verify the identity of customers, including procedures to verify customer identity and maintaining records of information used to verify identity. 
Other legal authority for SSN verification is found in the Freedom of Information Act, the Privacy Act at 5 U.S.C. § 552a (b), section 1106 of the Social Security Act, codified at 42 U.S.C. § 1306, and SSA regulation at 20 C.F.R. § 401.100. Assisting federal agencies and commercial businesses in their compliance with the requirements of these regulations comprises a legitimate business purpose pursuant to a regulation. 4 

5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty. 

N/A 

6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 

Equifax has extensive security measures to safeguard DMF data, as well as significant experience in maintaining the confidentiality, security, and appropriate use of such information. 
Equifax requires all customers to sign our agreement for service which requires recipients to maintain the confidentiality of the information received from us. Customers must also certify purpose permitted by the FCRA or GLB for which the information service is requested, and they can only use it for the purpose for which it is provided. Further, Equifax conducts regular, random audits of users of our information services regarding their compliance with these obligations. Our agreements also require that users comply with applicable laws and regulations. 
In addition, Equifax maintains an Information Security Policy & Posture which is ISO 27001 certified globally for all Equifax geographical locations. It includes appropriate administrative, technical and physical safeguards reasonably designed to: (i) ensure the security and confidentiality of confidential information; (ii) protect against any anticipated threats or hazards to the security or integrity of such information; (iii) protect against unauthorized access to or use of such information that could result in substantial harm or inconvenience to any consumer; and (iv) dispose of confidential information in a secure manner. Equifax’s Global Security Policy is adhered to by all Equifax entities and geographical locations. 
Additionally, Equifax has implemented a multitude of technical controls to protect and safeguard data which includes a network behind multiple firewalls and demilitarized zones (DMZ), as well as the following: 
a. Content filtering and anti-virus technologies deployed globally 
b. Data loss prevention technologies 
c. Network access control technologies which authenticate and update client systems attempting access to the corporate network 
d. Intrusion detection and intrusion prevention system at host and network level 
e. Multi-factor authentication systems 
f. Inactivity and idle logout 

7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored. 
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Equifax security program is assessed annually by an independent third party. To confirm that our best of class security posture operates as intended, Equifax annually submits to an independent SSAE-16 audit performed by a reputable, independent third party audit firm, in addition to the annual ISO-27001 assessment. Equifax makes the SSAE-16 audit report produced by the independent auditor available to clients and vendors who need to ensure that Equifax meets all of their security and operational requirements. 

8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such. 

Equifax voluntarily undergoes independent audits, inspections and monitoring for best business practices, and in accordance with regulatory compliance. Additionally, Equifax believes these measures are critical to protect PII and to comply with rigorous internal requirements associated with the GLB, FCRA, Sarbanes Oxley and other technical and regulatory requirements. 

9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person. 

See responses to #6, #7 and # 8. 

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements ``similar'' to the requirements of section 6103(p)(4) of the IRC. 

Equifax complies with the FCRA and GLB and the Federal Information Security Management Act, which are similar to the requirements in 6103(p)(4) of the IRC. In addition, our data facility is unmarked and non-publicized. Security guards are onsite 24-hours a day, 7 days a week and 365 days a year. Access to our data center is granted on an as-needed basis and includes frequent entitlement reviews through the year. Data centers require biometric and access badge for entrance, including “mantraps”. There is camera coverage of all entrances/exits/parking facilities as well as sensitive data center areas. Visitors must be signed in, and escorted at all times while wearing a visitor's badge. Visitors to the data center are limited and only permitted with a preapproved request, based upon business need. Visitors must present a government-issued form of identification. 
To provide for the most secure method of data transmissions, Equifax supports multiple methods, though preferably AES-256 bits for sensitive data in transit. Logical access to stored data is managed by user access and access management. User access is 6 

managed by a centralized group and requires multiple levels of approval. Access is granted on a need-to-know, need-to-have basis and requires password and unique ID authentication. Access is revoked upon inactivity, change in user role or user termination. Access to sensitive resources and data is logged. Logs are created to identify use or attempted use, and modification or attempted modification of critical systems components. Sensitive information, including logs are on a user's rights availability. Physical media awaiting destruction is secure at all times. Media to be destroyed is immediately shredded or place in locked bins. All assets are decommissioned by Equifax. Shredding is performed onsite by an approved vendor. All software and data is removed prior to the transfer or disposal of the hardware equipment. 
As far as the physical security of computers, electronic, and removable media requirements, any removable device with storage is prevented from use (i.e. USB drives, SD card slots, CD/DVD writers, external drives, etc.), and are prevented from accessing information stored on corporate PCs/laptops through the use of hard disk encryption and anti-virus software unless an appropriate security exception has been raised for a particular user. End point data loss technologies are in place to prevent data theft and block the use of unauthorized removable media. 
Equifax has teleworking policies in place, though limited to a small population: users are required to VPN into the network, pass two –factor authentication, and access via only Equifax owned and managed laptops that are full disk encrypted. All sensitive information is destroyed when no longer needed or its retention period has passed. Equifax adheres to U.S. Department of Defense clearing and sanitizing standard DoD 5220.22-M. 

11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to access DMF information. 

N/A 

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements ``similar'' to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be ``similar'' but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 

See response to #10. 

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures? 

Equifax expects that an organization handling highly sensitive consumer information should obtain internationally recognized certifications and assessments, such as the ISO-27001. 7   

Industry best practices should be utilized to protect data in transit, storage, and processing and to ensure the secure handling and protection of highly sensitive consumer information. Additionally, attention to potential threats should be observed and a well-defined and documented Incident Response Plan should be in place. Equifax’s Incident Response Team is available 24/7/365 to respond to security incidents including suspected data breaches. 

14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations. 

More detail would be required to fully understand the question. Please see our responses to #2, #6 and #8 where we describe the laws and regulations as well as the security safeguards Equifax has in place for protecting PII. 

15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees? 

More detail would be required to understand the price structures being considered by NTIS to assess its impact to our operations. 

16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 

As a consumer reporting agency, Equifax already has strict data access controls both internally and externally for access to our products and services. As mentioned earlier, Equifax requires all customers to sign our agreement for service which requires maintaining the confidentiality of the information regarding the information received from Equifax. Customers must also certify that they will use the data only for the purposes permitted by the FCRA or GLB for which the information service is requested, and they can only use it for the purposes for which it is provided. Equifax performs due diligence on all companies requesting to purchase our products to ensure the legitimacy of their business. Customer on-site inspections are performed and we conduct regular, random audits of users of our information services compliance with these obligations. Our agreements also require that users comply with all applicable laws and regulations. 

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use. 

Yes, Equifax utilizes all the DMF information - the name, SSN, date of birth and date of death to mitigate fraud. Complete data elements from the DMF are essential to Equifax and our customers for the strongest fraud detection and identity authentication measures. 8 


18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual's death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 

No, Equifax needs access to full identification data available from the DMF to provide our customers with the strongest fraud prevention information and identity authentication products. All of the data elements provided by the DMF – the name, SSN, date of birth and date of death are essential to mitigate fraud. Complete DMF data is also essential in our ability to provide the strongest possible match to an inquiry. The risk of matching to an incorrect identity increases if fewer pieces of identification are available with the DMF. Incorrect matches are referred to as “false positives” or “false negatives” and our objective is to minimize these as much as possible to prevent and mitigate identity theft. 
Again, Equifax appreciates the opportunity to participate in this important discussion.
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Mr. John Hounsell
National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312.

Dear Mr. Hounsell: 

We are writing to provide comments from our organizations in response to the Request for Information (RFI) recently issued by the National Technical Information Service (NTIS) regarding a new certification program for persons who seek access to the Social Security Administration’s Public Death Master File (DMF) at any time within the three calendar-year period following an individual’s death, as required by Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. 113–67).

We are the presidents of the Population Association of America/Association of Population Centers (PAA/APC), which together represent almost 4,000 behavioral and social scientists and over 40 population research centers nationwide. Our members are population scientists, primarily demographers, economists, sociologists, and statisticians, who conduct research on the implications of population change. Federally-funded population scientists, whether they are grantees or contractors, access DMF data for many legitimate research purposes, adhering to very strict standards for data security and privacy protection. For example, two well-respected longitudinal surveys, the Health and Retirement Study (HRS) and the Panel Study of Income Dynamics (PSID), (both of which are funded by the National Institutes of Health and National Science Foundation) rely on DMF data to confirm the death of study participants. Other federal grantees rely on DMF data to conduct research on a number of topics, including the causes and effects of mortality and the impact of advance care planning on end-of-life care. There is no alternative source of up-to-date reliable information on mortality available to researchers.  Further, it should be noted that no population scientist has ever been accused of misusing DMF data. In fact, population scientists are recognized for developing innovative approaches, such as secure data enclaves, to protect sensitive data sets.  An example of how these secure data enclaves operate is described on the home page of the Michigan Center on the Demography of Aging at: http://micda.psc.isr.umich.edu/enclave/. We believe this description of how a secure enclave operates addresses many of the security questions posed by the RFI.  

The law suggests that only those with a legitimate fraud prevention or a legitimate business purpose “pursuant to a law, governmental rule, regulation, or fiduciary duty” can qualify for earlier access to DMF data.  We hope that the NTIS certification program will designate researchers, specifically federal grantees and contractors, as eligible participants in this program, too. If scientists are unable to qualify for more timely access to the DMF, their ability to conduct timely, relevant research will be hampered, forcing them to expend resources and time pursuing the status of study participants rather than focusing on potentially life-saving research.  These problems can be avoided if the certification program clearly states that federal scientists, grantees and contractors alike, are eligible to participate provided they meet strict standards for safeguarding DMF data. Certainly, while the certification program is being formulated, we hope federal grantees and contractors will be able to continue accessing DMF data. 

Thank you for this opportunity to comment on the RFI.  Please do not hesitate to contact us or Mary Jo Hoeksema, Director, PAA/APC Office of Government Affairs, at paaapc@crosslink.net, if you have any questions.  

Respectfully,
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Pamela J. Smock, Ph.D., APC President	 	Robert A. Moffitt 2014 PAA President
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March 18th, 2014

Mr. John W. Hounsell
Business and Industry Specialist
Office of Product and Program Management
National Technical Information Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA  22312

Via Email to: jhounsell@ntis.gov

RE:  CCC Responses to Certification for Access to DMF File

We have prepared the following comments and recommendations in reply to the NTIS RFI:

1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the act? If so, explain in detail the basis of that interest.

Cross Country Computer (CCC) as a service provider does not have a particular fraud prevention interest, however the clients we provide services to, which include insurance carriers, do have legitimate fraud prevention interests and obligations. 

2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law.

CCC utilizes the DMF for a variety of legitimate purposes in support of our clients’ fiduciary responsibilities. Specific examples outlined below include, but are not limited to:

Many of our insurance industry customers are now engaged in, or have been presented with the option of a Global Resolution Agreement and in some case, a Regulatory Settlement Agreement[footnoteRef:3]. As required within these agreements, carriers are obligated to conduct searches against the DMF to identify deceased policyholders, confirm death and seek out beneficiaries if benefits are due. Further, eight states have introduced legislation since January 1, 2014 requiring regular comparisons of the DMF either quarterly or semi-annually to ensure payment of benefits in a timely fashion.  Some insurers are required to perform this processing even more frequently.  Nine states have already passed similar legislation since 2012 – Alabama, Kentucky, Maryland, Montana, Nevada, New Mexico, New York, North Dakota and Vermont. [3:  http://www.sco.ca.gov/protecting_life_insurance_beneficiaries.html ] 


Recently, several states also have embraced specific unclaimed property enforcement efforts regarding the distribution of IRA proceeds in the wake of an owner’s death. Oregon recently added this feature to its unclaimed property regulations (Oregon Regulation Number 35338 2013) indicating that death of an IRA owner would trigger the dormancy period for escheatment. The DMF therefore is a critical resource for CCC and its clients to identify deceased accountholders and determine proper state escheatment procedures.

More generally, a growing trend in the securities arena is the shift towards utilizing customer generated activity as the standard trigger for dormancy and escheatment. Death of an owner is becoming a key indicator in unclaimed property audit contexts. In order for CCC to help its clients the DMF is critical in identifying deceased owners.

3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule.

Please refer to our response in Question #2.

4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation.

Please refer to our response in Question #2. 

5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty.

As a service provider to companies who have a fiduciary responsibility to their customers, CCC holds the responsibility to assist these companies in fulfilling their fiduciary responsibilities.  For further information, please refer to Question #2. 

6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 

Yes, In order to protect confidential information, CCC has a sophisticated plan that covers our Staff, Support Personnel, Facility, Data Center and Systems. We have been audited and have met the stringent security guidelines of many Fortune 1000 corporations including some of the largest insurance companies and financial institutions in the world.  Below is an excerpt of the topics covered in our security documentation:

· Our Staff
· Our Facility
· Our Data Center
· Our Systems
· Data Transfer
· U.S.-EU Safe Harbor list
· Handling of Unwanted Electronic Files, Documents and Media
· Disaster Recovery

7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored?

Please refer to our response in Question #6.

8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such. 

CCC employs secure systems, facilities and procedures both voluntarily and by contract with our clients to ensure the security and integrity of our clients’ data.

9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person.

CCC will safeguard the DMF information with the same level of security we provide for all sensitive data.  Our audit procedures would show (1) how information was used by us, and (2) whether such information has been disclosed.  With regard to (3) how that information was used by a third party, CCC has contracts governing how our vendors can access confidential data belonging to us or our clients.  However, please consider the following recommendations: 

· As written, section 203(C)(1) of the Act essentially states that Certified Users not only have to ensure their own compliance, but also the compliance of those that the DMF data is passed along to, even in the regular and proper course of doing business.  Our recommendation is that the NTIS must provide all users with access to a central repository of Certified Users to confirm certification.  In the absence of this, Certified Users must rely on an ‘honor system’ where third parties provide written assurance that they are either certified or meet the requirements for certification should the NTIS deem that to be sufficient.  

· Ideally, certain businesses such as insurers would receive automatic certification.  With regard to certain entities (including insurance companies) we believe that if the DMF is utilized to append an additional element to an existing policy record, that the additional element should not require additional oversight by the NTIS.  By way of example, if an insurer has the Name, Address, Date Of Birth, and Social Security Number of an insured or beneficiary and uses the DMF to ascertain a Date Of Death, then we believe that it should be sufficient for that Date Of Death element to be subject to the existing data security protocols the insurer already has in place.

· Because it may not be feasible for Certified Users to have a reasonable ability to ensure more specific compliance from those that they deliver output to, or distribution further down the line, as a service provider we believe that it should be sufficient to rely on our clients representations that they or their legally appointed representatives have an established and permissible reason for the use of data that we provide to them as a part of a client engagement.  

· Similarly, Certified Users often cannot reasonably be expected to conduct IT Security audits on all third parties.  In many scenarios, such rights to inspect/audit are unlikely to be granted and in any event would be cost prohibitive, particularly in cases where it is a certified service provider attempting to audit a client.  Our belief is that allowing the exchange of data between two Certified Users should be sufficient.  

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103 (p)(4) of the IRC, or satisfy requirements “similar” to the requirements of section 6103(p)(4) of the IRC.

Our systems, facilities, and procedures meet or exceed section 6103(p)(4) of the IRC. 

11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to access DMF information.

N/A

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintain the confidentiality, security and appropriate use of such information, pursuant to requirements “similar” to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be “similar” but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 

Please refer to our response in Question #10.

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures?

We would expect to see systems, facilities, and procedures that safeguard DMF information. Such controls would include: the governance of information security through policies, procedures and regular internal audits; asset management; technical security, access and monitoring controls in systems and networks; secure encrypted data transfer protocols; and physical security for computer facilities. 

With regard to inspection and monitoring, we encourage the NTIS to set reasonable standards relating to record retention and documentation requirements.  This could be done in aggregate by maintaining project logs containing the certified recipient’s name, transfer date and number of records returned. In contrast, we do not believe it makes sense to maintain confidential data at the record level any longer than a client (or traditional Disaster Recovery plan) may reasonably deem appropriate, particularly given the size of the data sets in question.  The NTIS must also consider that storing large volumes of data for auditing purposes has its own inherent cost and security considerations.

14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations.

Various aspects of the Gramm-Leach-Bliley Act (GLB) govern the collection and disclosure of customers’ personal information by financial institutions, and a number of state privacy rules governing the safeguarding of non-public personal information. 

In particular, in 2010, Massachusetts passed 201 CMR 17.00 which established standards to be met in connection with the safeguarding of personal information contained in both paper and electronic records. The objective of this regulation was to ensure the security and confidentiality of customer information in a manner fully consistent with industry standards. The provisions of this regulation apply to all persons that own or license personal information about a resident of the Commonwealth. Massachusetts law is considered one of the most stringent information security laws in the United States. 

CCC has gone great lengths to comply with state and federal laws regulating information security and has implemented many policies for this purpose. CCC’s Comprehensive Information Security Program outlines those policies which include: 

· Security Incident Response Policy
· Background Verification Policy 
· Acceptable Use Policy 
· Physical Access and Security Policy 
· Clean Desk and Clear Screen Policy 
· Change Control Policy 
· Password Policy 
· User Access Review Policy 
· Removable Media Policy 
· Acceptable Encryption Policy
· Remote Access Policy
· Employee Termination Procedures Policy
· Third Party Management Policy

15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees?

At the time of certification, an annual fee would be preferred.

16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification?

A database of certified entities as well as permissible users should be created by the NTIS. Certain entities, such as insurance carriers, should be provided with a blanket pre-approval status for accessing DMF information.  Parties who exchange DMF information should be required to confirm certification prior to any transmission of data.  Please refer to our response in Question #9 for additional comments, including the challenges with attempting to ensure compliance of all ‘downstream’ entities that a Certified (Recipient) User may subsequently share data with.

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which types of DMF information you do not use.

Yes, our use of the DMF information includes all elements listed above. In addition to this data, we also utilize State Protected records and additional fields such as State and Zip Code.

18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual’s death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded.

No, all data points are preferred and we request that State Protected Records and additional descriptive fields such as State & Zip Code be reintroduced.  While we understand the challenge, we believe this will also reduce the potential for fraud.   

19. Additional Comment:

As another participant at the March 4th, 2014 public hearing noted, we also request that the NTIS include a suitable grace period to allow all (timely) applicants to be able to complete the certification process before restrictions are imposed.  This will allow companies to continue to provide services, and end users to continue to comply with regulations and best practices, throughout the certification process.  This will also prevent those that ‘go first’ from having an undue competitive advantage.

In conclusion, we applaud the NTIS for seeking comments in order to implement a certification process that safe guards confidential data in a manner that can be reasonably and cost effectively implemented within the complex marketplace that we all operate on a daily basis.

								Sincerely,

Thomas J Berger

Thomas J. Berger
								Chief Executive Officer
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Navigant Consulting Inc.
Billing Code: 3510-04M
DEPARTMENT OF COMMERCE
National Technical Information Service
Docket Number: [140205103-4103-01]
Certification Program for Access to the Death Master File
AGENCY: National Technical Information Service, U.S. Department of
Commerce.
ACTION: Request for Information and Advance Notice of Public
Meeting
Certification Program
NTIS solicits information on implementation of the certification
program mandated under section 203. In particular, NTIS seeks to
understand how persons would characterize the basis for their use
of DMF information as it relates to the certification criteria of Section
203. In addition, NTIS seeks to understand how persons who seek
certification would comply with the requirements set forth under
Section 203 to safeguard DMF information. NTIS also seeks
information regarding how to best ensure the safeguarding of
released DMF information.
It is our understanding that the below responses to the contained RFI questions will be publicly
available and will be used for the purpose of informing NTIS’s approach to the development of a
certification program, which will be promulgated by NTIS by Notice and Comment Rulemaking. Based
on that understanding we have summarized our comments and can provide detailed responses upon
request or as part of the certification process.
1. Do you think that you have a legitimate fraud prevention interest in accessing DMF
information, as described in the Act? If so, explain in detail the basis of that interest.
We believe that we have a legitimate fraud prevention interest in accessing the DMF since we
utilize the DMF solely to compare against our clients’ active account holders to identify
deceased individuals so that our client can take action to prevent fraudulent activity on the
account or identify the account for payment to beneficiaries and/or rightful owner of the
contract/account.
2. If you have a legitimate business purpose pursuant to a law, explain in detail the
basis of that legitimate business purpose and cite the relevant law.
We have a legitimate business interest in accessing DMF information. We work directly with
insurance companies, in accordance with state regulations based on National Conference of
Insurance Legislators (NCOIL) model law, to identify life, annuity, retirement, and retained
assets policies where the policy/account holder is deceased and their beneficiaries may be
owed unclaimed property. The states that have introduced or adopted NCOIL model law are
listed in the table below:
State Name Bill No.
Date
Introduced
Date
Passed
Kentucky KY BR 487, HB 135 12/16/2011 4/13/2012
Maryland MD SB 77 1/16/2012 5/2/2012
Alabama AL HB 126 2/2/2012 5/15/2012
New York NY SB 6943, AB 9845 4/16/2012 12/17/2012
Montana D 375 11/23/2012 3/29/2013
Massachusetts HB 20 1/7/2013 Pending
North Dakota HB 1171 1/11/2013 4/26/2013
Vermont HB 95 1/25/2013 5/21/2013
New Mexico SB 312 1/29/2013 4/1/2013
Rhode Island HB 7031 1/10/2014 Pending
Nevada AB 226 3/11/2013 6/10/2013
Pennsylvania HB 1937 1/6/2014 Pending
Indiana SB 220 1/9/2014 Pending
Oklahoma HB 3287 1/21/2014 Pending
Mississippi HB 549 1/22/2014 Pending
Georgia HB 920 2/4/2014 Pending
Tennessee HB 2427, SB 2516 2/4/2014 Pending
Iowa HF 2333 2/24/2014 Pending
Louisiana HB 411 2/26/2014 Pending
Our clients are required to match policy and account holder information including name, birth
date, and social security number to the DMF on a monthly or quarterly basis to remain in
compliance with state regulations. We perform this matching on behalf these clients’s.
3. If you have a legitimate business purpose pursuant to a governmental rule, explain
in detail the basis of that legitimate business purpose and cite the relevant
governmental rule.
See explanation provided in answer to Question 2.
4. If you have a legitimate business purpose pursuant to a regulation, explain in detail
the basis of that legitimate business purpose and cite the relevant regulation.
See explanation provided in answer to Question 2.
5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in
detail the basis of that legitimate business purpose and cite the relevant fiduciary
duty.
Our insurance company clients have a fiduciary duty to identify, protect and pay benefits as
they become due and payable to their clients and/or beneficiaries. In addition, they have an
obligation to return unclaimed or abandoned property to rightful asset owners or their
beneficiaries. To this end, these insurance companies hire us to compare their life, annuity,
retirement, and retained asset policies to DMF information to identify whether a policy holder
is deceased, and on what date the policy holder died.
6. Do you have systems, facilities, and procedures in place to safeguard DMF
information, and experience in maintaining the confidentiality, security, and
appropriate use of such information? If so, explain in detail.
Our company employs commercially reasonable safeguards to maintain physical, procedural,
and technical security of DMF information in its offices, information systems, and information
storage facilities in order to protect Personal Information from loss, misuse, unauthorized
access, erroneous disclosure, alteration, or destruction. We restrict access to Personal
Information to those individuals who need access to this information in order to assist us in
performing our duties and obligations. Furthermore, minimal staff members have badged
access into our data center facilities. If temporary access is required for other staff members,
a ticket needs to be created with the data center by an authorized individual before access will
be granted. Temporary access is removed as soon as it is prescribed by the authorized
individual. Data Center access rights are reviewed quarterly.
Our company uses colocation Centers for data center facilities and these facilities have current
SSAE 16 attestation. Our company has a private controlled cage within the data center with
access protected with a gated entry system (e.g., key fob). The data centers are protected by
24/7 security guards contracted from an outsourced security organization. Furthermore,
surveillance cameras cover all building entrances, loading docks, mail delivery locations,
telecom and network closets, and backup power sources.
Our company’s Data Centers provide data at rest encryption via a Storage Area Network. All
encryption key generation, distribution, and management capabilities required for Data at Rest
Encryption are provided by an Embedded Key Manager, according to the best practices defined
by industry standards such as NIST 800.57 and ISO 11770. Full hard disk encryption
(AES256) of all laptops issued to our employees is mandatory.
Our company leverages an industry leading vulnerability management solution that scans all
internal networks at least once a month, and externally facing systems every two weeks for
vulnerabilities and common insecure configuration issues. Anti-virus solutions are deployed to
all servers and workstations. Signatures are refreshed at least daily. Mandatory weekly scans
are executed on the laptops and servers. Security patches are applied to workstations on a
monthly basis and to servers on a quarterly basis. Patches considered to be critical to our
environment can be deployed more quickly based on risk to the IT environment. We receive
patch alerts from vendors and third party alerting services.
7. If you have systems, facilities, and procedures in place to safeguard DMF
information, or to safeguard sensitive information other than DMF information,
explain whether and how your systems, facilities, and procedures are audited,
inspected or monitored.
Our company uses Colocation Centers for data center facilities and these facilities have current
SSAE 16 attestation.
8. If you have systems, facilities, and procedures in place to safeguard DMF
information, or to safeguard sensitive information other than DMF information, and
if your systems, facilities, and procedures are audited, inspected or monitored,
explain whether that is voluntary, or whether it is required by law, governmental
rule, regulation, fiduciary duty, or other reason and cite such.
SSAE 16 attestation is voluntary.
Sarbanes-Oxley auditing is required since we are publicly traded.
A Privacy Assessment was conducted in 2013 which focused on our Privacy policies and
procedures.
9. If you have systems, facilities, and procedures in place to safeguard DMF
information, or to safeguard sensitive information other than DMF information, and
if your systems, facilities, and procedures are audited, inspected or monitored,
explain whether any of these reviews would reveal (1) how such information was
used by you, (2) whether such information had been disclosed to a third person, and
(3) how such information, if disclosed to a third person, was used by that person, or
was further disclosed by that person to a fourth person.
If our systems, facilities and procedures are audited, inspected or monitored, it would reveal
the following:
(1) Our company uses a "least privilege" model for allowing access to systems and resources.
Privilege access is controlled via change management and administrative users are given a
specific account to use when high privileges are required. Normal user accounts are not
given higher privileges. Use of the DMF information is restricted to (i) legitimate fraud
prevention purposes, and (ii) legitimate business purposes pursuant to law.
(2) Our company has established a permanent system of standardized records with respect to
request as fully described in Question 10 below.
(3) Our company will only disclose DMF information to third parties that have (i) a legitimate
fraud prevention interest, or (ii) a legitimate business purpose pursuant to a law,
governmental rule, regulation or fiduciary duty, and (iii) has systems, facilities and
procedures in place to safeguard such information, and experience in maintaining the
confidentiality, security, and appropriate use of such information, pursuant to
requirements similar to the requirements of section 6103(p)4) of the Internal Revenue
Code of 1986, and (iv) agrees to satisfy the requirements of such section.
10. If you have systems, facilities, and procedures in place to safeguard DMF
information, and experience in maintaining the confidentiality, security, and
appropriate use of such information, explain in detail the extent to which these
satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements
"similar" to the requirements of section 6103(p)(4) of the IRC.
The key requirements from section 6103(p)(4) of the IRC and how our company meets those
requirements is described below:
(A) establish and maintain, to the satisfaction of the Secretary, a permanent system
of standardized records with respect to any request, the reason for such request,
and the date of such request made by or of it and any disclosure of return or
return information made by or to it;
If such third party requesting disclosure of return or return information has (i) a legitimate
fraud prevention interest, or (ii) a legitimate business purpose pursuant to a law,
governmental rule, regulation or fiduciary duty, and (iii) has systems, facilities and procedures
in place to safeguard such information, and experience in maintaining the confidentiality,
security, and appropriate use of such information, pursuant to requirements similar to the
requirements of section 6103(p)4) of the Internal Revenue Code of 1986, and (iv) agrees to
satisfy the requirements of such section, then our company would follow our permanent
system of standardized records with respect to such request:
At a minimum, our company would keep a record of the following information: the date of
the request for disclosure, the name of the entity or person who requested the return
information, and the address of such entity or person, a brief description of the return
information requested, and a brief statement of the purpose for the request of such
disclosure.
(B) establish and maintain, to the satisfaction of the Secretary, a secure area or
place in which such returns or return information shall be stored;
As described in the answer to Question 6, our company maintains a secure environment to
maintain all DMF information, correspondence, and client work product requiring the use
or dissemination of DMF information.
(C) restrict, to the satisfaction of the Secretary, access to the returns or return
information only to persons whose duties or responsibilities require access and
to whom disclosure may be made under the provisions of this title
Confidentiality of both DMF information and client data is of the utmost importance to our
company, and access to DMF information is limited to only those employees who
administer the servers on which the DMF information resides, employees directly involved
in the client work, and client insurance companies that have both a legal and fiduciary
duty to use DMF information to identify the beneficiaries of deceased policy holders. To
enforce this limited access, our company uses a "least privilege" model for allowing access
to systems and resources. Privilege access is controlled via change management and
administrative users are given a specific account to use when high privileges are required.
Normal user accounts are not given higher privileges.
(D) provide such other safeguards which the Secretary determines (and which he
prescribes in regulations) to be necessary or appropriate to protect the
confidentiality of the returns or return information
Although our company employs a robust security infrastructure to protect DMF
information, we will take reasonable additional steps to further protect the confidentiality
of DMF information and ensure continued and uninterrupted access to DMF information
once such other safeguards are defined and made publicly available.
(E) furnish a report to the Secretary, at such time and containing such information
as the Secretary may prescribe, which describes the procedures established and
utilized by such agency, body, or commission, the Government Accountability
Office, or the Congressional Budget Office for ensuring the confidentiality of
returns and return information required by this paragraph
Our company is prepared to provide procedures for ensuring the confidentiality of DMF
information.
11. If you do not currently have systems, facilities, and procedures in place to safeguard
DMF information, explain how you would anticipate putting such systems, facilities,
and procedures in place in order to become certified to access DMF information.
Our company currently has systems, facilities, and procedures in place to safeguard DMF
information. We will review the certification criteria to access DMF information once it is made
public, and determine if any additional safeguard requirements need to be implemented to
maintain the confidentiality of DMF information.
12. Under the Act, you are required to certify that you have systems, facilities, and
procedures in place to safeguard DMF information, and experience in maintaining
the confidentiality, security, and appropriate use of such information, pursuant to
requirements "similar" to the requirements of section 6103(p)(4) of the IRC. Please
explain in detail how your systems, etc., and experience might be "similar" but not
identical to the requirements of section 6103(p)(4) of the IRC, and how any
differences from the requirements of section 6103(p)(4) of the IRC would
nevertheless permit achieving the objective of safeguarding DMF information.
See explanation provided in answer to Question 10.
13. What systems, facilities, and procedures do you believe are necessary to safeguard
DMF information provided under the Act, including audit, inspection and monitoring
procedures?
Our company employs commercially reasonable safeguards to maintain physical, procedural,
and technical security of DMF information in its offices, information systems, and information
storage facilities in order to protect Personal Information from loss, misuse, unauthorized
access, erroneous disclosure, alteration, or destruction. A more detailed explanation of these
safeguards is provided in the answer to Question 6.
14. Identify laws or regulations that require the safeguarding of released DMF
information, and summarize the procedures required by such laws or regulations.
Access to the NTIS Limited Access DMF is limited to individuals that have (i) a legitimate
fraud prevention interest, or (ii) a legitimate business purpose pursuant to a law,
governmental rule, regulation, or fiduciary duty, and (b) has systems, facilities, and
procedures in place to safeguard such information, and experience in maintaining the
confidentiality, security, and appropriate use of such information, pursuant to
requirements similar to the requirements of section 6103(p)(4) of the Internal Revenue
Code of 1986, and (c) agrees to satisfy the requirements of such section 6103(p)(4) as if
such section applied to the undersigned (the “Requirements”). A company may not: (i)
disclose any information contained on the DMF with respect to any deceased individual to
any person other than a person who does not meet such the Requirements; (ii) disclose
any information contained on the DMF with respect to any deceased individual to any
person who uses the information for any purpose other than a legitimate fraud prevention
interest or a legitimate business purpose pursuant to a law, governmental rule,
regulation, or fiduciary duty; (iii) disclose any information contained on the DMF with
respect to any deceased individual to any person who further discloses the information to
any person other than a person who meets the Requirements; or (iv) use any information
contained on the DMF with respect to any deceased individual for any purpose other than
a legitimate fraud prevention interest or a legitimate business purpose pursuant to a law,
governmental rule, regulation, or fiduciary duty. A company that fails to comply with
these provisions may subject a company to penalties under 15 CFR §1110.200 of $1,000
for each disclosure or use, up to a maximum of $250,000 in penalties per calendar year.
Fees and Penalties
15. Would the imposition of a single, presumably larger, fee at the time of certification
be preferable to the charge of multiple, presumably smaller, fees, such as annual
fees?
An annual fee is preferable to our company. Any fee that is substantially more than the
current fee charged to obtain DMF information could be prohibitive to our company from a
business perspective.
16. In order to become certified to have access to DMF information, how would you
prevent disclosure of such information to any person other than a person who was
also certified, or who, if not certified, would meet the requirements of certification?
Our company employs reasonable safeguards to maintain physical, procedural, and technical
security of DMF information in its offices, information systems, and information storage
facilities in order to protect Personal Information from loss, misuse, unauthorized access,
erroneous disclosure, alteration, or destruction. Confidentiality of both DMF information and
client data is of the utmost importance to our company, and access to DMF information is
limited to only those employees who administer the servers on which the DMF information
resides, employees directly involved in the client work, and client insurance companies who
attest to meeting the requirements of certification to use DMF information to identify the
beneficiaries of deceased policy holders. To enforce this limited access, our company uses a
"least privilege" model for allowing access to systems and resources. Privilege access is
controlled via change management and administrative users are given a specific account to
use when high privileges are required. Normal user accounts are not given higher privileges.
17. If you currently access DMF information, does your use of that information include
or require the name, social security account number, date of birth, and date of death
of deceased individuals? If not, explain which type(s) of DMF information you do not
use.
Yes. NCOIL model law requires access to name, date of birth, and social security account
number. Furthermore, date of death is required to determine if a decedent’s policy is within a
state dormancy period and to help determine if a death benefit is due and payable at the time
of death. Any limitation of access to DMF information will result in our clients not adhering to
regulations requiring both social security account number and non-social security account
number matches of policy holder information to the DMF information.
18. Would you find it useful to access DMF information that included information for a
deceased individual during the 3-calendar-year period beginning on the date of the
individual's death, but did not include one or more of the name, social security
account number, date of birth, and date of death of the deceased individual? If so,
explain which type(s) of DMF information could be excluded.
Beyond the regulations that require insurance companies to compare policy holder name, date
of birth, and social security account number to the DMF on a monthly or quarterly basis, our
company maintains the position that any exclusion of DMF information will be detrimental to
beneficiaries of unclaimed property. The removal of strong personal identifiers, such as social
security account number, will result in the non-identification of deceased insurance policy
holders in the DMF and thereby limit insurance companies’ ability to identify and return owed
monies to their beneficiaries.
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Mr. John W. Hounsell
Business and Industry Specialist
Office of Product and Program Management
National Technical Information Service
Department of Commerce
5301 Shawnee Rd
Alexandria, VA 22312
Re: 79 FR 11735 - Certification Program for Access to the Death Master File

Dear Mr. Hounsell,

I attended the complete March 4, 2014 WebEx public meeting. I understand that NTIS is accepting written comments under the Request for Information (79 FR 11735 – Certification Program for Access to the Death Master File) until March 18, 2014 – 5:00PM. Moreover, I understand that all comments included in this document will be publically posted on the NTIS website.

COMSERV is a fraud prevention organization and has not and will not use the Death Master File (DMF) for fraudulent or unethical purposes. Our logo (see above) clearly identifies the type of business COMSERV performs. For over thirty-four (34) years, COMSERV has conducted countless social security number (SSN) and death information investigations of Government, State and commercial customers. Industries include credit bureaus, financial, medical, insurance, pension, manufacturing, mailing, pharmaceutical, actuaries, universities, utilities, and research organizations. These investigations have uncovered countless fraud cases and saved millions of dollars.

Unlike many other organizations that receive the DMF, COMSERV does not allow the DMF to be available over the Internet. The COMSERV database contains millions of additional proprietary death records that are not available in the DMF. COMSERV classifies its death master file as strictly confidential and maintains information security in the highest regard. COMSERV has never had any type of digital information or physical security breach. Strategic physical and digital safeguards have been implemented to protect COMSERV and ensure data integrity. No entity, large or small, is exempt from hackers, crackers, attackers, and all other types of network intruders. You hear about digital intrusions all the time in the media. Some, you don't.

This document will begin with “COMSERV General Issues and Concerns”, followed by answers to NTIS questions.

Should you have any questions or need to contact me, please call (772) 781-9433.

Sincerely,
Robert D. Perholtz, President

COMSERV General Issues and Concerns:

1. As you may know, Ronald Perholtz and I filed the Freedom of Information (FOIA) lawsuit against the Social Security Administration (SSA) in 1978 to gain access to all the death information in SSA files. This included the Master Beneficiary Record (MBR) and Numerical Identification System (Numident) files. On April 3, 1980, we agreed to a court-approved consent decree (Civil Action Nos. 78-2385 and 78-2836) that required SSA to release the data requested in the lawsuit. The Department of Justice advised SSA that Congress had not provided an exemption to the FOIA or the Privacy Act that would justify withholding the data covered by the court-approved consent decree. Please click here to reference May 8, 2012 SSA testimony. Since winning the FOIA lawsuit, I have always advocated that public access to the DMF should be controlled. However, access to the information is legally protected under the FOIA and access restrictions have not been considered until now. 
2. SSA implemented Section 205(r) of the Social Security Act on November 1, 2011. In fact, SSA intentionally eliminated records from the DMF prior to the documented implementation date. Furthermore, SSA blatantly eliminated the state code, zip code of last known residence, zip code of lump sum benefit payment, and truncated selected name information without any notification. When I contacted SSA to discuss why these data fields were eliminated or altered, SSA condescendingly indicated it was pursuant to FOIA Exemption 6. This exemption does not apply to deceased persons. As stated, FOIA Exemption 6 applies to "personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy."

During the November 8, 2001 SSA testimony before Congress, SSA states “SSA obtains death reports from many sources, with 90 percent of the reports obtained from family members and funeral homes. The remainder of the information comes from States and other Federal agencies through data exchanges and reports from postal authorities and financial institutions.”  Please clarify how SSA can eliminate almost half of the DMF, remove all state/zip codes, and alter name information when congressional testimony clearly indentifies that 90% of the death information is obtained from family members and funeral homes. In addition to an answer on why the disarray in public death information reporting, I respectfully request to know what percentage of protected state death records are being eliminated, even though a verification process utilizes other death information providers.
During the same testimony before Congress SSA stated “Once death reports received from States are verified, the state data is then considered SSA data. This is important, because some states limit (re)disclosure of their records to only Federal benefit paying agencies. Section 205 (r) of the Social Security Act (42 U.S.C. 405 (r) gives the States this authority to limit SSA's (re)disclosure of their death records.  Therefore, if SSA is providing death information to other parties, we are careful that the information that we release is SSA data.” Is SSA now claiming that no re-verification of State death information has been performed over the past years? Is SSA saying this testimony was false because SSA has removed 4.2 million records from the DMF that were previously released, for which SSA is now appearing to claim was exclusively obtained from State Agencies?

SSA is not balancing the interests in personal privacy against the public interest in release of the state/zip code(s), and is willfully altering name information. SSA must make a reasonable effort to determine an individual’s life status prior to invoking a privacy interest under Exemptions 6 and 7(C). Again, these persons are deceased and legal precedent clearly dictates that FOIA Exemption 6 does not apply. I believe the SSA has eliminated the state/zip code(s) to hide what States are being affected by the SSA decision, and how SSA accurately performs its statutory duties. Based on the May 2004 enactment of FOIA Exemption 6, why, after almost eight (8) years, is SSA now trying to hide behind this exemption, which does not apply to deceased persons?  It also raises issues as to whether or not SSA has willfully violated state privacy laws and its contractual obligations to the states during this period, which could fuel a class action lawsuit on behalf of those individuals whose rights have not been protected. A detailed list of these 4.2 million individuals can be easily determined from comparing SSA death information files prior to 11/1/2011 to SSA current file to determine which individuals have been removed.       
3. There has been abundant media activity since SSA implemented Section 205(r) of the Social Security Act on November 1, 2011. Virtually all of the media focused on the “dirty laundry” regarding the misuse of death information, not the ethical positive uses. For example, dead child ID theft. For all intensive purposes, the Internal Revenue Service (IRS), Centers for Medicare and Medicaid Services, Department of Defense (DOD), Department of Veterans Affairs (VA), Office of Personnel Management (OPM), and Railroad Retirement Board (RRB) receive a timely, untainted, death file from SSA. If the IRS was utilizing death information properly, this problem would be greatly minimized or not transpire. How many U.S. Government Accountability Office (GAO) reports need to be written that clearly identify that SSA doesn’t even know how to use the DMF properly to eliminate hundreds of millions of dollars of erroneous payments to deceased people?
4. After all the years of obtaining death information from SSA and contacting them to resolve anomalies, there still remains strong concerns on how SSA is conducting business. I realize that with a system of this magnitude, there will be an error rate. However, who knows if the SSA is adhering to Section 205(r) correctly. There is factual evidence that there is no consistency to this November 1, 2011 change. I have already documented some of these concerns above. On June 25, 2011, SSA implemented SSN randomization in an effort to help protect the integrity of the SSN and to extend its longevity. SSA indicated that SSN randomization would only affect SSN issuance after implementation. COMSERV has uncovered numerous cases where a random SSN was issued to an individual long before SSN randomization implementation. This is just another example of many where the credibility of SSA has been weakened. Regulations are being imposed on the ethical users of SSN and death information. What third-party, commercially-independent audit regulations are being imposed on SSA to make sure SSA is adhering to release of death information under the FOIA, and making sure their processes are correct related to Section 205(r)? It appears that SSA and other Government organizations have something to hide and are trying to privatize death information to finally close the door to public access.    
5. 
It appears that NTIS is not a recognized Government organization. Although NTIS is part of the Department of Commerce and has a “.GOV” website extension, it acts like a commercial business with regard to the sale of the DMF. On the NTIS website it states “NTIS' basic authority to operate a permanent clearinghouse of scientific and technical information is codified as Chapter 23 of Title 15 of the United States Code (15 U.S.C. 1151-1157). This chapter also established NTIS' authority to charge fees for its products and services and to recover all costs through such fees "to the extent feasible." I question that NTIS should charge all recipients of the DMF the same fee. This is outside the scope of cost recovery. Before NTIS was given authority to deliver the DMF, SSA attempted the same method of charging all the recipients the same cost. I sent SSA a letter to inform them that the cost to create the DMF should be split across the user base. SSA agreed and changed their cost model. The cost to create the weekly, monthly, or full DMF is a one-time cost. I realize there are man hours, computer time, and all reasonable costs directly related to the file creation. It is estimated that NTIS revenues for distribution of the DMF is in the hundred of thousands of dollars. I have been informed by NTIS personnel there is a written agreement between SSA and NTIS. First, where is this agreement, and second, please justify where NTIS has the authority to significantly profit from the sale of the DMF?      


NTIS Answers to RFI Questions:

1. Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest.

COMSERV is a fraud prevention organization and has not and will not use the DMF for fraudulent or unethical purposes. Our “NoFraud” logo clearly identifies the type of business COMSERV performs. For over thirty-four (34) years, COMSERV has conducted countless SSN and death information investigations of Government, State and commercial customers. Industries include credit bureaus, financial, medical, insurance, pension, manufacturing, mailing, pharmaceutical, actuaries, universities, utilities, and research organizations. These investigations have uncovered countless fraud cases and saved millions of dollars, which would have been lost forever if not for the capabilities of COMSERV’s use of the DMF.

2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law.

COMSERV has permissible purpose to utilize the DMF to protect against or prevent actual or potential fraud, unauthorized transactions, claims, or other liability. Some relevant laws are the Gramm-Leach-Bliley Act, Bipartisan Budget Act of 2013, and Title II of the Social Security Act - 42 U.S.C. § 408(a)(1)-(8), which sets forth penalties for felony fraud violations. Please click here to review another relevant reference.

3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule.

See above.

4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation.

See above.

5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the basis of that legitimate business purpose and cite the relevant fiduciary duty.

See above.

6. 
Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail.

Yes. Strategic physical and digital safeguards have been implemented to protect COMSERV and ensure data integrity. Unlike many other organizations that receive the DMF, COMSERV does not allow the DMF to be available over the Internet. No entity, large or small, is exempt from hackers, crackers, attackers, and all other types of network intruders. You hear about digital intrusions all the time in the media. Some, you don't. Since the information in this document will be publically available, I will not disclose confidential details of COMSERV’s physical and information security architecture. COMSERV has never had any type of digital information, physical security breach, or insurance claim. In this day and age it can be dangerous to publicize internal and proprietary control activities and processes. I have actually seen some of these reports and someone could utilize the information to their advantage to gain unauthorized access.

7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored.

The COMSERV security architecture utilizes firewalls, intrusion detection system, IP filtering, encryption, need-to-know, strong password enforcement, current system and application updates, separation of duties, logging, auditing procedures, and many other security controls.   

8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such.

The COMSERV physical and information security architecture is required. This requirement is mandated by me, and makes intelligent business sense. The COMSERV security architecture was designed and maintained using industry best practices and moreover, highly intelligent network and information security personnel with many years of experience.  

9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person.

· 
For over thirty-four (34) years, COMSERV has conducted countless social security number (SSN) and death information investigations of Government, State and commercial customers. Industries include credit bureaus, financial, medical, insurance, pension, manufacturing, mailing, pharmaceutical, actuaries, universities, utilities, and research organizations. These investigations have uncovered countless fraud cases and saved millions of dollars.
· In most cases, our customers receive the notification of death, based on a match of the record they provided from their internal files. Sometimes, this is simply a “Y” or “N” notification. In some cases, we do not disclose the source of the death record, however are now considering doing this for all reports. Our customers are legitimate business entities and not any individual.
I am very concerned about imposing restrictions on any legitimate business that is already being regulated to perform death audits. For example, New York insurance law section 308 states “that a cross-check of all life insurance policies, annuity contracts, and retained asset accounts on their administration data files, including group policies for which a life insurer maintains detailed insured records, should be performed with the latest updated version of the U.S. Social Security Administration’s Death Master File (“SSA Master File”), or another database or service that is at least as comprehensive as the SSA Master File, to identify any death benefit payments that may be due under life insurance polices, annuity contracts, or retained asset accounts as a result of the death of an insured or contract or account holder.” How will all the industries that regularly pay pension and retirement benefits know when someone has died if third/fourth party restrictions are mandated? When we pioneered the Death Information System (DIS), one of the first deceased persons we uncovered was receiving a pension check from the U.S. Government for over thirty (30) years. What about institutions that use death information on epidemiology studies for complex biomedical issues? Financial and virtually all other organizations that ethically use death information will be affected. How will any of these industries perform a competent and comprehensive audit when third/fourth access to death information may be eliminated? 
· Our customers utilize the death notification as the initial step in performing internal due-diligence elimination of erroneous payments to deceased persons. In many cases, a death certificate is obtained to finalize the case.

10. If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements ‘‘similar’’ to the requirements of section 6103(p)(4) of the IRC.

See above. Furthermore, please explain how section 6103(p)(4) of the IRC is applicable to DMF safeguards. There are numerous “best industry standards” besides something directed at the “Confidentiality and disclosure of returns and return information.” 

11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF information, explain how you would anticipate putting such systems, facilities, and procedures in place in order to become certified to access DMF information.

N/A. See above.

12. Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements ‘‘similar’’ to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be ‘‘similar’’ but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information.

It appears this question is redundant to Question 10. NTIS must provide specific guidance on how systems, facilities, and procedures are to be certified. This guidance or process must not jeopardize the security architecture of the DMF user.     

13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures?

There are numerous opinions on how systems and facilities should be hardened. These implementations range from NSA perimeter security to changing the default password on your personal home network router. An industry best practice method to safeguard DMF information should rely on layers of security using multiple controls, methods and techniques that work together to help protect a system’s assets, operations, and those who depend on its safe, reliable operation. It’s about risk assessment, company policies, procedures and guidelines.
 
14. Identify laws or regulations that require the safeguarding of released DMF information, and summarize the procedures required by such laws or regulations.

This is a broad question. There are numerous laws and regulations regarding information security. Please be more specific on how the DMF information is to be safeguarded. 

15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees?

I would suggest a single certification fee. Exorbitant, unjustified, and unexplained fees are already being charged for the DMF. See section COMSERV General Issues and Concerns, item 5. I am concerned that another exorbitant, unjustified fee will be imposed on the DMF recipient.
  
16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification?

COMSERV would have to enhance its Contract with our customers to establish guidelines and restrictions on DMF information disclosure. Ultimately, in the Internet world, there is no way to eliminate improper disclosure of any information. There is discussion on imposing a penalty of $1,000 for improper disclosure. How will you know?  Who is going to police the police?  

17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use.

Absolutely. Consider this scenario. Our customer provides us the SSN, name, and date of birth (DOB) and wants to know if any person is identified as deceased. They are not confident that the SSN they have in their files is accurate. Therefore, COMSERV performs an SSN and probabilistic (“fuzzy”) death audit using name, DOB, and SSN to satisfy the customer requirement. If the name and/or DOB was altered or eliminated from the DMF, the results of the audit would be tainted. Moreover, what is the point of having a DMF with no date of death?

With reference to section COMSERV General Issues and Concerns, item 2, on November 1, 2011 SSA blatantly eliminated the state code, zip code of last known residence, zip code of lump sum benefit payment, and truncated selected name information without any notification. Please inform me on how this change was permitted and where is Congressional authority to allow this modification to the 1980 consent decree (Civil Action Nos. 78-2385 and 78-2836) ? 

18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual’s death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded.

No. This makes little to no sense. Timely industry notification of death prevents fraud and loss of money to deceased persons. I highly recommend that no data field should be removed or altered in the DMF. Furthermore, SSA should restore the state/zip code(s) and stop altering the name information. SSA also has alternate name (maiden, married, legal name change) data that it is not including in the DMF. The format of the DMF data file has not been updated in many years. This causes truncation of name information.    


In closing, after over 34-years of dealing with SSA and analyzing their internal processes, it appears SSA has serious credibility and performance problems. Over the years, I have attempted to provide them with key information to help resolve flawed internal processes. They will not cooperate. They have been formally questioned on numerous topics and continue to be uncooperative and secretive. It appears they only respond to lawsuits or Congressional mandate. To my knowledge, Congress never called-upon companies similar to COMSERV to provide information on “real-world” uses of the DMF. COMSERV made abundant attempts to contact Senators, Congressmen, or their aids to provide information and testify. It appears that Congress only wanted to hear the horror stories and the bad news. How can anyone make informed decision(s) without hearing all aspects of the story? 

7095 SE Twin Oaks Circle, Stuart, FL 34997-4729, Voice: 772-781-9433, Fax: 772-781-9435


=======================================================================

RE: RFI for Certification Program for Access to the Death Master File
Lisa Baldiviez [lisa@avrick.com]
Sent:  Tue 3/18/2014 4:01 PM
To:  John Hounsell

[bookmark: _MailEndCompose]Hi John,
First of all, thank you for all your assistance through this process!
 
Below are our comments for the RFI of the DMF.
 
1.       PURPOSE- Avrick Direct, Inc. is a mailing list compiler. We specialize in large lists that we typically compile on a weekly basis. In addition to these weekly and monthly hotline lists, Avrick Direct also provides large databases and legacy files. 
In an effort to maintain and ensure the quality of the data, we utilize the DMF monthly to bump against all databases to remove deceased individuals from our files.
2.       SAFEGUARDING DATA- We use a data processing center that is a leading Information Technology Security Provider (ITSP), offering Industry-Leading best of breed and market-leading security technologies to corporations, healthcare and governments throughout North America and around the world.  This company, Whitehat, Inc, is the same company that we utilize for our proprietary product, Avrick Mortgage Leads.  The link to the security documentation is here: http://avrickmortgageleads.com/data-security/.
 
 
Thank you,
Lisa Horst Baldiviez
Avrick Direct
Direct line: 805-683-6551 ext. 103
Fax: 805-683-6553
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Mr. John Hounsell
Program Manager
National Technical Information Service
United States Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Kennth J. Clayton
Executive Vice President
and Chief Counsel
Office of Legislative Affairs
and Chief Counsel
P 202-663-5337
kclayton@aba.com
RE: Preservation of Access to Death Master File During Consideration of Request for
Information Regarding Certification Program for Access to the Death Master File
Dear Mr. Hounsell:
The American Bankers Association (ABA) represents banks of all sizes and charters and is the
voice for the nation's $14 trillion banking industry and its two million employees. Banks and
financial institutions rely upon the Death Master File (DMF) that is maintained by the Social
Security Administration (SSA) and made available by the National Technical Information
Service (NTIS) for a variety of uses including fraud prevention, the need to verify account
information for credit, estate management, account resolution, insurance matters, and compliance
with federal, state, and local laws and regulations.
Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. No. 113-67) (section 203) requires the
Secretary of Commerce, within 90 days, to prohibit access to the DMF unless a person is
certified to be in compliance with certain standards. Unfortunately, it appears no rule has yet
been finalized creating the certification program for access to the DMF despite the fastapproaching
March 26, 2014 congressionally mandated deadline restricting access to the DMF.
Accordingly, the ABA on behalf of its member banks writes today seeking a clarification that
access to the DMF by banks and financial institutions will continue uninterrupted during the
establishment of the new certification program for access to the DMF.
Section 203 prohibits the Secretary of Commerce from disclosing information in the DMF to
anyone for a 3-calendar year period unless that person is certified under a new certification
program established by the Secretary. Section 203 further requires that access to the DMF and
certification be limited to persons that have: a legitimate fraud prevention purpose: a legitimate
business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty; and,
"systems, facilities, and procedures in place to safeguard such information, and experience in
maintaining the confidentiality, security, and appropriate use of such information." Section 203
also authorizes fines for non-compliance.
1120 Connecticut Avenue, NW I Washington, DC 20036 I 1-800-BANKERS I aba.com
-------------~--
The President signed the Bipartisan Budget Act of 2013 on December 26,2013, and the NTIS
published a Request for Information and Advance Notice of Public Meeting in the Federal
Register regarding implementation of Section 203 on March 3, 2014.1 NTIS held the public
meeting on March 4,2014,2 and sought information related to 18 specific questions regarding the
proposed certification program for access to the DMF to be provided by March 18,2014. NTIS
has also indicated that it "is actively working with the Social Security Administration to draft
proposed rules for the establishment of a certification program. The proposed rules will be
published in the Federal Register for public comment.,,3
However, section 203 requires that the certification program for access to the DMF take effect 90
days after the date of enactment of the Bipartisan Budget Act-which occurs on March 26, 2014.
Given that NTIS has not yet to be published proposed rule to create the certification program, it
appears access to the DMF will be cut off on March 26, 2014.
ABA and its member banks are concerned that access to the DMF could be lost during
consideration of the request for information and the development of the proposed regulations.
The DMF is necessary for banks to ensure compliance with federal and state laws and
regulations such as the Red Flag Rules for identify theft prevention, the USA PATRIOT Act, and
various consumer protection laws such as dealing with debts of the deceased. Any disruption or
uncertainty with access to the DMF will create significant problems for banks and financial
institutions complying with federal and state laws and could complicate resolution of estates and
other financial matters directly harming consumers.
Accordingly, ABA requests (1) the NTIS take immediate action to clarify and confirm whether
access to the DMF will continue following March 26, 2014, (2) NTIS consider implementing an
interim final rule prior to March 26, 2014, in an effort to ensure continued access to the DMF,
and (3) in the absence of a final interim rule, NTIS clarify that access to the DMF will not be
limited to those lacking the required certification given NTIS cannot grant certification absent
the proposed regulations implementing and creating the certification program as required by
section 203.
ABA and its member banks support efforts to protect the security of information within the DMF
and to ensure that access to the DMF is restricted to those who have a legitimate fraud
prevention or business purpose as required by law or regulation. However, the prospect of losing
access to a resource as valuable as the DMF is a serious concern to ABA and its member banks
and we look forward to NTIS clarifying and confirming that access to the DMF will not be lost
following March 26, 2014.
Kenneth J. Klayton
I See Certification Program for Access to the Death Master File, 79 Fed. Reg. 11735 (March 3, 2014).
2Id. at 11737.
3 http://www.ntis.gov/products/ssa-drnf.aspx (last visited March 13, 2014).
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March 18, 2014 
Submitted Via e-mail: Jhounsell@ntis.gov 
Mr. John Hounsell 
National Technical Information Service 
United States Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
Re: Death Master File – Request for Issuance of Interim Final Rule 
[Docket Number: 140205103-4103-01] 
Dear Mr. Hounsell: 
I write on behalf of America’s Health Insurance Plans (AHIP) in response to the Request for Information (RFI) that was published in the Federal Register on March 3, 2014 (79 Fed. Reg. 11735). The RFI seeks public comments regarding the establishment of a certification program by the National Technical Information Service (NTIS) under which persons may obtain immediate access to the publicly available Death Master File (DMF), as required by Section 203 of the Bipartisan Budget Act of 2013 (Public Law 113-67). 
AHIP is the national trade association representing the health insurance industry. Our members provide health and supplemental benefits to more than 200 million Americans through employer-sponsored coverage, the individual insurance market, and public programs such as Medicare and Medicaid. 
Section 203 of the Bipartisan Budget Act provides for the certification of entities for access to the DMF for: 

(a) a legitimate fraud prevention interest; or 


(b) a legitimate business purpose pursuant to law, governmental rule, regulation or fiduciary duty. 

These permitted uses are an important foundation for the NTIS work. The statutory language was clearly drafted to enable insurance carriers be eligible for certification to access DMF information. 
As background, many of AHIP’s member companies rely on information from the DMF for necessary claim administration functions. For instance, group disability income policies commonly contain provisions for a death benefit under which policy benefit payments continue for a defined period – often three or six months – after a disabled claimant has died. To administer these claims appropriately, and to avoid inconvenience and complications for the family and/or estate of the deceased claimant, disability insurers need ongoing and timely access to information in the DMF. Loss of access to DMF information would disrupt important claim administration functions and increase costs, with commensurate implications for the costs of coverage. March 18, 2014 Page 2 
Some AHIP members rely on business associates to assist them with access to DMF information for important business functions. Accordingly, it is crucial that our members maintain ongoing and timely access to DMF information through contracted business associates. 
The DMF certification program provisions of the Bipartisan Budget Act take effect 90 days after the date of enactment. Since the legislation was signed into law by the President on December 26, 2013, the effective date of the certification program provisions is March 26, 2014 – only a little more than a week after the comment deadline for the RFI. Obviously, this does not give the NTIS time enough to review comments; promulgate a proposed rule; carry out the public comment process regarding the proposed rule; and finalize rules for the DMF certification program. Since there is no substitute for DMF information, it is crucial for NTIS to pursue a course that will allow businesses that rely on it to continue their legitimate and necessary operations while the certification program is under development and while certification applications are pending. Depriving legitimate users of access to DMF information as of March 26, would inflict significant harm on businesses that rely on the DMF and the individuals and families they serve. 
We understand that the agency is facing an extremely tight timeframe for promulgating regulations and working with public and private entities to ensure appropriate access to the DMF. In order to ensure that the process of implementing the new certification program does not lead to a disruption of the access of entities that rely on the DMF for important business operations, we urge NTIS to expedite the regulatory process by adopting an interim final rule pending adoption of a final rule. In addition, to maintain ongoing and timely access to DMF information, it is crucial that an interim final rule, or final rule, does not impose new information technology requirements for systems, facilities and procedures beyond those federal requirements with which financial institutions are already complying. This will preserve access to the DMF for legitimate – and vital – business purposes, during the time it takes to develop an appropriate, thorough and efficient certification program. 
AHIP appreciates the opportunity to offer comments – and your consideration of them. 
Sincerely, 
Daniel T. Durham 
Executive Vice President 
Policy and Regulatory Affairs
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March 18, 2014
VIA ELECTRONIC FILING
Mr. John Hounsell
National Technical Information Service
U.S. Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Re: Certification Program for Access to the Death Master File, Docket. No. 140205103–
4103–01
Dear Mr. Hounsell:
The U.S. Chamber of Commerce (“Chamber”)1 is pleased to submit these comments to
the National Technical Information Service (“NTIS”) in response to its Request for Information
on the Certification Program for Access to the Death Master File.2 The Chamber strongly urges
the NTIS to ensure that all users of the Death Master File (“DMF”) with a legitimate business or
fraud prevention purpose have access to the DMF under the certification program required by the
Bipartisan Budget Act of 2013 (“Act”)3 and that those users have uninterrupted access to the
DMF while the program is being developed and implemented.
I. Background on the DMF
The DMF is a list of deceased individuals maintained by the Social Security
Administration (SSA).4 SSA makes the DMF available to the public through an agreement with
NTIS.5 The DMF is an important tool used for many legitimate purposes.6 However, stemming
from concerns regarding the use of the DMF in the commission of identity theft and fraud,
Section 203 of the Act directs the Secretary of Commerce to restrict access to the information
1 The U.S. Chamber of Commerce is the world’s largest business federation, representing the interests of more than
three million businesses of all sizes, sectors, and regions, as well as state and local chambers and industry
associations, and dedicated to promoting, protecting, and defending America’s free enterprise system.
2 Request for Information and Advance Notice of Public Meeting Regarding Certification Program for Access to the
Death Master File, 79 Fed. Reg. 11735 (Mar. 3, 2014), available at http://www.gpo.gov/fdsys/pkg/FR-2014-03-
03/pdf/2014-04584.pdf. (“RFI”).
3 Bipartisan Budget Act of 2013, Pub. L. No. 113-67, § 203.
4 79 Fed. Reg. 11735, 11736.
5 Id.
6 Id.
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contained on the DMF for a three-year period beginning on the date of the individual’s death,
except to persons who are certified under a program to be established by the Secretary of
Commerce.7 To be certified, a person must have a fraud prevention interest or other legitimate
need for access to the DMF.8
II. The Chamber Supports Adoption of an Interim Final Rule to Ensure
Uninterrupted Access to the DMF During the Development and
Implementation of the Final Rule
Under the Act, Section 203 goes into effect ninety (90) days after the date of enactment
(with exception of the “FOIA” provision that goes into effect immediately).9 The Act was
signed by the President and enacted into law on December 26, 2013. Therefore, March 26,
2014—a mere eight days after comments are due on the RFI—is the overall effective date for
Section 203. NTIS will use comments gathered through the RFI to inform its “approach to the
development of a certification program, which will be promulgated by NTIS by Notice and
Comment Rulemaking.”10 Clearly, eight days is not sufficient to consider the comments
submitted in response to the RFI, promulgate a proposed rule, receive and consider comments on
the proposed rule, and adopt a final rule.
Thus, issuing an interim final rule would ensure that users with a legitimate business or
fraud prevention purpose maintain uninterrupted access to the DMF. There is no viable
alternative that these organizations can use if access to the DMF is halted. In its RFI, NTIS
acknowledges just some of the crucial functions enabled today by access to the DMF:
[The DMF] is used by pension funds, insurance organizations, Federal,
State and Local government entities and others responsible for verifying deceased
person(s) in support of fulfillment of benefits to their beneficiaries. By
methodically running financial, credit, payment and other applications against the
Death Master File, the financial community, insurance companies, security firms
and State and Local governments are better able to identify and prevent identity
fraud, and identify customers who are deceased. Other current users include
clinicians and medical researchers tracking former patients and study subjects,
law enforcement and genealogists.11
Therefore, failure to ensure uninterrupted access to the DMF will put consumers at risk,
cause economic harm, increase fraud, and impede compliance with state and federal laws.
Contrary to the purpose of Section 203, closing off access to the DMF would be a boon to
criminals because a powerful tool in the fight against fraud and identity theft would be taken off
7 Id. at 11735, 11736.
8 Id. at 11735.
9 § 203(f) of the Bipartisan Budget Act of 2013.
10 79 Fed. Reg. 11735.
11 Id. at 11736.
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the table. Therefore, the Chamber strongly urges NTIS to issue an interim rule that would ensure
uninterrupted access to the DMF.
III. The Certification Program Should Embrace the Many Important Uses of the
DMF and Ensure Uninterrupted Access for DMF Users with a Legitimate
Business or Fraud Prevention Purpose
The Chamber is supportive of the consumer protection goals embodied in Section 203.
However, consistent with the Act, the Chamber strongly urges NTIS to craft a certification
program that embraces the many important uses of the DMF. Chamber members clearly fall
within the criteria established by Section 203(b)(2)(A) for eligibility in the certification program
because they access the DMF for “(i) a legitimate fraud prevention interest, or (ii) a legitimate
business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty.”12 A few of
these legitimate uses are highlighted below.
The DMF is a critical tool in the fight against fraud and identity theft. The DMF contains
approximately 85 million records of deaths that are reported to the SSA, and 1.3 million records
are added each year.13 Perpetrators of fraud race to exploit the identities of the newly deceased
before companies and government agencies have a chance to update their records. Impeding
DMF access by users with a legitimate business or fraud prevention purpose only helps criminals
and certainly does not further the pro-consumer goals of Section 203. For example, the DMF is
used to combat insurance fraud, which is estimated at $80 billion per year.14 The identities of
nearly 2.5 million deceased Americans are used fraudulently to apply for credit products and
services each year, according to Analytics’ ID:A Labs.15 A recent IRS Inspector General’s
report regarding Tax Year 2011 found that $4 billion in fraudulent tax refunds were issued in
2012 to people using stolen identities, including $70 million linked to stolen social security
numbers of the deceased.16
Developers of identity authentication, verification, and screening tools, and other
redistributors of the DMF assist businesses in detecting and preventing fraud against consumers.
Companies incorporate DMF data into products and services used by other corporations, the
legal industry, law enforcement and government agencies for anti-fraud efforts, investigations,
research and similar purposes. Pension funds, banks, credit unions, credit card issuers and other
12 § 203(b)(2)(A) of the Bipartisan Budget Act of 2013.
13 Statement for the Record of Honorable Patrick P. O’Carroll, Jr. Inspector General, Social Security Administration,
Hearing on Social Security’s Death Records. House Ways and Means Subcommittee on Social Security, Feb. 2,
2012, at 2, available at
http://oig.ssa.gov/sites/default/files/testimony/Death%20Master%20File%20Written%20Statement%20FINAL.pdf.
14 The impact of insurance fraud, Coalition Against Insurance Fraud, (last accessed Mar. 17, 2014), available at
http://www.insurancefraud.org/the-impact-of-insurance-fraud.htm.
15 Identities of Nearly 2.5 Million Deceased Americans Misused Each Year, ID Analytics, Apr. 23, 2012, available
at http://www.idanalytics.com/news-and-events/news-releases/2012/4-23-2012.php.
16 Detection Has Improved; However, Identity Theft Continues to Result in Billions of Dollars in Potentially
Fraudulent Tax Refunds, Treasury Inspector General for Tax Administration, Sept. 20, 2013, at 13, available at
http://www.treasury.gov/tigta/auditreports/2013reports/201340122fr.pdf.
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financial services entities use the DMF to protect and benefit consumers. The DMF helps to
identify deceased individuals for exclusion from payment of future benefits from programs such
as Medicare, Medicaid, welfare, and unemployment.
Life insurance companies are required by state laws to use the DMF to identify deceased
insured individuals, pay policy proceeds, and distribute unclaimed funds. For example, nine
states have enacted laws requiring life insurers to consult the DMF as a cross-reference at
specified intervals.17 Additionally, the DMF helps to battle insurance fraud by enabling insurers
to verify identities of those applying for insurance or benefits. The DMF helps life insurers
determine that a death has occurred and to contact beneficiaries. To prevent fraud, life insurers
attempt to verify the death of an insured individual and in the process comply with obligations
under state Unfair Claim Settlement Practices Acts to pay claims in a timely manner. Therefore,
inability to access the DMF would jeopardize the ability of life insurers to comply with state
regulations, contact beneficiaries—especially those that did not know of the existence of the
policy and/or that they were listed as a beneficiary—and combat identity theft and fraud.
Retirement plans use the DMF to make payments to the correct recipients in the correct
amounts and for determining when a plan beneficiary becomes eligible for payments. For
example, the DMF prevents plan benefits paid in the form of life or joint life annuities from
going to the deceased instead of the beneficiary after the death of the participant. Plans also use
DMF information for paying other forms of benefits to “determin[e] when a plan beneficiary
becomes eligible for benefits.”18 Additionally, retirement plans must comply with the fiduciary
requirements of the Employee Retirement Income Security Act of 1974, as amended (ERISA),
that include a duty to pay benefits to the current party, including beneficiaries, under the plan.
The DMF is used to remove deceased individuals from the normal collection process.
Often debt collection, foreclosure, and repossession are suspended upon the death of the debtor.
When collection of that type is pursued, companies follow various rules and procedures,
including the Federal Trade Commission’s “Policy Regarding Communications in Connection
With the Collection of Decedents’ Debts.”19 Inability to access the DMF would result in more
collection notices to next of kin, potentially adding to their grief and stress.
The DMF is used to exclude deceased individuals from receiving financial offers,
fundraising solicitations, and other marketing activities. Consequently, the DMF helps limit
communications to deceased individuals and their relatives.
17 Letter from the National Association of Insurance Commissioner to Secretary Pritzker, Jan. 15, 2014, available at
http://www.naic.org/documents/government_relations_140115_death_master_file_letter_to_dept_congress.pdf.
18 Multi-Association Letter Regarding Access to the DMF and Retirement Plans, Jan. 28, 2014, available at
http://www.ici.org/pdf/27874.pdf.
19 Statement of Policy Regarding Communications in Connection With the Collection of Decedents’ Debts, 76 Fed.
Reg. 44915 (July 27, 2011), available at
http://www.ftc.gov/sites/default/files/documents/federal_register_notices/statement-policy-regardingcommunications-
connection-collection-decedents-debts-policy-statement/110720fdcpa.pdf.
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Additionally, the Chamber supports redistribution of the DMF by certified entities to
third parties to accomplish legitimate business purposes. The majority of all U.S. businesses that
have need for access to the DMF, including financial institutions (e.g., credit unions and
community banks), depend on third-party channels for such access. Ensuring that the concept of
redistribution is clearly stated in both the interim and final rules, and adopting safe harbors of
practice for redistributors who assume liabilities for such redistribution are essential to a
successful access program. In today’s connected economy, numerous parties work together and
need to share information with each other in order to protect consumers from fraud and identity
theft, comply with federal and state laws and regulations, meet the demands of their consumers,
and carry out legitimate business activities requiring access to the DMF.
IV. Conclusion
For the above-stated reasons, we strongly urge the NTIS to ensure all users with a
legitimate business or fraud prevention purpose have access to the DMF under the new
certification program and that access to the DMF for these users will be uninterrupted during the
transition period. Thank you for the opportunity to comment in this matter.
Sincerely,
William L. Kovacs
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March 18, 2014
VIA EMAIL: jhounsell@ntis.gov
Mr. John Hounsell
National Technical Information Service
U. S. Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312

RE: Response to NTIS Request for Information Regarding Certification Program for Access to the Death Master File RIN 0692-AA21

Dear Mr. Hounsell, 

This letter is submitted to the National Technical Information Service (“NTIS”) of the   U. S. Department of Commerce (“Department”) on behalf of Blackhawk Network Holdings, Inc.[footnoteRef:4] (together with its affiliates, “Blackhawk”) in response to the Department’s Request for Information and Advance Notice of Public Meeting (“RFI”) published in the Federal Register on March 3, 2014.  The RFI requests comments and information regarding the establishment and implementation of new certification program for persons who seek access to the Social Security Administration’s Public Death Master file (“DMF”) at any time within the three-calendar-year period following an individual’s death, as required by Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. 113-67) (the “Act”). The Act also directs the Secretary of Commerce to establish a certification program for such access to the DMF, including a fee based certification program for allowable uses of DMF data without appropriated funding.  [4:  	Blackhawk Network Holdings, Inc. is a majority-owned subsidiary of Safeway Inc.  Safeway is one of the largest food and drug retailers in North America.  Safeway operates more than 1,700 stores in the Western, Southwestern, Rocky Mountain, Midwestern and Mid-Atlantic regions of the United States and in Western Canada.  It is a Fortune 100 Company, listed on the New York Stock Exchange.  Blackhawk Network Holdings, Inc. is a holding company, which has a number of subsidiaries that operate in the financial products and services markets, including Blackhawk Network, Inc. and Blackhawk Network California, Inc.  ] 


ABOUT BLACKHAWK
Blackhawk offers a broad range of prepaid products, including bank-issued general purpose reloadable ("GPR") cards, and payment services in the United States. We are also a program manager and processor, on behalf of issuing financial institutions, for GPR card programs, including our proprietary GPR cards and certain co-branded GPR cards.  In addition, we operate a proprietary reload network that allows consumers to reload funds onto certain of their previously‑purchased GPR cards, including the GPR cards that we program manage.  Our affiliate, Blackhawk Network California, Inc. is a licensed money transmitter in over 45 U.S. jurisdictions and is registered as a money service business (“MSB”) with the Financial Crimes Enforcement Network (“FinCEN”) and is subject to record keeping, reporting and examination requirements related to anti-money laundering compliance obligations arising under the USA Patriot Act and its implementing regulations[footnoteRef:5]. [5: 	Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT) Act of 2001] 


All of the GPR cards that we program manage are issued by state or federally chartered banks and bear a major payment network brand (e.g., Visa).  Under the direction of the issuers and on their behalf, we are responsible for marketing and distributing these products for sale by third-party retailers and for providing certain other services, either directly or through subcontractors, including cardholder identification services.  

GPR cards serve consumers by providing them a valuable, low-cost, and consumer-friendly alternative to traditional bank accounts. They also provide unbanked and underbanked consumers, often minority, consumers with limited or no access to traditional bank accounts or to credit, access to our increasingly card-based economy. We appreciate the opportunity to provide input as to how companies that require use of the DMF to prevent fraud can both continue to do so to protect the financial system, and ensure continued consumer access to affordable GPR cards.  In particular, we offer the following responses to certain questions asked in the RFI:

SUBMISSIONS

Question 1: Do you think you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act. If so, explain in detail the basis of that interest. 

Comment:  Blackhawk itself does not access the DMF directly. Nevertheless, the bank issuer of a GPR card is required by the Bank Secrecy Act[footnoteRef:6]  to perform customer identification and verification.  Blackhawk performs this customer identification process (“CIP”) on behalf of its issuing banks.  During CIP, Blackhawk collects (via a secure internet connection or by phone) to enable certain functionality[footnoteRef:7] the consumer’s name, full street address, date of birth and social security number.  Blackhawk then securely relays that information to a third party that compares it against, among other things, the DMF.  The third party service provider returns confirmation of a match to the DMF to us.  This verification process is critical to the protection of consumers and the financial system from attempts to use GPR cards to commit fraud.  Blackhawk respectfully requests that unrestricted access to the DMF continue during both the development of a certification system for access to the DMF and the period in which applications for such certification are pending.  [6: 	31 U.S.C. 310]  [7: 	Such as cash access, reloadability (including direct deposit), card-to-card transfers, international use, and bill pay for GPR cards for which a consumer has successfully completed CIP and passed the verification process.] 


Question 2: If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law.

Comment: Please refer to the answer to Question 1 above.

Question 3: If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule.

Comment: Please refer to the answer to Question 1 above.

Question 4: If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis of that legitimate business purpose and cite the relevant regulation.

Comment: As stated above, the Bank Secrecy Act requires financial institutions to perform CIP in order to verify the identity of the party with whom it is doing business. Please refer to the answer to Question 1 above for additional details.

Question 6: Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail.

Comment: Blackhawk does not access DMF information directly, and the only DMF data we receive from our vendor is confirmation of a match to the DMF (i.e., that a particular SSN is associated with a deceased individual).  Blackhawk does have systems, facilities and procedures in place to protect sensitive information. Please refer the answer to Question 7 below for details.

Question 7: If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored.

Comment: Blackhawk has systems, facilities and procedures in place to safeguard sensitive information (including confirmation of a match to the DMF).  As a program manager and processor of network branded prepaid products and services, Blackhawk, and any third parties used to maintain certain sensitive data, must meet the Payment Card Industry Data Security Standards[footnoteRef:8] (“PCI DSS”) and undergo annual independent examinations. In addition, we do the following as part of our protocol to protect personally identifying information: we force secure https:// connections to our platforms, employ data encryption, use security best practices, routinely review the security of our platform and internal operating procedures, and monitor all changes to the co-location environments.  CIP data is limited only to the systems required to validate identity.  In addition, Blackhawk must undergo examinations by every state in which it is licensed as a money transmitter (over 45 U.S. jurisdictions), examinations by each bank issuer, and an annual independent audit of its anti-money laundering program[footnoteRef:9]. [8: 	The PCI Security Council offers robust and comprehensive standards and supporting materials to enhance payment card data security. These materials include a framework of specifications, tools, measurements and support resources to help organizations ensure the safe handling of cardholder information at every step. The keystone is the PCI Data Security Standard (PCI DSS), which provides an actionable framework for developing a robust payment card data security process -- including prevention, detection and appropriate reaction to security incidents. For more information on PCI DSS visit https://www.pcisecuritystandards.org/security_standards/]  [9: 	31 C.F.R. §103.125] 


Question 8: If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such.	

Comment: Please refer to the answer to Question 7 above.

Question 9: If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person.

Comment: As noted in our answer to question 6, Blackhawk does not access DMF information directly, and the only DMF data from our vendor is confirmation of a match to the DMF.   Blackhawk is examined at least annually and performs vulnerability scans at least quarterly. Please refer to the answer to Question 7 above for additional details.

Question 15:  Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees?

Comment: The DMF system serves a vital role in preventing the issuing of prepaid cards to fraudsters.  We ask that the fee itself, including the structure, does not discourage use by persons with a legitimate need to access the DMF.  If the cost to access the DMF is excessive, it could impact the ability of issuers and program managers to provide GPR cards to consumers by either limiting consumer’s access to GPR card products or increasing the cost.  Added DMF access costs that may lead program managers, issuers or their vendors to increase fees and costs come at a time when the industry is under constant pressure from regulatory and consumer advocacy stakeholders to limit fees charged to consumers. As a result, added DMF access costs could impact the ability to balance the needs of the issuers and program managers with the preferences of consumers and regulators. We encourage the Department to establish an efficient and low cost structure to support the certification and related audit process in order to continue to help protect businesses and consumers from fraudsters. 

Question 17: If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use.

Comment: As stated previously, Blackhawk does not access the DMF directly; however, through our third party identification verification service provider, our bank issuers require that we rely on all fields of data (name, social security account number, date of birth, and date of death). 

Question 18: Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual's death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded.

Comment: Again, Blackhawk does not access the DMF directly; however, according to our third party identification verification service provider, which does access the DMF, the DMF verification would still be valuable if it excluded date of death and retained all other fields of data (name, social security account number, and date of birth).

CONCLUSION

The DMF system serves a vital role in preventing fraudsters from using GPR cards for illicit purposes. This vital role stems from the practice of prepaid card issuers and program managers of accessing the DMF system during CIP.  Blackhawk respectfully requests that unrestricted access to the DMF continue during both the development of a certification system for access to the DMF and the period in which applications for such certification are pending.  

Thank you for the opportunity to provide input on this important matter.

Sincerely, 


David E. Durant
Secretary & General Counsel
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March 18,2014
Via email
jhoun ell@lltis.gov
Mr. John Hounsell
Program Manager
National Technical Information Service
U.S. Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Re: Life Insurers' Access to Ule Death Master File
Dear Mr. Hounsell:
On behalf of MassMutual Financial Group I , I write in regards to Section 203 of the Bipartisan
Budget Act ("BBA") of2013, which, in addition to restricting access to the Social Security
Administration's Death Master File ("DMF"), requires the Secretary of Commerce to establish a
certification program under which persons may obtain access to the DMF. We write to join
recent letters that you have received from the National Association ofInsurance Commissioners
("NAIC"), and the National Conference ofInsurance Legislators ("NCOIL"), both major
insurance regulatory associations, as well as the Hon. Benjamin M. Lawsky of the New York
Department of Financial Services ("NY DFS") and the American Council of Life Insurers
("ACLI") on this issue and echo their desire for insurance companies to have uninterrupted and
unimpeded access to the DMF for any legitimate business and fraud prevention purposes.
MassMutual is a mutually owned life insurance company offering, among other things, life
insurance policies, annuity contracts, and retirement services solutions. Since 1983, MassMutual
has used the DMF to: (l) determine if periodic benefit payments were being paid to deceased
contract owners or beneficiaries; (2) identify in force life insurance policies with deceased
insureds; and (3) as appropriate, to reach out to those connected with the policies to begin the
claims adjudication process. While MassMutual's practices have been enhanced over the years
(including engaging vendors to assist us with enhanced DMF matching logic), one thing has
remained constant - MassMutual uses the DMF to deliver on our promises to our policyowners.
As the NAIC, NCOIL, NY DFS and the ACLI have noted, insurers have legitimate business
needs to access the DMF in order to prevent fraud but also to assist in the claims payment
process. Although a number ofjurisdictions have recently passed laws or are in the process of
passing laws2 requiring life insurance companies to use the DMF on an ongoing basis to
I MassMutual Financial Group is a marketing name for Massachusetts Mutual Life Insurance Company
("MassMutual") and its affiliated companies.
2 The states which have enacted new laws requiring insurance companies to use the DMF on an ongoing basis are
AL,KY,MD,MT,NV,NM,NY,ND, and VT. GA,IN,IA,MA,MS,MO,OK,PA,RI, and TN are considering legislation.
Massachusetts Mutual Life Insurance Company and affiliates Springfield, MA 01111-0001 (413) 788-8411
detennine whether covered insureds have deceased, not all states have done so. MassMutual
seeks to maintain access to the DMF - directly and indirectly, through third party vendors - in
order to comply with these laws and regulations, to comply with our state regulators'
expectations that we assist our customers and their families in finding beneficiaries and
facilitating the claims process. It should be noted, that MassMutual is also subject to various
state and federal privacy laws, and is well-versed in protecting sensitive data such as the DMF.
For these reasons, I respectfully urge Commerce to ensure that MassMutual continues to have
uninterrupted access to the DMF.
Very troly yours,
Todd G. Picken
Corporate Vice President and Treasurer
Mr. Jolm Hounsell - NTIS 3/18/2014 2
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March 18, 2014
John Hounsell
jhounsell@ntis.gov
703-605-6184
Department of Commerce
National Technical Information Service
RE: 79 FR 11735 Certification program for access to the DMF
Dear Mr. Hounsell,
Thank you for the opportunity to submit our comments in response to 79 FR 11735 -
Certification program for access to the DMF.
Central Research, Inc. (Central Research) is a Center for Veterans Enterprise (CVE) verified,
Service-Disabled Veteran-Owned Small Business (SDVOSB), Vietnam Veteran-Owned and
SBA-Certified 8(a), Small Disadvantaged Business (SDB) located in Northwest Arkansas.
If you have any questions or need additional information, please do not hesitate to contact me at
479.419.5456 ex. 1018 or scott_dillard@central-reserach.com.
Sincerely,
Scott Dillard
President
TIN/EIN: 51-0353006
DUNS: 066493946
CAGE CODE: 3SZE0
RFI: 79 FR 11735
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Summary
Section 203 of the Bipartisan Budget Act of 2013 (Pub. L. No. 113-67)(Act), directed the
Secretary of Commerce to establish a certification program under which persons may obtain
immediate access to the publicly available Death Master File (DMF). The National Technical
Information Service is requesting comments from the public regarding the establishment and
implementation of a certification program for access to the DMF. It is expected that information
gathered through this RFI will inform NTIS's approach to the development of a certification
program, which will be promulgated by NTIS by Notice and Comment Rulemaking.
Request for Comment
The following questions cover the major areas for which NTIS seeks comment. The questions
are not intended to limit topics that may be addressed through this Request for information, and
commenters may address any topic they believe has implications for the establishment of a
certification program for access to the DMF, regardless of whether this document mentions it.
NTIS will consider all timely comments received.
Comments containing references, studies, research, and other empirical data that are not widely
published should include copies of the referenced materials. No confidential or proprietary
comments, information or materials are to be submitted, and all submitted comments will be
made available publically at http://dmr.ntis.gov/.
In the questions that follow, references to "you" are intended to include individual persons as
well as organizations unless otherwise indicated, and submitted comments should distinguish
between individuals and organizations as necessary or desirable for context.
Certification Program
NTIS solicits information on implementation of the certification program mandated under
Section 203. In particular, NTIS seeks to understand how persons would characterize the basis
for their use of DMF information as it relates to the certification criteria of Section 203. In
addition, NTIS seeks to understand how persons who seek certification would comply with the
requirements set forth under Section 203 to safeguard DMF information. NTIS also seeks
information regarding how to best ensure the safeguarding of released DMF information.
1. Do you think that you have a legitimate fraud prevention interest in accessing DMF
information, as described in the Act? If so, explain in detail the basis of that interest.
a. Yes. Central Research, Inc. currently works with the federal and state
government to discharge accounts and reduce improper payments once an
account holder or benefit recipient become deceased.
RFI: 79 FR 11735
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2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of
that legitimate business purpose and cite the relevant law.
a. Central Research provides, at the request and in support of multiple federal and
state agencies, via government directed contracts and/or government sponsored
subcontracts, research using data such as the DMF to provide improper payment
reduction and/or elimination, along with data health analysis – the results of
which help federal and state agencies and organizations ensure that government
benefit program disbursements are made with the greatest possible accuracy and
efficiencies.
The Improper Payment Elimination and Reduction Act of 2007 is the most
applicable law.
3. If you have a legitimate business purpose pursuant to a governmental rule, explain in
detail the basis of that legitimate business purpose and cite the relevant governmental
rule.
a. Central Research, Inc. currently works with the federal and state government to
discharge accounts and reduce improper payments once an account holder or
benefit recipient become deceased.
The Improper Payment Elimination and Reduction Act of 2007 is the most
applicable rule.
4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the
basis of that legitimate business purpose and cite the relevant regulation.
a. Central Research provides, at the request and in support of multiple federal and
state agencies, via government directed contracts and/or government sponsored
subcontracts, research using data such as the DMF to provide improper payment
reduction and/or elimination, along with data health analysis – the results of
which help federal and state agencies and organizations ensure that government
benefit program disbursements are made with the greatest possible accuracy and
efficiencies.
The Improper Payment Elimination and Reduction Act of 2007 is the most
applicable law.
5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail
the basis of that legitimate business purpose and cite the relevant fiduciary duty.
a. Central Research provides, at the request and in support of multiple federal and
state agencies, via government directed contracts and/or government sponsored
subcontracts, research using data such as the DMF to provide improper payment
reduction and/or elimination, along with data health analysis – the results of
RFI: 79 FR 11735
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which help federal and state agencies and organizations ensure that government
benefit program disbursements are made with the greatest possible accuracy and
efficiencies.
The Improper Payment Elimination and Reduction Act of 2007 is the most
applicable law.
6. Do you have systems, facilities, and procedures in place to safeguard DMF information,
and experience in maintaining the confidentiality, security, and appropriate use of such
information? If so, explain in detail.
a. Yes. We have systems, facilities and procedures in place to safeguard DMF
information. We operate within a secure local network with access restrictions at
multiple layers which protects the data from external and internal threats. Data is
protected by file management access restrictions, user account management and
access rights by the network, and account based authentication by perimeter
firewalls. Our servers are housed in a secured tier 3 network operations center
(NOC) under 24/7 surveillance. Our NOC offers protection at the physical and
digital level as well as service redundancies at multiple layers to ensure high
availability. We have an experienced professional IT staff managing our security
and network policies to maintain high compliance standards.
7. If you have systems, facilities, and procedures in place to safeguard DMF information or
to safeguard sensitive information other than DMF information, explain whether and how
your systems, facilities, and procedures are audited, inspected or monitored.
a. Our network servers housing facilities are monitored by a 24/7 security system
connected to the police. It includes monitored physical access via swipe cards as
well as video surveillance to the inside and outside of the NOC (Network
Operations Center). Gaining access to the NOC requires gaining entry by
physical lock to the building together with swiping a security access card. To gain
access to the servers housing the data, one must swipe a security card at the door.
The server room and the doors were designed with reinforced steel walls that can
withstand severe weather conditions up to a category 4 tornado. Services within
the NOC such as the fire suppression system and the security system are
maintained and regularly inspected by vendors and the IT staff. Network security
audit and perimeter checks inspections are conducted regularly by industry
certified third party services. Our NOC provides a secure data repository and
has the same qualifications and capabilities of a Sensitive Compartmented
Information Facility (SCIF).
8. If you have systems, facilities, and procedures in place to safeguard DMF information or
to safeguard sensitive information other than DMF information, and if your systems,
facilities, and procedures are audited, inspected or monitored. Explain whether that is
RFI: 79 FR 11735
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voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty,
or other reason and cite such.
a. Our network operational and security policies were designed and implemented
following best practices industry standards such as ITIL. We are also FISMA and
PCI DSS level 4 (network security) compliant. FISMA compliance was a
requirement to work with the Department of Education. Modeling our policies on
industry best practices and standards is voluntary. In addition to our FISMA
compliance, we maintain compliance per DSS regulations and conduct annual
security assessments and biennial DSS security inspections.
9. If you have systems, facilities, and procedures in place to safeguard DMF information, or
to safeguard sensitive information other than DMF information, and if your systems,
facilities, and procedures are audited, inspected or monitored, explain whether any of
these reviews would reveal (1) how such information was used by you, (2) whether such
information had been disclosed to a third person, and (3) how such information, if
disclosed to a third person, was used by that person, or was further disclosed by that
person to a fourth person.
a. The nature of the service we provide to our clients does not involve the sharing or
disclosing information from the DMF. The DMF is used by our systems to identify
and flag deceased individuals for our clients. We have security policies in place
that ensure the protection of the data from internal threats. We have restricted
access to our facilities, which are monitored by video surveillance. Access is
controlled by access cards. We operate under strict security protocols. Users are
not allowed cell/smart phone access inside our premises. Access to physical
drives and USB ports on the computers is also restricted. We monitor and control
access to the Internet. Users are denied access to outside email services, and
Internet communication protocols are managed and blocked.
10. If you have systems, facilities, and procedures in place to safeguard DMF information,
and experience in maintaining the confidentiality, security, and appropriate use of such
information, explain in detail the extent to which these satisfy the requirements of section
6103(p)(4) of the Ire, or satisfy requirements "similar" to the requirements of section
6103(p)(4) of the IRC.
a. Our systems, facilities and procedures to safeguard DMF information where
designed and implemented to operate within the standards and parameters
dictated by the Department of Education. Our clients also require for us to
maintain high security and confidentiality standards. We are FISMA compliant,
as for the department of Education requirements and observe IT and Security
standards for our internal policies and protocols. We do not anticipate any
difficulties adapting and observing requirements of section 6103(p)(4) of the Ire
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and satisfying requirements "similar" to the requirements of section 6103(p)(4) of
the IRC.
11. If you do not currently have systems, facilities, and procedures in place to safeguard
DMF information. Explain how you would anticipate pulling such systems, facilities, and
procedures in place in order to become certified to access DMF information.
a. We currently have the systems in place to safeguard DMF information.
12. Under the Act, you are required to certify that you have systems, facilities, and
procedures in place to safeguard DMF information, and experience in maintaining the
confidentiality, security, and appropriate use of such information, pursuant to
requirements "similar" to the requirements of section 6103(P)(4) of the IRC. Please
explain in detail how your systems, etc., and experience might be "similar" but not
identical to the requirements of section 6103(p)(4) of the IRC, and how any differences
from the requirements of section 61 03(P)(4) of the IRC would nevertheless permit
achieving the objective of safeguarding DMF information.
a. Central Research, Inc. will comply with all requirements to have systems,
facilities, and procedures in place to safeguard DMF information, and experience
in maintaining the confidentiality, security, and appropriate use of such
information, pursuant to requirements "similar" to the requirements of section
6103(P)(4) of the IRC.
13. What systems, facilities and procedures do you believe are necessary to safeguard DMF
information provided under the Act, including audit, inspection and monitoring
procedures?
a. DMF information should be safeguarded in a facility with limited and restricted
access and by a managed computer network with multiple layers of protection
including file access, account access and network access level. Monitoring should
be handled internally by the staff managing the network and systems.
14. Identify laws or regulations that require the safeguarding of released DMF information,
and summarize the procedures required by such laws or regulations.
a. At this time Central Research is aware and fully complies with the Social Security
Administration Death Master File mandatory requirements as listed on the
SSDMF website:
That all subscribers of the DMF intending to use its data on a continuing basis
must, after receiving an updated complete SSA DMF Full File, keep that file
updated by purchasing a subscription to the SSA DMF Monthly or Weekly
Updates (New Deaths, Changes, Deletes), immediately beginning with the same
month as the full file. If you are not meeting SSA's requirements because you are
not receiving the monthly or weekly subscription immediately after receiving the
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Full File, then you are not keeping your DMF up-to-date with SSA's records.
Thus, you are working with a DMF with an increased number of unnecessary
inaccuracies and possibly adversely affecting an increased number of individuals.
No one is to sell the DMF without requiring continuous subscribers to adhere to
this mandatory requirement for keeping their DMF up-to-date.
As a DMF Subscriber, users are reminded that you should not take any adverse
action against any individual without further investigation to verify the death
listed.
If you, as a subscriber to SSA's DMF, are making available/selling SSA's DMF
information to others, you must also provide them with a copy of this and the
Important Information notices.
Fees and Penalties
NTIS solicits information on the fees and penalties mandated under Section 203. In particular,
because Section 203 mandates the charge of fees to cover, but not to exceed, all costs associated
with evaluating applications for certification and auditing, inspecting, and monitoring certified
persons under the program. NTIS seeks to understand whether persons desiring to access DMF
information during the initial three-calendar-year period, including persons currently accessing
DMF information, would participate in a fee-based certification program in order to obtain or
maintain access to the DMF. NTIS also seeks to understand how persons certified under the
certification program would avoid disclosing such information to any person not authorized to
obtain such information because they are not certified or, if certified, would use such information
for a purpose not listed under Section 203(b)(2)(A).
15. Would the imposition of a single, presumably larger, fee at the time of certification be
preferable to the charge of multiple, presumably smaller, fees, such as annual fees?
a. No
16. In order to become certified to have access to DMF information, how would you prevent
disclosure of such information to any person other than a person who was also certified,
or who, if not certified, would meet the requirements of certification?
a. In order to prevent disclosure of the DMF we will continue to observe and
enforce our existing security policies in place. Only limited staff has access to
DMF information. DMF access is protected internally by file access rights and
end user access levels to the network and databases. Furthermore, we block
access to removable media and cell phones inside our facility. In order to gain
access to our office, you must have a security batch or be escorted by a staff
member at all times. Visitors and vendors must be cleared by security and
escorted by a staff member at all times.
RFI: 79 FR 11735
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At the client level, the nature of our business; that is, help client identify deceased
or incarcerated individuals does not entail access to DMF at any point. DMF is
used internally and uploaded into a database that we use to flag potential
matches. Direct access to DMF will be easy for us to control because of all the
systems, processes and safeguard we currently have in place to prevent
unauthorized access to our data and systems.
Death Master File Information
NTIS solicits comments on the term "Death Master File," as that term is defined in Section 203:
"information on the name, social security account number, date of birth, and date of death of
deceased individuals maintained by the Commissioner of Social Security, other than information
that was provided to such Commissioner under section 205(r) of the Social Security Act (42
U.S.C.405))." In particular, NTIS seeks to understand whether persons currently accessing the
DMF, or who might wish to access the DMF in the future, during the initial three-calendar-year
period, need access to all the types of information included within the definition of that term in
order to make use of DMF information. If access to all the types of information included within
the definition of the term "Death Master File" is not needed for persons to make use of DMF
information, NTIS seeks to understand which type(s) of information is not needed.
17. If you currently access DMF information, does your use of that information include or
require the name, social security account number, date of birth, and date of death of
deceased individuals? If not, explain which type(s) of DMF information you do not use.
a. Yes.
18. Would you find it useful to access DMF information that included information for a
deceased individual during the 3-calendar-year period beginning on the date of the
individual's death, but did not include one or more of the name, social security account
number, date of birth, and date of death of the deceased individual? If so, explain which
type(s) of DMF information could be excluded.
a. No.
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John W. Hounsell
Business and Industry Specialist
Office of Product and Program Management
National Technical Information Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
16 March 2014
Dear Mr. Hounsell,
I am a Board-certified genealogist and the full-time sole proprietor of Stone House
Historical Research. I complete forensic genealogical research for attorneys, title
insurance companies, and for the U.S. Army’s military repatriation program
through SNA International. I have a legitimate business purpose to access the
most recent years of the Death Master File and/or Social Security Death Index
pursuant to state probate law and real estate law which require due diligence to
locate heirs and distributees for estate proceedings and to clear title to real estate.
I also have a legitimate business purpose to access this information pursuent to
the congressional mandate for military repatriation which requires research to
locate the next-of-kin and family DNA donors for missing in action soldiers from
past wars.
The most recent three years of the Death Master File are critical in order to meet
my responsibilities to find heirs, and particularly in order to find next of kin and
DNA donors in military cases. We are presently losing the siblings of our WWII
soldiers at a very rapid rate, and I need to document those siblings’ deaths and
locate their survivors to meet the requirements of my contract with SNA
International and the U.S. Army.
Once I have accessed a decedent’s information from the DMF or SSDI, the name,
dates of birth and death, location where the social security number was obtained,
and location of last benefit, but not the social security number, will be recorded in
my report. This is important documentation for the attorneys or the army to
show that my research is sound. If I have access to the currently restricted three
most recent years, I could encrypt my reports on my computer and submit them
to my clients in encrypted form, if required to do so. I would use a self-auditing
procedure to inspect and maintain encryption of files. My reports and affidavits
are confidential and not released to any other parties than the client (attorney or
SNA International and the U.S. Army). Attorneys may submit my affidavits
and/or reports to the relevant court as evidence in related legal proceedings. I
believe that these procedures are sufficient to safeguard DMF information. I
would participate in a reasonable fee-based certification program, and would
prefer a smaller annual fee to a larger one-time fee.
My work requires access to the individual’s name, date of birth, date of death,
and location where the social security number was obtained, and the location of
the last residence/benefit. I do not require access to the decedent’s full social
security number as long as the place where the number was obtained is included in the
DMF database. If this location is not included, then I would require access to only
the first three numbers of the social security number in order to calculate that
location.
As are all board-certified genealogists, I am subject to the Code of Ethics and
Conduct of Board for Certification of Genealogists
(http://bcgcertification.org/aboutbcg/code.html). I also sign the Standards of
Practice and Conduct for the Council for the Advancement of Forensic
Genealogists (http://www.forensicgenealogists.org/Standards.html), and the
Code of Ethics for the Association of Professional Genealogists
(http://www.apgen.org/ethics/index.html). Specifically, I sign agreement that
“I will keep confidential any personal or genealogical information given to me,
unless I receive written consent to the contrary.” Violating this could mean the
loss of my board-certification and ultimately result in the loss of my business.
Ideally, I would like to see all Board-certified and accredited genealogists, as well
as members of the Council for the Advancement of Forensic Genealogy be
eligible for access to the Death Master File.
I would like to thank you for your thoroughness in soliciting comments from
those negatively affected by the closure of the most recent three years of the
Death Master File. I look forward to the development of a procedure that allows
small businesses such as mine to access the DMF data without undue, or
impossible, burdens.
If I can provide any further information or answer any further questions, you can
reach me at stonehouseresearch@gmail.com.
Sincerely,
Catherine Desmarais, CG
Owner, Stone House Historical Research
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Submitted via email to jhounsell@ntis.gov 
March 18, 2014 
Mr. John Hounsell 
National Technical Information Service 
5301 Shawnee Road 
Alexandria, VA 22312 
RE: Certification Program for Access to the Death Master File [RFI Docket Number: 140205103-4103-01] 
Dear Mr. Hounsell: 
Thank you for the opportunity to comment on the development of a certification program for access to the Death Master File (DMF). On behalf of the Software & Information Industry Association (SIIA) and our members, these comments are in response to the Request for Information (RFI) seeking comments from the public regarding the development of a new certification program. 
SIIA is the principal trade association for the software and digital information industries. With over 700 member companies, SIIA is the largest association of software and digital information publishers in the country. SIIA member companies are leading providers of, information products and services, data, and analytics to a wide range of customers, including state and federal government agencies, and entities across a variety of sectors of the economy. In many cases, these information services serve to improve risk analysis and prevent fraud, deception and identity theft. In providing these services, some SIIA members draw information from a range of sources, including public records such as the DMF. 
As mentioned in my first comments filed on March 12, 2014, requesting an interim certification program for DMF access, some SIIA members rely on data from the DMF as a critical component of information solutions that combat fraud, in both the public and private sector. Failure to obtain DMF updates will therefore compromise the effectiveness of many fraud prevention tools currently in the market, placing consumers, businesses, and government agencies and programs at risk of becoming victims of identity theft and fraud. Software & Information Industry Association Page 2 of 4 

For instance, some SIIA member companies provide information services that accomplish the following objectives: 

 State revenue departments combat tax fraud, 

 State social services offices for preventing social services fraud, 

 Credit card and financial services companies reduce fraud in the granting of credit, and 

 Life insurance companies identify fraud when onboarding new customers. 

The scale of fraud and identity theft across these areas is in the tens of millions of cases each year, costing U.S. businesses and citizens over a hundred billion dollars each year. The ability of companies to accurately identify deceased individuals for prevention of fraud is critical to preventing these efforts. 
Additionally, beyond the challenges of combating fraud, some SIIA member companies also rely on access to DMF data to help insurance companies perform critical services and effectively process payments. Examples of how accurate, up-to-date data from the DMF is used in this area include the following: 

 Detection of the death of a deceased individual who is insured for the purposes of outreach to beneficiaries to pay claims in a timely manner, 

 Compliance with state laws requiring searches for deceased individuals, and 

 Assistance with claim investigations to enable prompt payment to life insurance beneficiaries 

Certification Program 
SIIA appreciates the efforts of the National Technical Information Service (NTIS) to implement Section 203 of the Bipartisan Budget Act of 2013 through the development of a certification program for allowable uses of DMF data. SIIA is submitting these comments on behalf of our member companies and the digital content industry at large. Because SIIA is not a user of DMF information, our comments address only those questions which we determined most appropriate for SIIA comment. 
In some cases, SIIA members may not utilize DMF data for their own internal purposes, but they may have a responsibility and obligation (in some cases considered fiduciary) to provide information products and services to help their customers detect and prevent fraud, or for other legitimate business purposes. Many entities, including both government agencies and private sector companies, that have direct legal obligations for which they require access to DMF data do not have the capacity to perform the necessary information services on their own. These entities are therefore dependent on the capabilities of information service providers who access DMF data and integrate it into robust products and services for the use Software & Information Industry Association Page 3 of 4 

of these critical customers. Therefore, with respect to NTIS’ inquiry about compliance with the requirements set forth under Section 203, SIIA urges NTIS to ensure the ability of entities to purchase and use of DMF data for either their own use, or for the uses of their relevant customers. 
Further, please find below answer to questions 15-18 regarding critical elements under consideration for development of a new certification program. 
15. Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees? 
SIIA does not have a preference regarding the time or regularity of fees for access to DMF data, but we would support a reasonable payment structure that provides for expenses necessary for a new certification and auditing process. Such an approach would be consistent with SIIA’s long standing policy of supporting fees that cover the marginal cost of Federal Government information dissemination. 
16. In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 
To prevent disclosure of DMF information to a non-certified person or a person other than one who meets the requirements of certification, SIIA members who access DMF data apply a robust risk-management and mitigation framework for privacy, information security, physical security, and compliance. 
SIIA recognizes the need to safeguard this data, and we would therefore support a certification program that allows companies that access the data on behalf of companies/individuals that have a legitimate purposes for accessing the DMF information provided that these companies: thoroughly vet prospective customers, secure contractual guarantees from customers requiring that they continue to meet the requirements of certification and not re-disclose DMF information improperly, and continuously monitor customers’ usage in furtherance of ensuring the customers’ contractual guarantees and compliance with applicable laws and regulations. 
17. If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use. 
Companies that rely on DMF data to provide fraud prevention services require the name, social security account number, date of birth, and date of death of deceased individuals in order to effectively link the deceased individuals to individuals in their databases. Excluding any of these data elements will make linking more difficult, and it runs the risk of increasing Software & Information Industry Association Page 4 of 4 

false negatives. Further, in some cases, less information could result in false positives. We urge you not to limit the number of data elements provided in the SSA DMF, as this would lead to negative impacts on consumers and more fraud for businesses and government programs. 
18. Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual's death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 
As stated above, any reduction in the data elements currently provided in the SSA DMF would limit the ability of SIIA members to provide fraud prevention services, and there would likely increase the instances of both false positives and false negatives. 
Thank you in advance for your consideration of these comments. If you have any questions or would like to discuss further, please do not hesitate to contact David LeDuc, SIIA’s Senior Director for Public Policy, at 202-789-4443 or dleduc@siia.net. 
Sincerely yours, 
Ken Wasch 
President
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200 Park Avenue 
12th Floor 
New York, NY 10166 
Robin F. Lenna 
Executive Vice President 
Corporate Benefit Funding 
(212) 578-9480 
(212) 578-5540 FAX 
rlenna@metlife.com 
Submitted Electronically 
March 12, 2014 
Mr. John Hounsell 
Program Manager 
National Technical Information Service 
U.S. Department of Commerce 
5301 Shawnee Road 
Alexandria, VA 22312 
Dear Mr. Hounsell: 
I am writing to convey MetLife’s support for the request of the American Council of Life Insurers (“ACLI”) as set forth in a letter from Dirk Kempthorne to you, dated March 10, 2014, (copy enclosed). The ACLI letter requests continued access by life insurance companies to the Social Security Administration’s Death Master File (“DMF”) while NTIS finalizes regulations implementing the certification program required by Section 203 of the Bipartisan Budget Act of 2013. As the Executive Vice President responsible for MetLife’s institutional retirement related businesses I am very concerned at the prospect of having access to the DMF data terminated as of March 26, 2014 for any indeterminate period. 
As one of the largest life insurance companies in the United States, MetLife uses the DMF practically every day for virtually all of the legitimate purposes outlined in the ACLI letter. Turning off access would have a significant impact on our business as well as our ability to keep our promises to our regulators and even more importantly, to our customers. As a New York domiciled insurer, MetLife’s obligations in this regard are set forth in detail in Superintendent Lawsky’s letter to you, dated March 5, 2014. 
We appreciate and acknowledge that the purpose of Section 203 is to reduce tax fraud by preventing identity theft. However, continued access by life insurance companies does not present such a risk. As noted, we use the DMF data only for the legitimate purposes specified in the ACLI letter. Moreover, we safeguard that information to the same extent that we are required to safeguard any other confidential client information pursuant to applicable federal and state laws, including Graham Leach Bliley (15 U.S.C. s. 6801). 
For these reasons and those set forth in the ACLI letter, terminating access by life insurers such as MetLife to the DMF on March 26th will not further the purpose of Section 203. It would rather significantly limit the legitimate business and fraud prevention uses to which life insurers such as our firm have put the DMF data for some time. 
Accordingly, we respectfully request that you consider an interim solution that permits continued access to life insurers, pending the NTIS rulemaking. Thank you for your consideration. 
Sincerely, 
Robin Lenna 
Executive Vice President 
Cc: 
Ms. Sylvia Mathews Burwell, Director, Office of Management and Budget 
Mr. Howard Shelanski, Administrator, Office of Information and Regulatory Affairs, Office of Management and Budget 
Ms. Geovette Washington, General Counsel and Policy Advisor, Office of Management and Budget
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Daniel R. Henry
Chief Executive Officer
NetSpend Corporation
PO Box 2136
Austin, Texas 78768-2136
(512) 531-8780 – Telephone
(913) 661-2982 - Facsimile
www.netspend.com
March 18, 2014
Via Electronic Filing
Bruce Borzino, Director
National Technical Information Service
U.S. Department of Commerce
Alexandria, Virginia 22312
Attention: Docket Number: 140205103–4103–01
Re: Comments on Request for Information Certification Program for Access to the
Death Master File (RIN 0692–AA21)
Ladies and Gentlemen:
NetSpend Corporation, a TSYS company (“NetSpend”), is pleased to provide this letter in
response to the request of the U.S. Department of Commerce (“Commerce”) National Technical
Information Service (“NTIS”) for comments on its February 15, 2012 Request for Information
regarding a certification program for access to the Death Master File (“DMF”).
By way of background, NetSpend is a leading provider of general purpose reloadable (“GPR”)
prepaid debit cards to underbanked consumers in the United States who do not have a traditional
bank account or primarily rely on alternative financial services. NetSpend is the program
manager and processor for bank-issued GPR cards marketed to the consumer primarily through
online and direct marketing and non-bank retailers. NetSpend’s affiliate Skylight Financial, Inc.
is the program manager and processor for GPR cards that meet the requirements for payroll cards
marketed through corporate and government employers. NetSpend offers Visa and MasterCard
prepaid cards issued by multiple state and federally regulated financial institutions.
NetSpend currently utilizes a commercial third-party provider of DMF information1 to
periodically screen its active cardholder database to identify card accounts belonging to deceased
individuals. DMF monitoring is essential to NetSpend’s ability to identify card accounts no
1 The commercial product includes access to the nationwide file of death records including the Social Security Death
Master File.
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longer eligible to receive federal benefits or tax return payments, as well as to identify potential
fraud and money laundering risks. NetSpend anticipates that it will continue to use a commercial
provider of DMF information under any new certification program. It is critical that we continue
to have uninterrupted access to the DMF information through our commercial third-party
provider to ensure unimpeded ability to comply with our fraud and anti-money laundering
obligations, as well as our responsibility for card accounts receiving federal benefit and tax
return payments.
Certification Program
1. Do you think that you have a legitimate fraud prevention interest in accessing DMF
information, as described in the Act? If so, explain in detail the basis of that interest.
NetSpend, as a provider of prepaid debit cards, manages a portfolio of bank-issued prepaid
products. NetSpend cardholders use prepaid debit cards in a manner similar to a bank account
and accordingly, their card accounts may receive U.S. Department of Treasury (“Treasury”)
benefit payments or tax refunds via direct deposit. To reduce the risk of identity theft and abuse
of a card account, as well as to comply with regulatory requirements outlined below, NetSpend
periodically screens all active cardholders against the commercial provider’s DMF product.
NetSpend freezes card accounts identified as belonging to a deceased individual and takes
appropriate next steps.
2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that
legitimate business purpose and cite the relevant law.
As described further below, NetSpend has certain obligations under the Bank Secrecy Act to
identify potential money laundering risks. As part of meeting those obligations, NetSpend
monitors the commercial provider’s DMF product. NetSpend is also required to comply with the
Fair and Accurate Credit Transactions Act of 2003 (FACT Act) with respect to the Federal Trade
Commission’s (“FTC”) Red Flags Rule.
3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail
the basis of that legitimate business purpose and cite the relevant governmental rule.
See below description of applicable regulations.
4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis
of that legitimate business purpose and cite the relevant regulation.
NetSpend complies with the Bank Secrecy Act Regulations (Transfer and Reorganization of
Bank Secrecy Act Regulations, 31 C.F.R. Chapter X). NetSpend, as a registered money service
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business for money transmission and a provider of prepaid access, is required to maintain an
anti-money laundering (AML) program. As part of its AML program, NetSpend screens its
active accounts against the commercial provider’s DMF product to identify accounts that
continue to receive deposits and use funds to investigate as a potential money laundering risk.
NetSpend complies with Treasury’s Revised Reclamation Rule (Indorsement and Payment of
Checks Drawn on the United States Treasury, 31 C.F.R. 240). Pursuant to the rule, financial
institutions are responsible for the return of funds inappropriately paid, including Treasury
payments made to accounts after notification of death. Because NetSpend card accounts receive
federal benefit and tax refund payments via direct deposit, NetSpend monitors active card
accounts for deceased notification. Upon identifying a card account belonging to a deceased
individual, NetSpend freezes the account and rejects additional Treasury deposit attempts.
NetSpend utilizes the commercial provider’s DMF product searches to proactively identify
accounts belonging to a deceased person in order to return funds and facilitate the reclamation
process. Additionally, prompt access to deceased notifications is critical for NetSpend to mitigate
reclamation liability for the receipt of benefit and tax refund payments on behalf of a deceased
recipient.
NetSpend complies with the FTC’s Red Flags Rule (Identity Theft Red Flags and Address
Discrepancies Under the Fair and Accurate Credit Transactions Act of 2003, 16 C.F.R. 681.1).
The Red Flag Rule requires that a financial institution implement a written program to detect,
prevent and mitigate identity theft in their day-to-day operations. As part of its compliance with
the rule, NetSpend screens all active accounts through the commercial provider’s DMF product.
The ability to flag accounts opened or in continued use after deceased notification assists in the
identification of potential identity theft.
5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the
basis of that legitimate business purpose and cite the relevant fiduciary duty.
NetSpend does not access the commercial provider’s DMF product pursuant to a fiduciary duty.
6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such information?
If so, explain in detail.
NetSpend has a comprehensive and mature Information Security Program that uses a “Defense in
Depth” strategy to secure cardholder and other confidential information, including information
obtained through NetSpend’s access to information obtained from the commercial provider’s
DMF product. NetSpend has a dedicated, experienced, and well trained Information Security
Staff to run the program. The program is based on Industry Best Practices, PCI Data Security
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Standards, National Institute of Standards and Technology and the SANS Institute. NetSpend is
PCI Level 1 Certified and ISO 27001 Certified.
7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, explain whether and how your
systems, facilities, and procedures are audited, inspected or monitored.
NetSpend’s Information Security Program undergoes several audits every year to include the PCI
Level 1 Audit, ISO 27001 Audit, Sarbanes Oxley Audit, SSAE 16 SOC1 Audit, as well as
several audits from various state agencies.
8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities, and
procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it
is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such.
Through its parent, Total System Services, Inc., a publicly traded company, NetSpend undergoes
a required Sarbanes Oxley Audit. NetSpend maintains a PCI Level 1 certification as a
requirement of its relationship with MasterCard and Visa card associations. NetSpend maintains
its ISO 27001 as a voluntary certification program and undergoes SSAE 16SOC as a voluntary
audit.
9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities, and
procedures are audited, inspected or monitored, explain whether any of these reviews would
reveal. (1) how such information was used by you, (2) whether such information had been
disclosed to a third person, and (3) how such information, if disclosed to a third person, was
used by that person, or was further disclosed by that person to a fourth person
NetSpend’s audits do not currently monitor the use or sharing of information obtained via its
access to the commercial provider’s DMF product.
10. If you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such information,
explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the
IRC, or satisfy requirements ‘‘similar’’ to the requirements of section 6103(p)(4) of the IRC.
NetSpend’s current data security requirements are similar to IRC §6103(p)(4) in that they require
employee training, system controls including layered data security and physical security, and
audit of controls. NetSpend maintains systems and audits appropriate to maintain the
confidentiality, security, and use of sensitive data.
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11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF
information, explain how you would anticipate putting such systems, facilities, and procedures in
place in order to become certified to access DMF information.
NetSpend anticipates that it would continue to use the commercial provider’s DMF product to
access DMF information and that it would continue to maintain the necessary system controls
and audits necessary to maintain the confidentiality, security, and use of sensitive data.
12. Under the Act, you are required to certify that you have systems, facilities, and procedures in
place to safeguard DMF information, and experience in maintaining the confidentiality, security,
and appropriate use of such information, pursuant to requirements ‘‘similar’’ to the
requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc.,
and experience might be ‘‘similar’’ but not identical to the requirements of section 6103(p)(4) of
the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would
nevertheless permit achieving the objective of safeguarding DMF information.
NetSpend’s current data security requirements are similar to IRC §6103(p)(4) in that they require
employee training, system controls including layered data security and physical security, and
audit of controls. NetSpend anticipates that it would continue to use the commercial provider’s
DMF product to access DMF information and that it would continue to maintain the necessary
system controls and audits necessary to maintain the confidentiality, security, and use of
sensitive data.
13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF
information provided under the Act, including audit, inspection and monitoring procedures?
NetSpend believes that its audit, inspection and monitoring procedures adequately safeguard the
DMF information it obtains through the commercial provider’s DMF product.
14. Identify laws or regulations that require the safeguarding of released DMF information, and
summarize the procedures required by such laws or regulations.
NetSpend does not access the DMF directly. NetSpend complies with the terms and conditions
associated with its use of the commercial provider’s DMF product.
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Fees and Penalties
15. Would the imposition of a single, presumably larger, fee at the time of certification be
preferable to the charge of multiple, presumably smaller, fees, such as annual fees?
NetSpend anticipates that it would continue to use the commercial provider’s DMF product to
access DMF information. NetSpend would have to take into consideration the final amount of
any fee that would be applicable in this situation; however, it is likely that we would prefer an
annual fee.
16. In order to become certified to have access to DMF information, how would you prevent
disclosure of such information to any person other than a person who was also certified, or who,
if not certified, would meet the requirements of certification?
NetSpend’s prepaid cards are issued by multiple state and federally regulated financial
institutions. Prepaid cardholder funds are held at an issuing bank. NetSpend would only share
DMF information with one of its issuing banks to the extent it was necessary for a business
purpose and the issuing bank was certified or met the requirements for certification.
Death Master File Information
17. If you currently access DMF information, does your use of that information include or
require the name, social security account number, date of birth, and date of death of deceased
individuals? If not, explain which type(s) of DMF information you do not use.
Through the commercial party’s DMF product, NetSpend uses each of these types of DMF
information and believes each type of information is necessary to effectively search, manage and
confirm information.
18. Would you find it useful to access DMF information that included information for a deceased
individual during the 3-calendar-year period beginning on the date of the individual’s death, but
did not include one or more of the name, social security account number, date of birth, and date
of death of the deceased individual? If so, explain which type(s) of DMF information could be
excluded.
NetSpend believes that each piece of information is necessary to effectively search, manage and
confirm information.
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We appreciate the opportunity to provide comments on these issues and questions in advance of
Commerce’s rulemaking process, and are available to answer other questions and provide
additional information as desired.
Very truly yours,
NETSPEND CORPORATION
Daniel R. Henry
Chief Executive Officer
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March 18, 2014
Via Email:
jhounsell@ntis.gov
John W. Hounsell
Business and Industry Specialist
Office of Product and Program Management
National Technical Information Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312
Subject: Comments Submitted by the Institutional Longevity Markets Association in Response to the
Request for Information (RFI) for Certification Program for Access to the Death Master File
Dear Mr. Hounsell:
The National Technical Information Service, U.S. Department of Commerce (NTIS) is requesting
comments from the public regarding the establishment and implementation of a certification program
for access to the Social Security Administration’s Death Master File (DMF). The comments will inform
NTIS’s approach to the development of a certification program, which will be promulgated by NTIS by
Notice and Comment Rulemaking. The Institutional Longevity Markets Association (ILMA) is pleased to
provide comments in response to the RFI.
ILMA is a trade association comprised of a number of the world’s leading institutional investors and
intermediaries in the longevity marketplace formed to encourage the prudent and competitive
development of a suite of evolving longevity related financial businesses, including the business of life
settlements.
Responses to NTIS Request for Information Regarding the DMF Certification Project
Questions
2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of
that legitimate business purpose and cite the relevant law.
Servicers of insurance policies, which include third party administrators, life expectancy underwriters
and database managers, have a need for access to DMF data as a legitimate business purpose pursuant
to state laws, which include the many state viatical or life settlement acts.
3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail
the basis of that legitimate business purpose and cite the relevant governmental rule.
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Servicers of insurance policies have a need for access to DMF data as a legitimate business purpose
pursuant to rules promulgated by state insurance departments, which include rules to implement the
many state viatical or life settlement acts.
4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the
basis of that legitimate business purpose and cite the relevant regulation.
Servicers of insurance policies have a need for access to DMF data as a legitimate business purpose
pursuant to state regulations promulgated by state insurance departments, which include regulations to
implement the many state viatical or life settlement acts
5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the
basis of that legitimate business purpose and cite the relevant fiduciary duty.
The secondary market for life insurance policies, known as the life settlement market, provides owners
of unneeded or unaffordable life insurance policies with a valuable option – the ability to sell that life
insurance policy for an amount greater than the cash surrender value payable by the issuing insurance
company. In exchange for the payment, the life settlement investor becomes the new owner of the
policy, pays the premiums and is entitled to receive the policy death benefit when the insured dies.
The life settlement industry is highly regulated, with 45 states having adopted laws governing the
transactions between sellers and buyers of life insurance policies. Such laws include the licensing of life
settlement brokers and life settlement providers, ensuring the privacy of an insured’s information and
mandating certain disclosures.
Generally, investors in life settlements are assisted by third party servicing companies in the
management of a life settlement portfolio. Among other functions, in accordance with state laws and
regulations, these fiduciaries make periodic contact with the insured to determine an insured’s health
status. Because many insured’s are non‐cooperative, even though they are contractually obligated to
cooperate, the DMF is an important source for determining when an insured has died. In order to
properly fulfill its fiduciary duties to life settlement investors, servicing companies require access to the
death master file to determine if an insured named in an investor‐owned policy has died.
In addition, the information associated with life settlements has been used by financial institutions and
other fiduciaries to create mortality indices and to structure synthetic transactions that have a
legitimate purpose in helping pension funds and other investors and fiduciaries in hedging and managing
their longevity positions. For the purpose of these transactions, no personally identifying information is
provided; but the manager of the database used as the basis of these longevity instruments must have
the ability to identify deaths of the subjects included in the reference database.
Additionally, this information is used for legitimate analytic purposes, to develop and refine mortality
predictive tools for institutions and fiduciaries impacted by longevity, such as life settlement investors,
long term care providers, and pension funds.
We believe that these constitute legitimate business purposes pursuant to a fiduciary duty.
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6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such information? If so,
explain in detail.
Servicers of insurance policies owned by institutional investors typically have systems, facilities, and
procedures in place to safeguard DMF information. Facilities which contain DMF data should be accesscontrolled
and monitored by security systems. All digital systems should be deployed behind hardened
perimeter security that restricts all unnecessary traffic and monitors for intrusion. Remote access to
data should be secured, controlled and monitored by encryption strategies and methodologies. Systems
should encrypt both data in transit and data at rest, using at a minimum 256‐bit encryption. Employees
and personnel each should have unique login credentials and should be required to maintain the
confidentiality of their login information. Access to DMF data should be limited to those employees who
need access to it to perform their duties. Personnel should be trained in the importance of maintaining
the confidentiality and security of DMF and other protected data. This training should be reviewed and
supplemented periodically. Passwords should meet minimum industry standards for length, complexity
and history requirements. Passwords also should be required to be changed periodically and should be
monitored on an ongoing basis.
7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, explain whether and how your systems,
facilities, and procedures are audited, inspected or monitored.
Many servicers are licensed as a viatical/life settlement providers and many are licensed as life
expectancy providers by the insurance departments in the states in which they do business. As such,
these insurance departments have the right under the viatical/life settlement law to conduct
examinations of servicers as often as the Commissioner in his or her discretion deems appropriate.
Many servicers’ systems are monitored on an ongoing basis by the servicers’ staff and some physical
facilities are protected by professionally‐monitored security systems. Other audits and inspections as
may occur are conducted on a voluntary basis.
8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities, and
procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is
required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such.
The inspection and monitoring of systems maintained by life settlement servicers to safeguard DMF
information is done voluntarily.
9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities, and
procedures are audited, inspected or monitored, explain whether any of these reviews would reveal
(1) how such information was used by you, (2) whether such information had been disclosed to a third
person, and (3) how such information, if disclosed to a third person, was used by that person, or was
further disclosed by that person to a fourth person.
Reviews of servicers’ systems, facilities, and procedures typically could reveal: 1) which employees have
access to DMF data; 2) the data obtained from the DMF; 3) how such data was used by the servicer; and
4) whether such data was revealed to third parties.
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10. If you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such information,
explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC1, or
satisfy requirements ``similar'' to the requirements of section 6103(p)(4) of the IRC.
In implementing and maintaining its systems, facilities and procedures, servicers typically might follow
privacy and security guidelines set forth in the HIPAA Privacy Rule, the HIPAA Security Rule, the
provisions of the Gramm‐Leach‐Bliley Act applicable to the insurance industry as implemented by statelevel
rules and regulations, applicable state‐level breach notification laws, and applicable state Viatical
Settlement and Life Settlement Acts.
11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF
information, explain how you would anticipate putting such systems, facilities, and procedures in
place in order to become certified to access DMF information.
As detailed in previous responses, many servicers currently have systems, facilities, and procedures in
place to safeguard DMF information as well as compliance with various federal and state privacy laws
and regulations. If additional or different requirements for safeguarding DMF information are
promulgated, servicers would comply with such reasonable requirements.
12. Under the Act, you are required to certify that you have systems, facilities, and procedures
in place to safeguard DMF information, and experience in maintaining the confidentiality, security,
and appropriate use of such information, pursuant to requirements ``similar'' to the requirements of
section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be
``similar'' but not identical to the requirements of section 6103(p)(4) of the IRC, and how any
differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit
achieving the objective of safeguarding DMF information.
Some servicers do not receive Federal Tax Information, and have not been required to comply with IRC
Section 6103(p)(4). However, many servicers have substantial experience complying with strict and
comprehensive privacy and security requirements imposed by various regulatory frameworks, including
state laws regulating the viatical and life settlement industries, the provisions of the Gramm‐Leach‐Bliley
Act applicable to the insurance industry as implemented by state‐level rules and regulations, state‐level
breach notification laws, and the HIPAA Privacy Rule and HIPAA Security Rule. These standards impose
strict requirements on regulated entities to safeguard and protect data, and also impose penalties on
regulated entities for breaches and violations. It is believed that these regulatory systems are similar to
the requirements of section 6103(p)(4).
13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF
information provided under the Act, including audit, inspection and monitoring procedures?
ILMA believes systems, facilities, and procedures necessary to protect and safeguard DMF data would
include physical and system access controls, internal procedures, and general technological standards.
Each entity to which DMF access is provided should evaluate the planned use of the DMF data, and put
1 Section 6103(p)(4) of the IRC relates to the safeguarding of confidential information. A copy of the relevant
section is attached as Exhibit A.
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in place policies and procedures that would restrict access to those employees or personnel who require
access to DMF data to perform their duties. Employees should be trained in these policies and
procedures and in the requirements of confidentiality and security imposed by the applicable regulatory
authority.
A business’s technological systems should be required to be in compliance with a set of general privacy
and security standards, rather than specific technological requirements. Imposition of specific security
measures with which regulated entities must comply poses the risk of implementing an ill‐fitting “one
size fits all” approach, and of binding the regulations to the technological and security standards
available at the time the rule is promulgated, which would not allow the flexibility and scalability that a
set of guidelines and general standards allows. This is the approach taken by the HIPAA Security Rule,
which states that covered entities must ensure the confidentiality, integrity and availability of PHI, but
does not dictate what security measures a covered entity must use to comply with those requirements.
Sincerely,
Managing Director
Institutional Longevity Markets Association (ILMA)
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Peggy R. Hudson
Senior Vice President, Government Affairs
Direct Marketing Association, 1120 Avenue of the Americas, New York, NY 10036-5624
March 18, 2014
Mr. John Hounsell
National Technical Information Service
5301 Shawnee Road
Alexandria, VA 22312
Submitted via email to: jhounsell@ntis.gov
RE: Request for Information, National Technical Information Service, U.S. Department of
Commerce, Docket Number: [140205103-4103-01]
Dear Mr. Hounsell:
On behalf of the Direct Marketing Association (“DMA”), we provide this second
response to the National Technical Information Service’s (“NTIS”) request for information
(“RFI”) regarding the certification program for access to the Death Master File (“DMF”). Below
is our response to the issues and areas of concern raised in the RFI, published on March 3, 2014.1
DMA responds to the RFI both in its capacity as representing the data-driven marketing
ecosystem, as well as in its capacity as a provider of a marketing suppression product that
incorporates information from the DMF. It is vital that access to current DMF information
remain available for use or redistribution in marketing suppression activities. Ensuring the
continuation of such access to the DMF not only would be consistent with the new law,2 but also
would avoid disrupting key distribution channels, increasing fraud, and harming the economy.
DMA is the world’s largest trade association dedicated to advancing and protecting
responsible data-driven marketing in the United States and globally. Founded in 1917, DMA
represents thousands of companies and nonprofit organizations that use and support data-driven
marketing practices and techniques. DMA has offered members opportunities for success
through advocacy, networking, education, insight, and business services. DMA has grown into
the world’s leading advocate for data-driven marketers today – with members representing more
than 40 countries and every segment of the marketing industry, from client-side markets to
service providers.
Response to Request for Information Regarding
Certification Program for Access to the Death Master File
I. Legitimate Fraud Prevention Interest
The DMA and its members across the data-driven marketing ecosystem rely on access to
current DMF information to honor consumers’ marketing choices and to prevent fraud. Such
1 Certification Program for Access to the Death Master File, 79 Fed. Reg. 41, 11735-38 (March 3, 2014)
2 Bipartisan Budget Act of 2013, Pub. L. 113-67, sec. 203
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access is critical because it facilitates the removal of deceased individuals from marketing lists,
which reduces the potential for fraud by criminals that seek to register for services under the
name of deceased individuals. Accordingly, the DMF is used and redistributed by the DMA and
by DMA members for marketing list suppression, customer relations management, responsible
debt collection, and for other fraud-prevention activities.
DMA itself offers a product to organizations seeking to screen their marketing lists of
deceased individuals. DMA’s Recently Recorded Deceased File (“RRDF”) is comprised of
public record information about deceased individuals, for which the DMF is a primary source.
The RRDF is then made available to commercial and nonprofit organizations for the sole
purpose of removing names from marketing lists. Limitations on use of DMA’s product are
enforced through strict terms and conditions renewed annually. Thus, DMA’s use of DMF
information is limited to the legitimate fraud prevention interest of end users seeking to prevent
fraud by limiting marketing materials sent to recently deceased persons.3 Restricting access to
current DMF information would stop this highly valued service.
Similarly, DMA members—representing the full spectrum of the direct marketing
ecosystem—make use of the DMF in a number of important ways. As we described in our
previous submission, DMA members use the DMF to screen lists to ensure the safe delivery of
financial offers and fundraising solicitations in order to prevent the materials from falling into
the wrong hands. Members also use DMF information to avoid creating familial hardship by
screening marketing lists that might otherwise result in marketing materials being addressed and
sent to deceased family members.
All of these uses of the DMF are based on the principles of consumer control and
protecting consumers from fraud. To this end, DMA and its members’ use and redistribution of
the DMF for marketing suppression activities not only fulfills the statutory requirement for a
fraud prevention interest, but also promotes a more efficient and responsive marketplace.
II. Legitimate business purpose pursuant to law, government rule, regulation, or
fiduciary duty, and laws that require the safeguarding of personal information.
DMA members—representing a diverse array of companies and nonprofits throughout
the data-driven marketing ecosystem —operate pursuant to laws and regulations of the United
States Postal Service (“USPS”), the Federal Trade Commission (“FTC”), the Federal
Communications Commission (“FCC”), the Federal Reserve Board, the Consumer Financial
Protection Bureau (“CFPB”), the Internal Revenue Service (“IRS”), and other applicable federal,
state, and local laws governing advertising, marketing practices, and the transaction of business.
DMA members conduct business activities using or redistributing information in the DMF
3 It is worth noting the importance placed by the DMA on the removal of deceased names from marketing lists for
anti-fraud and consumer control purposes. DMA administers a separate program—DMAchoice™—that allows
consumers to register the names of deceased relatives for suppression of marketing services. See the Deceased Do
Not Contact List, available at https://www.ims-dm.com/cgi/ddnc.php.
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pursuant to laws, rules, regulations, and fiduciary and contractual duties that arise in these
contexts. For illustrative purposes, we provide a sample of some of these laws and regulations
that govern how DMA members use and redistribute DMF information within the data-driven
marketing ecosystem:
Laws:
- Gramm-Leach-Bliley Act (“GLB”)4 – governs marketing by financial institutions
- Fair Credit Reporting Act (“FCRA”)5 – governs marketing regarding firm offers of credit
- Health Insurance Portability and Accountability Act (“HIPAA”)6 – governs marketing
that uses sensitive health data
- Federal Debt Collections Practices Act – governs marketing related to debt collection
- Telephone Consumer Protection Act (“TCPA”)7 – governs practices of telemarketers
- CAN-SPAM Act8 – governs marketing offers delivered via electronic communication
- State laws requiring the use of DMF to administer insurance proceeds
Regulations:
- Identity Theft Red Flags Rules9 – detailing identity theft prevention programs for certain
businesses
- FTC’s Telemarketing Sales Rule10 and FCC’s TCPA Rules11 – regulating practices of
telemarketers
Self-Regulatory Obligations:
In addition to the legal and regulatory frameworks described above, data-driven
marketers that use DMF information also operate within the context of the DMA’s selfregulatory
framework, published as the Guidelines for Ethical Business Practice.12 The
Guidelines set a high bar for responsible data-driven marketing, and this best practices document
is regularly updated and adapted to address ongoing changes in technology, markets, consumer
interest and new business practices. DMA’s Ethics Policy and Ethics Operating Committees
develop, update and enforce the Guidelines as part of the DMA’s public trust with regulators and
4 Pub. L. 106–102, 113 Stat. 1338
5 15 U.S.C. § 1681 et seq.
6 Pub. L. 104–191
7 47 U.S.C. § 227
8 Pub. L. 108–187
9 16 C.F.R. Part 681
10 16 C.F.R. Part 310
11 In the Matter of Rules and Regulations Implementing the Telephone Consumer Protection Act of 1991, Report
and Order, FCC 03-153 (Jul. 3, 2003), available at http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-03-
153A1.pdf
12 Guidelines, (2014)
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consumers. Compliance with the Guidelines is a condition of DMA membership, and the
Guidelines are enforced across both DMA members and non-members.
In this context, we urge NTIS to review the Guidelines in their entirety to understand the
requirements that DMA members are expected to fulfill and the commitments to which DMA
expects all data-driven marketers will adhere. For example, Article 32 of the Guidelines specifies
that “marketing data should be used only for marketing purposes,” and states further that Social
Security numbers are considered “personal information” that is not to be “transferred, rented,
sold, or exchanged for use by a third party when there is a reasonable expectation by the
consumer that the information will be kept confidential.” Article 35 instructs that list owners,
brokers, managers, and users should not permit the rental, sale, exchange, or transfer of their
marketing lists in violation of the Guidelines. Article 31 of the Guidelines sets forth requirements
for providing and processing consumer choice for marketing suppression, the legitimate business
purpose described above. To the extent that DMF information is redistributed by organizations
for list suppression or used by marketers for the same purpose, the DMA Guidelines constitute a
robust self-regulatory regime pursuant to which these entities are acting.
III. Security and Safeguards
Through the issuance and enforcement of the Guidelines, DMA has instituted an
effective, industry-led program for the responsible use of data, including DMF information.
DMA has long advocated that the protection and use of personally identifiable information is the
responsibility of all organizations. DMA’s Guidelines require that data-driven marketing
organizations have systems, facilities, and procedures in place to safeguard such information and
maintain the confidentiality, security, and appropriate use of such information. Indeed, earlier
this year, the DMA Board approved revisions to the Guidelines addressing data security,
recommending that data-driven marketers consider an information management program that
addresses data minimization, retention, access, use, communication, storage and disposal for all
types of data collected and used.13
The Guidelines state that organizations should assume responsibilities to provide secure
transactions and to protect databases containing personally identifiable information (“PII”)
against unauthorized access, alteration, or dissemination of data. Specifically, DMA Guidelines
require that organizations “establish written data security policies and procedures reflective of
current business practices,” including those related to the use of personal and company-provided
devices.14 Organizations are also directed to establish reasonable information security policies
and practices that seek to assure the uninterrupted security of information systems within their
organizations. These policies and practices may include:
13 The program’s parameters are similar to those provided for in Internal Revenue Code section 6103(p)(4) and the
relevant agency guidance, which discusses the need for record keeping, secure storage, access controls, training and
reporting requirements, information disposal, computer system security, and disclosures to third parties.
14 Guidelines, Article 37.
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- Training:
o Providing data security training for relevant staff;
o Creating and implementing reasonable staff procedures, training, and
responsiveness measures to protect PII, including DMF information, handled by
relevant staff in the everyday performance of their duties;
o Training staff that use their own devices on steps designed to help prevent
unauthorized access to the organization’s data as well as educate them about the
inherent risks, and ensure the organization has reasonable data security policies
and safeguards in place for such devices.
- Access control measures:
o Monitor and assess data security safeguards periodically. Organizations should
employ and routinely assess protective physical safeguards and technological
measures within their organizations, including data retention, destruction, deletion
practices, and the monitoring and analysis of systems logs in support of
information security.
- Contractual safeguards:
o Organizations should contractually require business partners and service providers
that handle personally identifiable data to ensure that their policies, procedures,
and practices maintain a level of security consistent with or higher than the
organizations applicable information security policies, including partners’ own
employees and contractors accessing data through their own devices.
- Data security breach readiness plan:
o Organizations should develop and maintain a data security breach readiness plan
reasonable for the size and nature of the organization, their level of data
collection, and type of data collected.
- Include the following as reasonable within their organization:
o Periodic audit of data retention to determine what is stored, on what servers, and
who has access;
o Employ appropriate data loss prevention technologies;
o Employ an appropriate data minimization plan including a data destruction and
purge process;
o Maintain an inventory of system access and credentials;
o Segment and isolate networks based on business function to avoid compromising
sensitive personal information that is used in a network;
o Provide the appropriate one way encryption;
o Maintain a reasonable password policy including minimum standards for
passwords complexity and changes.
- For email, organizations should implement the appropriate email authentication protocol
to help reduce the risk of spoofed emails;
- Organizations collecting sensitive data should ensure added data security measures are
taken to protect such data online, such as the employment of an appropriate digital
certificate.
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IV. Prevention of Disclosure to Unqualified Persons
As noted above, DMA redistributes DMF information subject to strict limitations on the
use of the information. Standard terms and conditions state that the DMF information is
“available to companies for the sole purpose of removing names and addresses from their
marketing lists.” These terms are renewed annually by recipients of DMA’s Recently Recorded
Deceased File.
For the data-driven marketing industry, the Guidelines form the basis for how
organizations should prevent disclosure of DMF information to non-certified or unqualified
persons. For example, with respect to the use of marketing data, Article 36 calls for written
agreements with customers to require that customers: comply with applicable laws and DMA
Guidelines; state the purpose for which the data will be used; and use marketing data for
marketing purposes only. Moreover, Article 36 calls on organizations to “randomly monitor
[customers]…to ensure that customers use [the data] in accordance with their stated purpose.”
Distributors that find customers to be out of compliance with the law or DMA Guidelines are
encouraged to refuse to sell the data further and refer the matter to the DMA and/or law
enforcement.
V. DMF Information
NTIS should not limit or restrict access to data elements currently made available to
DMF subscribers. DMA and its members require access to all elements of the DMF to carry out
their legitimate business purposes. For the DMA, all elements are needed to link records to
addresses and other information that DMA combines to form the deceased suppression file.
Absence of certain data elements could lead to faulty linkages and inaccurate results, resulting in
false positives and false negatives. DMA members that use or redistribute the file for similar
purposes require the same level of access to all components of DMF information.
VI. Redistribution
As we noted in our previous submission, DMA and its members rely on third party
service providers as channels of distribution for DMF information. These providers incorporate
the DMF into tools for carrying out screening, identification, authentication, and other legitimate
business purposes contemplated under Section 203 of the Bipartisan Budget Act of 2013.15
VII. Conclusion
We are grateful for the opportunity to provide this information in response to the RFI,
and we look forward to working with NTIS on this important issue going forward.
15 Pub. L. 113-67
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Please do not hesitate to contact us if you have any questions at 202.955.5030.
Sincerely,
Peggy Hudson
Senior Vice President, Government Affairs
Direct Marketing Association
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4707B Eisenhower Ave • Alexandria, VA 22304 • Phone: +1-703-370-1930 • Fax: +1-703-370-1931 • www.sna-intl.com
March 18, 2014
John W. Hounsell
Business and Industry Specialist
Office of Product and Program Management
National Technical Information Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312

Dear Mr. Hounsell:
Please excuse the shortness of this letter as we are a small business and this has been a very busy time for us with a number of competing deadlines. I am available by phone at 703-989-9823 if you need more information or clarification. Please see our answers below for which National Technical Information Service (NTIS) seeks comment.
1. Do you think that you have a legitimate fraud prevention interest in accessing DMF
information, as described in the Act? If so, explain in detail the basis of that interest.
Yes - . The Department of the Army uses the services of SNA International to conduct
genealogy research in an effort to identify the primary next of kin and closest DNA eligible
living relatives for Soldiers who remain "unaccounted-for" from World Wars I and II, the
Korean, and the Vietnam War. These DNA eligible relative includes autosomal, Ychromosome,
and mitochondrial DNA donors. SNA International’s role in this important
program is to be the initial conduit between the Army and the families – in essence we are the
researchers hired to locate family members so that, once identified and located, the Army can
reach out to them and ask them to participate in the repatriation program. Our team of certified
and highly accomplished genealogists research and contact potential family members.
This service is supported by law. In subsection (f)(1) of section 1509 of title 10, United States
Code, the Secretary of Defense shall provide such funds, personnel, and resources as the
Secretary considers appropriate to increase significantly the capability and capacity of the
Department of Defense, the Armed Forces, and commanders of the combatant commands to
account for missing persons so that, beginning with fiscal year 2015, the POW/MIA
accounting community has sufficient resources to ensure that at least 200 missing persons are
accounted for under the program annually
2. If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that
legitimate business purpose and cite the relevant law.
Yes - see answer to Question#1.
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3. If you have a legitimate business purpose pursuant to a governmental rule, explain in detail the
basis of that legitimate business purpose and cite the relevant governmental rule.
Yes - see answer to Question#1.
4. If you have a legitimate business purpose pursuant to a regulation, explain in detail the basis
of that legitimate business purpose and cite the relevant regulation.
Yes - see answer to Question#1.
5. If you have a legitimate business purpose pursuant to a fiduciary duty, explain in detail the
basis of that legitimate business purpose and cite the relevant fiduciary duty.
See answer to Question#1.
6. Do you have systems, facilities, and procedures in place to safeguard DMF information, and
experience in maintaining the confidentiality, security, and appropriate use of such
information? If so, explain in detail.
SNA International and our contracted genealogist make reasonable attempts to safeguard the
information. Safeguarding at our office includes a security system, password protected
computers, shredding of documents and a secure data management site. Confidentiality is part
of the guidelines for our employees and a condition of their employment. The contracts we
have with our contractors have a confidentiality clause. Establishing sophisticated security
systems to protect the information we obtain from the DMF (name, date of death, place social
security was obtained and last residence of the individual) would be cost prohibitive for our
small business and for the small businesses of our sub contractors..
7. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, explain whether and how your
systems, facilities, and procedures are audited, inspected or monitored.
As this information for the Army is not classified, we are not audited, inspected nor monitored.
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8. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, explain whether and how your
systems, facilities, and procedures are audited, inspected or monitored, explain whether that is
voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or
other reason and cite such.
N/A
9. If you have systems, facilities, and procedures in place to safeguard DMF information, or to
safeguard sensitive information other than DMF information, and if your systems, facilities,
and procedures are audited, inspected or monitored, explain whether any of these reviews
would reveal (1) how such information was used by you, (2) whether such information had
been disclosed to a third person, (3) how such information, if disclosed to a third person, was
used by that person, or was further disclosed by that person to a fourth person.
N/A
10. If you have systems, facilities, and procedures to safeguard DMF information, and experience
in maintaining the confidentiality, security, and appropriate use of such information, explain in
detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or
satisfy requirements “similar” to the requirements of section 6103(p)(4) of the IRC.
SNA International and our genealogists do not need to have access to the full social security
number. We only need to have access to the name, date of death, the place the social security
number was obtained and the individual’s last residence.
11. If you do not currently have systems, facilities, and procedures in place to safeguard DMF
information, explain how you would anticipate putting such systems, facilities, and procedures
in place in order to become certified to access DMF information.
Since we do not need the full social security number we anticipate that no additional security
controls would be necessary.
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12. Under the Act, you are required to certify that you have systems, facilities, and procedures in
place to safeguard DMF information, and experience in maintaining the confidentiality,
security, and appropriate use of such information, pursuant to requirements “similar” to the
requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc.,
and experience might be “similar” but not identical to the requirements of section 6103(p)(4)
of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC
would nevertheless permit achieving the objective of safeguarding DMF information.
If we did not have access to the full social security number we question if we would need to
have these systems.
13. What systems, facilities, and procedures do you believe are necessary to safeguard DMF
information provided under the Act, including audit, inspection and monitoring procedures?
If we do not have access to the full social security number we do not believe that the security
systems we have in place are reasonable.
14. Identify laws or regulations that require the safeguarding of released DMF information, and
summarize the procedures required by such laws or regulations.
Unfortunately we have not had time to research this question.
15. Would the imposition of a single, presumably larger, fee at the time of certification be
preferable to the charger of multiple, presumably smaller, fees, such as annual fees?
We would prefer that there would be no fee associated with accessing this information from the
government for the government. However if a fee is imposed, we would prefer that fee be
annual and be linked to the amount of information obtained from the DMI. While the
information is critical it is also minimal compared to that which is obtained by larger
companies. As a small business with a limited yet important need to access the DMF, we do
not want to be charged the same as a large business obtaining hundreds of thousands of records
on a routine basis.
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16. In order to become certified to have access to DMF information, how would you prevent
disclosure of such information to any person other than a person who was also certified, or
who, if not certified, would meet the requirements of certification?
We would not record the full social security number. Our reports only go to our customer, the
Army, so they can independently evaluate our work. The results are not distributed to any
other entity.
17. If you currently access DMF information, does your use of that information include or require
the name, social security account number, date of birth, and date of death of deceased
individuals? If not, explain which type(s) of DMF information you do you not use.
In order to perform complete and effective research for the Army we need access to the
following:
 Name of the individual
 Date of Death
 Place that the Social security number was obtained
 Last residence of the individual.
18. Would you find it useful to access DMF information that included information for a deceased
individual during the 3-caledndar-ear period beginning on the date of the individual’s death,
but did not include one or more of the name, social security account number, date of birth, and
date of death of the deceased individual? If so, explain which type(s) of DMF information
could be excluded?
Having access to the most recent three years is critical to our research and to the Military’s
repatriation program as a whole. Having access to the information to include name, date of
death, place the social security number was obtained, and the last residence of the individual
will make the difference between finding DNA donors in a cost efficient manner that can be
tested by the laboratory in the fastest and most cost effective manner (such as nuclear donors)
and having to do hours of additional research and only finding more distant relatives that will
be much more costly for the government to test (such as mitochondrial donors which may cost
thousands of dollars more to test.). Not having access to the DMF may also mean that
relatives may not ever be identified and having human remains further adding to the cost of the
identification process.
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I apologize for any typos in this letter and I hope my answers make sense. Again, please do not hesitate
to contact me if you need any additional information or clarification. Having access to the DMF
information as I have outlined above is critical to our work for the Army and I appreciate your attention
to this matter.
Sincerely,
Amanda Sozer, President
SNA International
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March 18, 2014 
Mr. John Hounsell 
National Technical Information Service 
5301 Shawnee Road 
Alexandria, VA 22312 
Submitted via email to jhounsell@ntis.gov 
RE: Request for Information, National Technical Information Service, U.S. Department of Commerce, Docket Number: [140205103-4103-01] 
Dear Mr. Hounsell: 
As members of the Decedent Debt Coalition (DDC), a coalition of three of the largest debt collection agencies that specialize in estate debt, we are writing in response to the above referenced Request for Information (“RFI”). Our letter last week addressed the issue of the need for an interim certification program and we appreciate NTIS’ efforts in that respect. The purpose of this letter is to respond to the applicable questions posed in the RFI. 
Question 1: Do you think that you have a legitimate fraud prevention interest in accessing DMF information, as described in the Act? If so, explain in detail the basis of that interest. 
Response: Yes. Our clients (creditors) refer accounts to our agencies when they have reason to believe that a borrower is deceased. Our first task when we receive an account is to validate that the borrower on the account referred to us has, in fact, died. This validation is important to fraud prevention because it can reduce errors in identifying the decedent. For example, if by utilizing the DMF, we identify that that our client mistakenly closed the account of another borrower with the same name as the decedent, it necessarily means that the decedent’s account remained open and vulnerable to unauthorized charges. The DMF allows us to quickly identify such errors so that both accounts can be corrected. Another example in which the DMF helps us prevent fraud is the situation in which a borrower who is alive fraudulently claims that he or she has died. Clearly, lack of appearance on the DMF does not necessarily indicate fraud, but it does flag such accounts for further review. 
Question 2: If you have a legitimate business purpose pursuant to a law, explain in detail the basis of that legitimate business purpose and cite the relevant law. 
Response: State probate laws govern the process in which a creditor may make a claim on an estate. These laws vary by state and can even vary by county. In some jurisdictions, probate laws do not require notice to creditors and include short timelines to file claims. Particularly in 2 

such jurisdictions, the DMF is a critical tool for creditors to be able to participate in the probate process. Indeed, many of these laws have been written with the understanding that notice provisions and lengthy claims periods are not necessary because access to the DMF facilitates the participation of creditors. 
In addition, the DMF is an important tool in ensuring compliance with the Fair Debt Collections Practices Act (“FDCPA”).1 For example, when a person is alive and in debt, it is within the law to mail them a letter at their last known address that details the debt. Once a person has died, however, collectors are obligated to first identify the person(s) authorized to pay the outstanding bills of the decedent, and then may not disclose the debt to any other person(s).2 Compliance with these provisions, however, requires that the collector know whether the borrower is dead or alive. Indeed, the Federal Trade Commission’s (“FTC”) 2011 Statement of Policy on decedent debt (“FTC Statement”),3 essentially takes it for granted that collectors can verify whether a borrower has died. 
1 15 U.S.C. § 1962 et seq. 
2 Id. §§ 1692b, 1692c; 
3 Federal Trade Commission Statement of Policy Regarding Communications in Connection With the Collection of Decedents’ Debts (“FTC Statement”), 76 Fed. Reg. 44,915 (July 27, 2011) . 
4 See FTC Statement at 44921 (suggesting that contacting survivors about a loved-one’s debts too soon after death could be considered harassing or abusive in violation of § 1692d). 
5 Bureau of Consumer Financial Protection, Advance Notice of Proposed Rulemaking; 78 Fed. Reg. 67,848 (November 12, 2013). 
Finally, the DMF not only provides verification of the fact of death, it also includes the date of death. This is important because we and our creditor clients have agreed that, because the executor or administrator is often a family member suffering a loss, contacts are not made until at least 21 days after death. The FTC Statement recognized that contacting a family member too soon after death is a poor business practice and could even be illegal under certain circumstances.4 The DMF is, by far, the most reliable source of information on the date of death and is therefore crucial to our ability to engage in best business practices and comply with the law. 
Questions 3 and 4: If you have a legitimate business purpose pursuant to a governmental rule or regulation, explain in detail the basis of that legitimate business purpose and cite the relevant governmental rule or regulation. 
Response: State probate laws are often accompanied by state or local rules or regulations, so the above response may relate not only to “laws,” but also to rules and regulations. In addition, while the FTC does not have rulemaking authority under the FDCPA, the Consumer Financial Protection Bureau was granted such authority in 2010, and has recently issued an Advance Notice of Proposed Rulemaking related to debt collection.5 As a result, rules may soon be promulgated that will be responsive to this question. Finally, while it is technically neither a rule nor a regulation, the FTC Policy Statement sets forth the enforcement policy of the Commission, so from a practical corporate compliance perspective, is akin to a rule. As discussed above, access to the DMF is critical to ensuring compliance with the Statement. 3 

Question 6: Do you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information? If so, explain in detail. 
Response: Yes. We handle confidential information regarding our clients (creditors) and their customers (borrowers), so we have each built systems to protect such information. Each of our companies certified as compliant with either or both of: (1) the International Organization for Standardization (“ISO”) 27002 information security standard; or (2) the Payment Card Industry (“PCI”) Data Security Standard 2.0 (3.0 Pending). Information on the qualifications for such certifications is attached. 
Question 7: If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, explain whether and how your systems, facilities, and procedures are audited, inspected or monitored. 
Response: Each of our systems is audited annually by an independent auditor and is certified as compliant with either or both of the ISO and PCI standards. In addition, our clients generally perform regular (quarterly, annual or bi-annual) on-site audits and one of the key audit area is information security. 
Question 8: If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether that is voluntary, or whether it is required by law, governmental rule, regulation, fiduciary duty, or other reason and cite such. 
Response: Legally, our annual audits are voluntary. We cannot, however, accept credit card or telephone payments from estates without PCI certification, so this audit is compulsory from a practical perspective. Client audits are required as a condition of doing business. 
Question 9: If you have systems, facilities, and procedures in place to safeguard DMF information, or to safeguard sensitive information other than DMF information, and if your systems, facilities, and procedures are audited, inspected or monitored, explain whether any of these reviews would reveal (1) how such information was used by you, (2) whether such information had been disclosed to a third person, and (3) how such information, if disclosed to a third person, was used by that person, or was further disclosed by that person to a fourth person. 
Response: Our companies are not in the business of disseminating DMF information. The only DMF information that we provide to third-parties is the date of death and is limited to three circumstances: (1) reporting this information back to our clients (creditors); (2) provision of a “proof of claim” in the context of a probate filing to a probate court;6 and (3) as part of a claim to an insurance company related to a borrower’s payment protection coverage. 
6 Notably, in this situation, the probate court already has the date of death and it is merely provided as a way for the court to match the proof of claim with an existing file. 4 

The audits to which we are subject would reveal: (1) how such information was used, and (2) whether such information had been disclosed to a third person. It would not reveal how such information, if disclosed to a third person, was used by that person, or whether it was further disclosed by that person to a fourth person. 
Question 10: If you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, explain in detail the extent to which these satisfy the requirements of section 6103(p)(4) of the IRC, or satisfy requirements “similar” to the requirements of section 6103(p)(4) of the IRC. 
Response: We do. Section 6103(p)(4) requires that recipients of sensitive information: (1) maintain a system that records disclosures of such information; (2) store such information securely; and (3) restrict access to such information to those who have a legitimate reason to do so. Our systems, facilities and procedures include each of these elements. 
Question 12: Under the Act, you are required to certify that you have systems, facilities, and procedures in place to safeguard DMF information, and experience in maintaining the confidentiality, security, and appropriate use of such information, pursuant to requirements “similar” to the requirements of section 6103(p)(4) of the IRC. Please explain in detail how your systems, etc., and experience might be “similar” but not identical to the requirements of section 6103(p)(4) of the IRC, and how any differences from the requirements of section 6103(p)(4) of the IRC would nevertheless permit achieving the objective of safeguarding DMF information. 
Response: Other than the fact that Section 6103(p)(4) of the IRC safeguards different information and applies to different recipients, we believe that its language is largely appropriate for a certification. For example, the following conditions for certification would be appropriate: 
Any entity [certified as eligible to access the DMF], shall, as a condition for receiving [DMF] information— 
(A) establish and maintain, to the satisfaction of the Secretary, a permanent system of standardized records with respect to any [disclosure], the reason for such [disclosure], and the date of such [disclosure] made by … it; 
(B) establish and maintain, to the satisfaction of the Secretary, a secure area or place in which [DMF] information shall be stored; 
(C) restrict, to the satisfaction of the Secretary, access to [DMF] information only to persons whose duties or responsibilities require access and to whom disclosure may be made under the provisions of this title; 
(D) provide such other safeguards which the Secretary determines (and which he prescribes in regulations) to be necessary or appropriate to protect the confidentiality of the [DMF] information; 5 

(E) furnish a report to the Secretary, at such time and containing such information as the Secretary may prescribe, which describes the procedures established and utilized by such [entity] ensuring the confidentiality of [DMF] information required by this paragraph; 
[(F) omitted as inapplicable] 
except that the conditions of subparagraphs (A), (B), (C), (D), and (E) shall cease to apply with respect to any [DMF] information if, and to the extent that, such [ ] information is disclosed in the course of any judicial or administrative proceeding and made a part of the public record thereof. 
The exception in Section 6103(p)(4) is a particularly important caveat, because as noted above, one of the circumstances in which our companies disclose DMF information (the date of death) is in a proof of claim filing in a probate proceeding. 
Question 13: What systems, facilities, and procedures do you believe are necessary to safeguard DMF information provided under the Act, including audit, inspection and monitoring procedures? 
Response: We believe that the systems, facilities, and procedures set forth in existing data security standards, such as ISO 27002 and PCI 3.0, are those that are necessary. 
Question 15: Would the imposition of a single, presumably larger, fee at the time of certification be preferable to the charge of multiple, presumably smaller, fees, such as annual fees? 
Response: Yes. 
Question 16: In order to become certified to have access to DMF information, how would you prevent disclosure of such information to any person other than a person who was also certified, or who, if not certified, would meet the requirements of certification? 
Response: As discussed above, two of the parties to whom we provide DMF information, creditors and insurance companies, will be certified. As to probate courts, it is crucial that we (and others) be permitted to disclose the date of death when submitting a proof of claim in a judicial or administrative proceeding. 
Question 17: If you currently access DMF information, does your use of that information include or require the name, social security account number, date of birth, and date of death of deceased individuals? If not, explain which type(s) of DMF information you do not use. 
Response: Yes. The social security number and the date of death are the most important pieces of information, but the name and the date of birth are important as secondary validations of a 6 

match and can be critical in instances in which the social security number of the borrower is unavailable. 
Question 18: Would you find it useful to access DMF information that included information for a deceased individual during the 3-calendar-year period beginning on the date of the individual's death, but did not include one or more of the name, social security account number, date of birth, and date of death of the deceased individual? If so, explain which type(s) of DMF information could be excluded. 
Response: No. As discussed above, while the social security number and the date of death are the most important information, the name and the date of birth are important as secondary validations of a match and can be critical in instances in which the social security number of the borrower is unavailable. 
Thank you for your attention to this important issue. Please contact Jonathan Grossman of Cozen O’Connor at (202) 912-4866 if you have any questions. 
Sincerely, 
AscensionPoint Recovery Services, LLC 
Estate Information Services, LLC 
Phillips & Cohen Associates, Ltd.
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CREATING ECONOMIC VALUE FOR
CONSUMERS AND BUSINESSES
March 18, 2014
Mr. John Hounsell
Program Manager
National Technical Information Service
5301 Shawnee Road,
Alexandria, VA 22312
Submitted Electronically to jhounsell@ntis.gov
Re: Certification Program for Access to the Death Master File - Request for Information
[Docket Number: 140205103-4103-01]
Dear Mr. Hounsell,
DBA International appreciates the opportunity to respond to the National Technical
Information Service ("NTIS") Request for Information (RFI) regarding the establishment of a
certification program for access to the Social Security Administation's Public Death Master File
("DMF"), as required by Section 203 of the Bipartisan Budget Act of 2013 (Pub. L.113-67)
("Act"). We appreciate NTIS' deliberative and cautious approach to this issue to help ensure
that important and legitimate uses of the DMF are not cut off, which could cause significant
harm to consumers and businesses.
DBA International is the nonprofit trade association that represents the interests
of certified public and private companies that acquire distressed asset portfolios on the
secondary market. It was founded in 1997 by a small group of companies to provide a forum to
advance best practices, including consumer protection, within the industry. Today DBA has
grown to represent over 600 companies. DBA provides its members with networking,
education and legislative advocacy opportunities through an annual conference,
an executive summit, regional seminars, state and regional committees, newsletters, webinars,
teleconferences and other media. Importantly, DBA has adopted a code of ethics and adopted
comprehensive and robust national certification standards that promote uniform and consumer
protective industry conduct. All DBA debt buying members must meet DBA's certification
standards by March 1, 2016 in order to maintain membership. DBA is headquartered in
Sacramento, California.
50 Fulton Avenue, Ste. 120, Sacramento, CA 95825 II tel: (916) 482-2462 .. fax: (916) 482-2760 II info@dbainternational.org iii www,dbainlernational.org
DBA
CREATING ECONOMIC VALUE FOR
CONSUMERS AND BUSINESSES
DBA members have legitimate business purposes to access the DMF pursuant to a law,
governmental rule, regulations, and fiduciary duty, and have systems, facilities, and procedures
in place to safeguard such information.
DBA members use the DMF pursuant to compliance with the Fair Debt Collections
Practices Act (FDCPA), and believe that continued access to the DMF is vital. Without timely
access to the DMF, consumers and businesses could encounter significant harm. For example,
DBA members use the DMF to help "scrub" loan portfolios for deceased debtors before
portfolios of debts are bought or sold. DBA members also utilize the DMF to verify that a
consumer is deceased, and to avoid contacting the family of a consumer that is deceased.
DBA members access the DMF both directly and through third party provides, and there
is no readily available substitute.
As financial institutions, DBA members must not only comply with the Gramm Leach
Bliley Act to safeguard DMF information, but they are also subject to the data security
requirements of the FTC Act. DBA's Certification Program also contains strict data security
requirements that DBA members must adhere to.
Thank you for the opportunity to comment on this important RFI. We hope that our
responses are helpful to NTIS in the development of the Certification Program for Access to the
Death Master File.
50 Fulton Avenue, Ste. 120, Sacramento, CA 95825 .. tel: (916) 482-2462 .. fax: (916) 482-2760 .. info@dbainternational.org II \NWw,dbainternationaLorg
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	THOMAS R. LITJEN
	VICE PRESIDENT, FEDERAL GOVERNMENT RELATIONS 

February 28, 2014

John Hounsell
National Technical Information Service
Department of Commerce
5301 Shawnee Road
Alexandria, VA 22312

Re: Request for Information – Certification Program for Access to Death Master File.
Docket Number: 140205103–4103–01

Dear Mr. Hounsell:

On behalf of more than 1,000 member companies of the Property Casualty Insurers Association of America (PCI), we thank you for the opportunity to provide information and comments in support of the National Technical Information Service (NTIS) effort to develop a new certification program for access the Social Security Administrations Death Master File (DMF). 
Section 203 of the Bipartisan Budget Act of 2013 requires that those certified for access to the DMF have “a legitimate fraud prevention interest” or a “legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty”. We believe that it is clear that property casualty insurers satisfy both requirements and their use of the DMF data base significantly contributes to the goal of the legislation, fighting identity theft. 
Because insurance fraud costs insurance companies and their policyholders as much as $80 billion dollars each year[footnoteRef:10] insurers have a very clear interest in detecting and deterring fraudulent claims. Stolen identities are often used to commit a variety of insurance fraud scams, so property casualty insurers have long used information contained in the DMF for investigative purposes such as detecting fraudulently used social security numbers and to verify that permanent disability benefit recipients have not passed away. [10:  Source: Coalition Against Insurance Fraud www.insurancefraud.org ] 

Property casualty insurer use of the DMF is necessary for insurers to comply with a number of state and federal laws. States have laws and regulations that require insurers to have specific plans and programs in place to fight insurance fraud proactively and/ or report suspicious claims to authorities or governmental anti-fraud entities. Insurance regulators verify compliance with these and other laws and regulations when they conduct market conduct inspections. On the federal level, using the DMF helps insurers verify identities and comply with US Patriot Act requirements such as Office of Foreign Asset Control (OFAC) reporting. 
Section 203 also requires that a certified entity “has systems, facilities, and procedures in place to safeguard such information, and experience in maintaining the confidentiality, security, and appropriate use of such information”.  We believe that all property casualty insurers would meet these criteria. 
Property casualty insurers routinely collect personally identifiable information in the course of doing business.  They understand the need to maintain security and take very seriously their responsibility to safeguard this information and to maintain its integrity.  Members of the property casualty industry are mandated by the Gramm-Leach-Bliley Act to have controls in place to protect personally identifiable information and assure that only those individuals who have a business reason to access the information are permitted to do so. 
As noted earlier, property casualty insurers rely upon DMF information as part of their claims processing functions to verify a claimant’s identity or to help determine if claimants receiving long term benefits are still alive. As a rule, insurer claims paying functions and systems are subject to strict internal accounting and system access controls.  Typically, insurers obtain the DMF data  from  vendors with access to the DMF, retaining little if any information other than documentation that the DMF was checked and the result. Given the industry’s frequent use of vendors to obtain DMF information, PCI also supports certification of qualified vendors. 
It is clear that intent of section 203 is to fight identity theft and fraud to the DMF, while preserving access, either directly or indirectly through qualified vendors, for companies like property casualty insurers that have a critical need for access to the DMF to detect and deter fraudulent claims. 
Once again, on behalf of our members, we appreciate the opportunity to comment on this matter and look forward to working with the NTIS as the rulemaking process moves forward. If you have any questions, or if we can be of any assistance to you, please do not hesitate to contact us. 

Sincerely,
[image: ]
Thomas R. Litjen 
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We want to thank the National Technical Information Service (NTIS) of the Department of Commerce, for inviting stakeholders to submit responses to the Request for Information on this important issue of Certification for Access by genealogists to the Death Master File. As chair of the Records Preservation and Access Committee, I am submitting this statement on behalf of organizations in the genealogical community who participate in RPAC. Some of our sponsoring members and participating organizations will also be sending responses as a way to emphasize the importance of this issue to them and to highlight portions of the Request for information which will most impact their members.

The Records Preservation and Access Committee (RPAC) is a joint committee of the National Genealogical Society (NGS), the Federation of Genealogical Societies (FGS), and the International Association of Jewish Genealogical Societies (IAJGS) as sponsoring members. The Association of Professional Genealogists (APG), the Board for Certification of Genealogists (BCG), International Commission for the Accreditation of Professional Genealogists (ICAPGen), and the American Society of Genealogists (ASG) also serve as participating members. By invitation, RPAC also includes participation from a few commercial providers of genealogical information. RPAC meets monthly to inform and advise the genealogical community on ensuring proper access to vital records and on supporting strong records preservation policies and practices at the federal, state, and occasionally the local level.

Section 203 of P.L. 113-67, the Bipartisan Budget Act of 2013, prohibits access to Death Master File (DMF) records during a 3-year period following an individual’s death.  We recognize that the Department of Commerce has been given the task of implementing the certification procedures for access to the Death Master File during the three year embargo period for such
persons who have (i) a legitimate fraud prevention interest, or (ii) a legitimate business purpose pursuant to a law, governmental rule, regulation or fiduciary duty. We appreciate that NTIS is the first government agency with which we have filed a statement that understands the importance of the Death Master File and its extensive use by many divergent groups including genealogists.



Certification for Forensic Genealogists

The three year embargo period places an onerous and costly burden on government agencies, the military, courts, and other public entities that rely upon professional genealogists, working under contract, to perform vital research in the public interest. Thus we are requesting that forensic genealogists be certified by the Secretary of Commerce to perform essential services utilizing the Death Master File. We estimate that the number of forensic genealogists

requesting certification will not exceed 3,000 research professionals. Forensic genealogists are specialists who are members of larger organizations including, the Board for Certification of Genealogists, the Association of Professional Genealogists (APG), and the Council for Advancement of Forensic Genealogy (CAFG). Their important work includes:

	Assisting the Department of Defense in locating heirs for the repatriation of remains from previous wars,
	Assisting county coroners in the identification of unclaimed persons,
	Working with attorneys in locating missing and unknown heirs involving estates, trusts, real estate quiet title actions, oil and gas and mineral rights, and other similar legal
transactions,
	Tracing and tracking heritable medical conditions where finding distant cousins can facilitate early treatment and possibly prevent a premature death
	Repatriating stolen art and artifacts, and
	Identifying Native American blood quantum to determine eligibility for tribal benefits.

The categories listed above were selected after much discussion by representatives of the genealogical organizations who are sponsoring or participating members of the Records Preservation and Access Committee (RPAC). Forensic genealogists will be responding to this RFI and providing specific examples and details about their work. Likewise, since forensic genealogists will be impacted by any fees charged for certification or annual renewals, I defer the answer of that question to them. Most of the above described work is performed under a contract with a local, county, state, or federal agency or under a contract or supervision of a lawyer who is licensed by a state or other jurisdiction. Thus all forensic genealogists performing this important work should qualify as having “a legitimate business purpose pursuant to a law, governmental rule, regulation, or fiduciary duty.” One definition of forensic genealogy is “the
study of identity and kinship in legal contexts.”1

Item 12 of the RFI asks about experience in maintaining confidentiality and appropriate use of “similar” requirements of section 6103(p)(4). The American Society of Genealogists (ASG), which is “an honorary society of the leading published scholars in the field of American genealogy,” was founded in 19402. ASG is limited to fifty life-time members designated as Fellows and identified within the genealogical community by the post nominal initials FASG. In
1964 ASG founded the Board for Certification of Genealogists. Three to four certified genealogists independently judge and evaluate each applicant’s portfolio of work to make sure they meet the Genealogical Proof Standard. Certified genealogist, CG, is a service mark of the Board for Certification of Genealogists® used by the Board to identify its program of genealogical competency evaluation. Certified genealogists are recertified every five years to confirm that their research and analytical skills are still up to date. In 1964 the International Commission for the Accreditation of Professional Genealogists was also founded. Accredited


1 http://demandinggenealogist.blogspot.com/2012/05/response-to-what-is-forensic-genealogy.html
The Demanding Genealogist, 23 May 2012, interview with Melinde Lutz Byrne, CG, FASG.
2 http://www.fasg.org

Genealogist, AG, is a certification mark of the International Commission for the Accreditation of Professional Genealogist (ICAPGen). In addition to the forensic genealogists mentioned earlier in this response, we also recommend the Commerce Department certify those in our field who have achieved the highest levels of competency including FASG, CG, and ICAPGen. Members of these organizations sign a code of ethics under which they “agree to keep confidential any personal or genealogical information given to me, unless I receive written consent to the contrary.”3



Masking the Social Security Number May Help Reduce Fraud Until the IRS Does Its Job

Tracing and tracking heritable medical conditions when performed by individuals in families with an inherited disease, is no less important than the forensic work done by professionals described above.

In 2008 the US Surgeon General announced the “American Family Health Initiative” which encourages the collection of family history information.4 The “Family Health History” website includes tools to capture and save family health history.5 To determine which branch of the family may have carried the disease, the family genealogist often has to research their paternal and maternal great, great grandparents and their siblings and each of their descendants forward to the current generation. The DMF/SSDI is a great tool in locating descendants who
have moved across the United States by providing the date of death and city, county, state, and zip code of last residence or location where the last social security check was sent. Further research can then be done from obituaries and estate records to locate living descendants.
Time is of the essence in locating and warning living cousins about the genetic disease, so they
may take proper action to diagnose and treat the condition, possibly preventing a premature death. In this instance lack of access to the DMF/SSDI for three years, could make a difference of life or death.

Since the Social Security Number (SSN) is necessary to file a fraudulent income tax return, we are proposing that the SSN be masked during the three year embargo period, so the rest of the information can be made available to other genealogists, through subscription services without needing to be certified. If the family history researcher is able to retrieve the other information including a date of death and location of last residence, they at least have some clues as to where to look for a death certificate or an obituary in the local newspaper.

Over the last two years the for-profit companies and non-profit organizations providing genealogical services online have responded to the issue of identity theft of deceased persons by masking the Social Security Number for three or more years. Masking the SSN provides




3 http://www.bcgcertification.org/aboutbcg/code.html
4http://www.surgeongeneral.gov/initiatives/family-health-history/index.html
5 Ibid
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sufficient time for the family of deceased individuals to report the death and file the last income tax return, even if the IRS is not doing its job in using red flags to filter possible frauds. As a result of this self-imposed closure, tax fraud using the SSN of deceased persons has been greatly reduced.



Identity Theft of the Deceased Represented Less Than 2% of the Problem in 2011

The data necessary to initially determine the nature and magnitude of tax fraud by identity theft cases in 2011 did not become available until the fall of 2013 with the publication of the report of the Treasury Inspector General for Tax Administration dated September 20, 2013 found at: http://www.treasury.gov/tigta/auditreports/2013reports/201340122fr.pdf. The chart below is drawn from Tax Year 2011 tax returns, those filed in early 2012.

The following chart is particularly informative:
[image: ]



Please note that the only SSNs that would appear in the DMF/SSDI would be the “Deceased” Category. The IRS was utilizing a limited screening filter that appears not to have used the DMF to flag for special attention, returns citing the SSNs of deceased individuals. Even with deceased SSNs “exposed” during 2011, the 19,102 suspicious returns listed above represented less than
2% of the 1,086,998 potentially fraudulent returns filed in 2011.


Egregious Identity Theft Cases Can be Stopped Using Existing Resources

We have all been outraged by reports of identity thieves filing fraudulent tax refund claims using the SSNs of recently deceased infants and adults. We strongly believe the means to stop this particular form of identity theft exists now and there were better ways to solve the problem of identity theft and tax fraud rather than restricting access to the Death Master File (DMF) for three years. If the Internal Revenue Service were required to expand its use of filters
to flag returns in which the information is inconsistent with the prior year’s return including the address and/or bank account, then we believe tax fraud against the deceased and the living could be reduced. Since the 2011 loss from fraud against the deceased is estimated at $70 million in the above chart, shouldn’t the IRS be authorized to spend a few million dollars to install more filters to flag the fraudulent tax refunds? Some of the same filters should also identify “red flags” in the returns of the living.  If a tax return has a number of itemized deductions one year and none the next year, that electronic return should be flagged for
review. The SSNs of the living will remain vulnerable so long as the IRS is expected to issue refunds before the closing of the tax filing season, including receipt of W-2s and 1099s which could verify legitimate returns.

I cannot change my address with a bank financial institution or a forwarding address with the United States Postal Service without a confirming email or letter being sent to the last address on record. Yet the IRS sends an electronic payment to a new financial institution without any prior verification. Also closing access to the DMF for three years, will not prevent tax fraud perpetrated by the use of stolen medical data files.



The Cost of Implementing Section 203 to Small Businesses

Section 203 of the Bipartisan Budget Act of 2013 will cost the US taxpayers more money than it generates. Fraud is prevented every second of every day because small businesses have access to the DMF through third party providers. If these data aggregators are no longer allowed to sell the data to third parties unless the third parties also become certified, then there will be more fraud not less, since small businesses will not want to spend the time or money to become certified. Also the cost for access to the DMF will be higher if the searches are done individually rather than through an aggregator.

For forensic genealogists and others whose livelihood depends upon their ability to access the DMF/SSDI, their costs of doing business will increase as they have to spend more dollars to become certified and to maintain the system controls specified in IRS Code 6103 (p)(4). Their increased costs will be passed on to their clients including various government entities and lawyers. Today forensic genealogists perform many of these research tasks for lawyers for a
fee considerably less than the attorney’s hourly rate. They also provide a higher quality of work because they are trained specialists in their field. For example certification by the Council for

the Advancement of Forensic Genealogy requires a minimum of 1,500 billable hours in forensic genealogy case work to achieve the advanced professional level. 6



Why Genealogists Need Access to the DMF

The Death Master File, although not a record of every death in the United States, is the most comprehensive national death database available. We applaud the National Technical Information Service for making the DMF the valuable tool that is for so many diverse businesses and genealogists. We also encourage NTIS to work with the National Association for Public Health Statistics and Information (NAPHSIS) so that dates of death from their database can be incorporated into the Death Master File making it an even more valuable tool.

Because we live in a mobile society it is difficult for genealogists, businesses, and the government to keep up with individuals as they move throughout their lives. In the early history of our nation, the next generation may have moved west or south in pursuit of cheaper land. Today people may move anywhere across the US or the world for a job opportunity. For example, paternal grandfather born in 1892 lived his entire life in Michigan. My father was a resident of five different states over his seventy-one years of life including Michigan, Illinois, California, Virginia, and Florida and he died while on vacation in yet another state. Because his moves to the last three states occurred after the 1940 US Census, a  family history researcher would have difficulty finding where he died without access to the SSDI/DMF through a subscription service at  http://www.Ancestry.com which reports the following information:
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[bookmark: _GoBack]66http://www.forensicgenealogists.org/MemberRoster.html

For the DMF to be helpful to genealogists it must contain enough information to distinguish this Charles A. Nutter from others who lived at the same time in the same states. There was at least one other Charles A. Nutter born 21 October 1918 whose last residence was in Battle Creek, Calhoun, Michigan in July 1983 and whose SSN was issued in Michigan. Although the SSDI
record above does not say where Charles A. Nutter died, when combined with another record, the North Carolina Death Indexes, 1908-2004, both with the same SSN, then I have proof that I both records identify the same individual.

[image: ]

The Request for Information specifically asks what information genealogists need to be displayed in the DMF. Usually the name, birth date, and date of death could provide sufficient evidence without the Social Security Number (SSN). However, in the above example, since my father died in North Carolina rather than the state of Florida where he last resided, the SSN is necessary to prove both records describe the same individual.  This is one of several examples I could provide, and because this statement will be made public, I selected someone from my family who has been deceased for a number of years.

Because the Social Security Number is a consistent identifying number throughout one’s life, regardless of where one lives, forensic genealogists doing the important work described above, need access to the DMF/SSDI so they have access to all the information including the Social Security Number. In forensic cases where expensive DNA tests will need to be ordered on possible heirs or where potential heirs may inherit a sizeable estate, the professional researchers need access to all the information (evidence) that supports their conclusion.


Interests of Family History Researchers

The interests of the genealogical community are not hard to understand. Access to records or the lack thereof, is the pivotal issue for individuals researching their family history. Without documentation, our family histories are more legend than fact based history. Family history researchers do much more than record the birth, marriages, and deaths of ancestors. Emphasis today is on researching and preserving stories about individuals whose experiences shaped the current character and values of the family including but not limited to migration from another country or across the United States, military service, and community service.

Family history research continues to evolve and has become much more than a hobby. The present Genealogical Proof Standard7 includes:
	a reasonably exhaustive search;
	complete and accurate source citations;
	analysis and correlation of the collected information;
	resolution of any conflicting evidence; and
	a soundly reasoned, coherently written conclusion.

I want to thank the National Technical Information Service for allowing testimony from genealogists at the hearing on 4 March 2014, and for requesting feedback on the Certification Program for Access to the Death Master File.

I may be reached at access@fgs.org.

[image: ]Respectfully submitted,






Janet A. Alpert, Chair


















7 http://www.bcgcertification.org/resources/standard.html
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Submitted by 

Frederick E. Moss, JD, LL.M.
access@fgs.org
972-679-5377




January 17, 2014



Chairman Baucus, Ranking Member Hatch, and distinguished Members of the Committee:
I serve as the legal advisor to the Federation of Genealogical Societies and as a member of the Records Preservation and Access Committee (RPAC) more fully described below.  This statement has been reviewed and approved by the organizations sponsoring RPAC.
Thank you for the privilege of  responding to your invitation to provide input on Reforms to Administration of Tax Laws issued November 20, 2013 found at:  http://www.finance.senate.gov/newsroom/chairman/release/?id=a4f8205c-d286-4a41-a61d-753d1abd23d3  Of particular interest to the genealogical community are those provisions that would attempt to address tax fraud by identity theft by limiting access to the Social Security Administration’s Death Master File (DMF) also known as the Social Security Death Index (SSDI).
Part I
Although we had not originally anticipated that these provisions were to become a part of the Bipartisan Budget Act we are well aware that the Department of Commerce has announced the launch of their task to develop the Certification program limiting access to the DMF in the future.  On the day after it appeared at http://www.ntis.gov/products/ssa-dmf.aspx  we contacted the official designated in the announcement to advise him that we are anxious to support the effort to implement the provisions of the Bipartisan Budget Act requiring the Department of Commerce to develop a Certification Program governing access to the Death Master File and that we view the genealogical community to be vitally interested stakeholders in this process.  We were pleased to see that the announcement provided that the DMF should remain available to its current users while the Certification program is being developed consistent with the intent of the Congress as declared during a colloquy on the Senate Floor during the debate recorded at page S8891 of the Congressional Record found at:  http://www.gpo.gov/fdsys/pkg/CREC-2013-12-17/pdf/CREC-2013-12-17.pdf 
We assert that genealogy is not just a hobby.  A number of genealogists offer their services to the public and make a living from their efforts.  The largest group is the Association for Professional Genealogists which has approximately 2,000 members in the United States. We are requesting that those APG members who are heir researchers and forensic genealogists who perform the services listed in items a-f below be accepted for certification. In addition there are two organizations in which experienced genealogists are certified after providing an extensive portfolio which is judged by a peer review board: the Board for Certification of Genealogists (BCG) and the International Commission for the Accreditation of Professional Genealogists (ICAPGen). Recertification is required every five years so those who hold the designation continue to perform at the highest levels. There is a select group of fifty of the most prestigious Fellows of the American Society of Genealogists (ASG).

If the overall program is reasonably implemented, we anticipate that no more than 3,000 of the most qualified out of the millions of genealogists would request certification.
Although many genealogical projects are more historical than urgent, we have identified some subject areas for which a three-year delay in access to the DMF would be problematic.  Even though the standard found in the statute is a very limiting one, we submit that the breadth of genealogical endeavors encompasses a number of categories that should be deemed worthy of certification.
On behalf of the genealogical community, my colleagues and I will be compiling examples of instances in which their work should be deemed to meet the requirements of Section 203(b) (2) (A) in which “. . . a person must certify that he or she has a legitimate fraud prevention interest or a legitimate business purpose pursuant to law, rule, regulation or fiduciary duty.”  We expect to be working closely with the Commerce Department over the next few months in providing information it may require so the following functions and possibly others can be certified: 
1. Department of Defense repatriation of remains from previous wars. Since often the parents of the soldiers are deceased, the DMF is often one of the first records used to find the parents date of death. From the date and location of the parent’s death, the genealogist can often find an obituary which will identify living siblings.
1. Identification of unclaimed persons. The process is similar to that followed for the repatriation of remains, but is performed by genealogists working at the county level with county coroners. 
1. Missing and unknown heir cases involving estates, trusts, real estate, oil & gas & mineral rights, quiet title actions, and similar activities.  Work with attorneys in resolving these issues. Sometimes the work is performed simultaneously by genealogists in different states.
d.	Tracing and tracking heritable medical conditions.  When a family has an inherited genetic disease, time is of the essence.   The SSDI is essential to finding deceased relatives who may have had the genetic disease.  Multi-stepped research requires identifying other than immediate relatives, using a variety of sources including the social security death index, death certificates, obituaries, and estate records to locate their living descendants. It is critical to locate and warn living cousins about the genetic disease as soon as possible, so they may take proper action to diagnose and treat the condition, possibly preventing a premature death. 
1. Repatriation of stolen art
1. Identifying Native American blood quantum to determine eligibility for tribal benefits

Professional genealogists working in these specialized fields need immediate access to the Social Security Death Index (the commercial version of the Social Security Administration’s Death Master File (DMF). To deny them access will not only deprive them of their livelihood but severely hinder these important projects which are possible only because of their specialized skills. 

For this statement we have attached Exhibit A which describes examples of the work that a professional genealogist may perform. You will note that the work encompasses several of the categories but not all and is representative of the work performed by many of the genealogists who will be requesting certification.




Part II
While certification of the above categories of genealogists is our short term priority, we feel it is important to review the events which have let up to the recent legislation which prohibits access by genealogists to the DMF/SSDI for three years. 
First Public Warning                                                      
In the spring of 2011 we were all outraged by reports that identity thieves were filing fraudulent tax refund claims using the social security numbers (SSNs) of recently deceased children and adults.  The comprehensive hearing held by the Subcommittee on Fiscal Responsibility and Economic Growth of this Senate Finance Committee  on May 25, 2011 suggested that thieves had discovered vulnerabilities in our system for processing the online filing of tax returns and that we were seeing the leading edge of a flood of fraudulent refund claims for which we were ill-prepared.  http://www.finance.senate.gov/hearings/hearing/?id=32a4f2cc-5056-a032-5258-8967bf140b37%2520 
It was clear that refund checks were being mailed with a minimum of scrutiny and before the IRS would have received informational returns (W2s, 1099s, etc.) that could verify the legitimacy of the refund claims.
Framing the issue
The data necessary to initially determine the nature and magnitude of tax fraud by identity theft cases in 2011 would not become available until the fall of 2013 with the publication of the report of the Treasury Inspector General for Tax Administration to be discussed later found at:  http://www.treasury.gov/tigta/auditreports/2013reports/201340122fr.pdf 

In the absence of data, instead of focusing on the vulnerability of IRS systems, surprise was expressed that the SSNs of deceased individuals could be found online at all.  Some suggested that identity thieves could have gotten the SSNs of recently deceased children by online access to the DMF/SSDI.  If thieves were using the SSDI, the IRS clearly was not.  Nonetheless, instead of directly addressing the vulnerabilities at the IRS, the discussion draft (and now the Bipartisan Budget Act) would in the future limit access to the data in the DMF.
The role of the DMF/SSDI may not be well understood by the general public but is highly valued by its users.  Originally created as a fraud prevention resource, it lists the SSNs of deceased persons and essentially “burned” the SSNs of those appearing thereon.  It has been made widely available since the early 1980s and has been found to be a rich resource for a wide variety of legitimate users including medical researchers and genealogists.  The best available overview of its uses may be found at:    https://www.ssdmf.com/Library/InfoManage/Guide.asp?FolderID=98&SessionID={B93E8F16-3E75-4A05-BA1E-D68FEBD34B73}&SP=2


Changes on Genealogical Websites
As the tax filing season opened in early 2011, the SSDI was freely accessible by the general public from a number of web sites, to include most of the major sites serving the genealogical community without requiring a subscription or login.  Several Senators, including members of this committee, voiced their concerns in a December 1, 2011 letter addressed to the CEO of Ancestry.com Inc. and asked that they and other genealogical sites remove SSNs from their posting of the SSDI.  http://www.brown.senate.gov/newsroom/press/release/after-call-from-sen-brown-ancestrycom-removes-social-security-numbers-from-website-to-prevent-fraud 
Ancestry.com and other genealogical web sites immediately took measures designed to prevent the abuse of their resources by thieves.  In addition to putting this data behind their subscription pay wall, Ancestry chose to conceal the SSN of the deceased for a period of time, even for their subscribers.  Other genealogical sites took similar measures. http://www.abc2news.com/dpp/news/local_news/investigations/website-stops-displaying-social-security-numbers-for-recently-dead 
Efforts by the Internal Revenue Service
The information provided by the witnesses at the April 16, 2013 Senate Finance Committee hearing entitled “Tax Fraud and Tax ID Theft:  Moving Forward with Solutions” gave multiple reasons to be encouraged by the actions being taken to combat refund fraud and help victims of identity theft.  Their written statements are available at:  http://www.finance.senate.gov/hearings/hearing/?id=62739085-5056-a032-5281-4500bf4d4fb3  The testimony of Steven T. Miller, Acting Commissioner of the Internal Revenue Service described a number of significant steps they have taken including (1)  much improved screening filters “to spot false returns before we process them and issue refunds”, (2)  expanded criminal investigations, and (3)  prosecution of the perpetrators.  
Appropriate prosecution and sentencing of those perpetrating tax fraud related to identity theft has the potential of not only thwarting their predations but should serve as a deterrent to others tempted to follow their example.  This begins to look like progress.

Thieves Have Moved On

As genealogical sites have protected SSNs of recently deceased people and the IRS has improved their filters used before refunds are paid, the possibility that thieves are exploiting information from the SSDI has dramatically diminished.  It is likely that the SSDI was never the primary source of SSNs exploited by thieves.  To the extent that it may ever have been used, the thieves have moved on.  The list of those recently sentenced as reported on page 9 of Acting Commissioner Miller’s Statement in last April’s hearing indicates that the SSNs were (1) stolen from a community college’s financial aid office, (2) stolen or tricks used to secure taxpayer’s personal information, (3) involved residents of Puerto Rico, (4) stolen from a medical center records office, or (5) by breaking into a tax preparation office.  Although an additional case involving the misuse of an online database was cited, that misconduct turned out to be by a “trusted user” of a commercially available non-genealogical database.  It is significant that all three recent cases of tax fraud identity theft mentioned during the April 16 hearing involved living victims, not any who’s SSNs might ever have been available on the SSDI.

National Taxpayer Advocate – “The Larger Question”

The written statement of National Taxpayer Advocate Nina E. Olson from the April 16, 2013 hearing suggests a number of steps that would improve the IRS’s ability to combat fraud and provide better service to taxpayers. Page 16 of her statement includes the following major recommendation: 

IV. To Reduce Taxpayer Burden and Cut Down on Tax Fraud, the IRS Should Be Empowered to Process Information Reporting Documents Like Forms W-2 Before Processing Tax Returns and Issuing Refunds.
.
She further observed that:  “. . .  [a]approximately 97 percent of taxpayers receive at least one information return. Traditionally, the IRS has not matched this data with the items reported on the taxpayers’ tax returns until long after the filing season.  In 2010, the IRS closed 4.3 million cases in which it identified a discrepancy between the taxpayer’s return and third-party information, leading to $7.2 billion in additional assessments.”

In her testimony before this Senate Finance Committee hearing, she posed “the larger question” in suggesting that we need to begin considering whether the IRS should wait to begin paying refunds until after the close of the filing season.  Found at 1:51:20 of the committee video at:  http://www.finance.senate.gov/hearings/hearing/?id=62739085-5056-a032-5281-4500bf4d4fb3
National Taxpayer Advocate -- 2013 Annual Report to Congress
Ms. Olson has further developed this theme in her recently released 2013 Annual Report to the Congress found at http://www.taxpayeradvocate.irs.gov/userfiles/file/2013FullReport/Volume-1.pdf or more specifically in Volume Two of her  report (attached to the cover email) in the “Evaluate the Necessity of Delaying the Filing Season” discussion starting on page 92 of the attachment.  She there lays out an incremental approach that eventually would allow the IRS access to the data necessary to validate a tax return before issuing a refund check.
She names Identity Theft as one of the Most Serious Problems Encountered by Taxpayers and urges the IRS to recognize it as a traumatic crime with some of its victims exhibiting symptoms resembling those of Post-Traumatic Stress Disorder (PTSD).  The sidebar on page 75, Volume 1 reports “Since 2004, the National Taxpayer Advocate has identified this issue as one of the “Most Serious Problems” faced by taxpayers in nearly every annual report submitted to Congress.”
What Do We Know Now That We Did Not Know in 2011?
The data necessary to initially determine the nature and magnitude of tax fraud by identity theft cases in 2011 would not become available until the fall of 2013 with the publication of the report of the Treasury Inspector General for Tax Administration dated September 20, 2013 found at:  http://www.treasury.gov/tigta/auditreports/2013reports/201340122fr.pdf 

The chart below is drawn from Tax Year 2011 tax returns, those filed in early 2012.  Please note that the only SSNs that would appear in the DMF/SSDI would be the “Deceased” Category.  The IRS was utilizing a limited screening filter that appears not to have used the DMF to flag for special attention returns citing the SSNs of deceased individuals.

The following chart is particularly informative:[image: Tigta Figure 4]

In December 2011, genealogical web sites began masking the SSNs of recently deceased persons and the IRS reportedly significantly improved their software filters.  Even with deceased SSNs “exposed” during 2011, the 19,102 suspicious returns listed above represented less than 2% of the 1,086,998 potentially fraudulent returns filed in 2011.  
Limitations on access to the DMF will have no impact on cases representing the misuse of the SSNs of living individuals (all the other categories in the chart above and representing the other 98% of the cases.)
Comparable 2012 data should give some measure of the effectiveness of the IRS improved filters.  The IRS should be directed to report to the Congress data that would provide a basis for measuring the extent of improvement in their screening filters and other measures to they are taking to deter fraudulent tax refunds involving identity theft.  Hopefully even this relatively small incidence of fraudulent use of deceased SSNs will be further reduced.
Both the Federal Trade Commission and the Taxpayer Advocate Service are reporting a significant increase (doubling?) in complaints of fraudulent tax returns involving identity theft.  We should be concerned that final 2012 data will show a dramatic increase in cases impacting the living.
Interests of the Genealogical Community
The interests of the genealogical community are not hard to understand.  Access to records or the lack thereof, is the pivotal issue for genealogists.  Without documentation, our family histories are more legend than history.  Recent genetic advances have given additional significance to well-documented medical family histories.  You can expect to hear expressions of concern from across the genealogical community whenever they may have reason to believe their access to these records is being threatened.  
About the Records Preservation and Access Committee
The genealogical community works together through The Records Preservation and Access Committee (RPAC), a joint committee which today includes The National Genealogical Society (NGS), the Federation of Genealogical Societies (FGS) and the International Association of Jewish Genealogical Societies (IAJGS) as sponsoring members.  The Association of Professional Genealogists (APG), the Board for Certification of Genealogists (BCG), the American Society of Genealogists (ASG), and the International Commission for the Accreditation of Professional Genealogists (ICAPGen) and industry representatives also serve as participating members. RPAC meets monthly, and more often if needed, to advise the genealogical and historical communities, as well as other interested parties, on ensuring proper access to vital records, and on supporting strong records preservation policies and practices.

Conclusion
1.  Breaking news -- For most of us our first exposure to the issue of identity theft as a facilitator of fraudulent tax refunds occurred during 2011 as headlines were being made over stories of thieves misusing the identities of recently deceased children.  Of course we were all outraged by these despicable acts.

1. The Paradigm – The parents of these children likely first became aware of the existence of the Death Master File displaying the SSNs of their children online in the days following the rejection of their tax returns because a thief had previously filed claiming their child as a dependent on a fraudulent refund return.  The message quickly became (1) that the DMF/SSDI was a substantial source of SSNs used in filing fraudulent tax returns, (2)  that the SSNs deceased individuals needed to be protected in the same ways we safeguard those of the living, and (3)  that a simple fix was available if we would just limit access to the DMF/SSDI.  The unstated assumption was that nothing would be lost by closing this resource.  Vestiges of this argument were recently heard on the Senate floor during the debate on the Bipartisan Budget Act.

1. The Much Needed Paradigm Shift – New information contained in the Treasury Inspector General for Tax Administration report released last fall documents that even in 2011 the misuse of the SSNs of the deceased was only a minor contributor to tax refund fraud.  The reported improvement in IRS filters and the responsible steps taken by genealogical sites hosting the SSDI may have already accomplished the identity theft prevention objective addressed by this legislation. Analysis of data from Tax Year 2012 should reveal a further reduction in the number of fraudulent refunds being paid that slipped through the IRS filters involving the SSNs of deceased individuals.  
We should be concerned that the SSNs of living persons will continue to be vulnerable so long as the IRS is mandated to expedite the payment of refund claims before they have even received information returns necessary to determine their validity.  Preliminary indications are that such cases in 2012 may have almost doubled over that experienced in 2011.  This vulnerability urgently demands Congressional attention.  Very little in the Bipartisan Budget Act will limit the fraudulent use of living SSNs.

Hopefully, this attention being focused on the DMF will improve the public understanding of the legitimate and beneficial uses of this resource.  Our experience has led us to believe that when used, the DMF can prevent identity theft (or other forms of fraud).  Problems arise when it is not used.  By limiting its availability, the policy reflected in this statute does represent a major change in direction.
1. Implementation of the Bipartisan Budget Act – With the signing of this act, the 
debate over the conflicting paradigms is no longer a mere academic exercise.  The Freedom of Information Act exemption took effect on the date of the enactment of the Act.

The Department of Commerce is charged under the provisions of the Bipartisan Budget Act with limiting disclosure of information from the Social Security Death Master File for three years and with developing a program to certify persons eligible to access that information during the closure period.  It will be a significant challenge to do this in the 90 day time frame provided in the statute and get it right.  My experience suggests that a robust notice and comment process cannot be completed on that schedule.  During my limited contacts with the designated officials at Commerce they have manifested a sincere desire to get to know their customers better and that citizens with differing perspectives to bring to the table can expect an attentive audience.  I further anticipate an attempt to minimize any unintended consequences of this legislation.

I urge the committees exercising oversight over this process to invite Commerce to propose any technical amendments which might better accomplish the fraud reduction objectives of this legislation.  The genealogical community may have some approaches to suggest regarding the certification program and the appropriate safeguards to be applied to this information. 

I also urge that the IRS be asked to report on their progress in closing the vulnerabilities in their online refund systems.  Both technology and the creativity of identity thieves are rapidly evolving.  Permanent legislation may be a poor fit for this situation. 


Summary
We offer four main points:
1. We are anxious to support the effort to implement the provisions of the Bipartisan Budget Act requiring the Department of Commerce to develop a Certification Program governing access to the Death Master File. Genealogists who fit the (a-f) categories listed on pages 2-3 should be accommodated for quick certification. The genealogical community is a vitally interested stakeholder in this process. 

1. As existing policy regarding public access to the Death Master File is reviewed, we urge that input from professional genealogists be sought.  The members of the Records Preservation and Access Committee stand ready to assist in arranging for that input to both the Executive and Legislative branches. We can best be reached at access@fgs.org .

1. Our strongest message is that steps already taken by the IRS and genealogical entities to protect SSNs listed in the SSDI may have already intercepted this particular form of identity theft without waiting for any additional legislation.

1. The SSNs of living people will remain vulnerable as long as the IRS mandate is to rush payments of tax refunds before information returns can be compared with the submitted return to assure its validity.
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Detection Has Improved; However, Identity Theft
Continues to Result in Billions of Dollars in
Potentially Fraudulent Tax Refunds

Figure 4: Characteristics of the Individuals Whose
SSNs Were Used on Undetected Tax Returns

Characteristic TaxRetuns | Refunds Issued

Children (under age 14) 1451 $2,036,064
Citizens of U.S. Possessions 22,090 $113,799.479
Deceased 19,102 § 70,180,690
Elderly (age 70 and over) 28,700 $136,320,008
::’:;:;“72 Level Does Not Require Tax Return 753,004 52632240181
Prisoner® 37,249 $133,087.550
Students (ages 16 to 22) 225,402 $ 524,742,260
Total | 1,086,098 $3,612406,232

Source: TIGIA analysis of Tax Year 2011 fax returns.
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Name: Charles A. Nutter
SSN: 348-05-6430
Last Residence: 33919 Fort Myers, Lee, Florida, USA
BORN: 30 Jul 1916
Died: 10 Jul 1988
State (Vear) SN Illinois (Before 1951)

issued:

Source Citation:

Number: 548-05-6430; Issue State: Ilinois; Issue Date: Before 1951.

Source Information:

Ancestry.com. U.S., Social Security Death Index, 1935-Current [database on-line]. Provo, UT, USA: Ancestry.com Operations Inc, 2011.

Original data: Social Security Administration. Social Security Death Index, Master File. Social Security Administration.

Description:

‘The Social Security Administration Death Master File contains information on millions of deceased individuals with United States social security numbers

whose deaths were reported to the Social Security Administration. Birth years for the individuals listed range from 1875 to last year. Information in these
records includes name, birth date, death date, and last known residence.
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Name: Charles Albert Nutter
Gender: Male
Race: White

Marital Status:  Married

Social Security 348056430
Number:

Father's Last  Nutter
Name:

Age: 71
Date of Birth: 30 Jul 1916
Residence State:  Florida
Date of Death: 10 Jul 1988
Death City:  Asheville
Death County: Buncombe
Death State: North Carolina
Autopsy:  No
Institution: General Hospital
Attendant: Physician
Burial Location: Cremation in state
Source Vendor:  NC Department of Health. North Carolina Deaths, 1988-92
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